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f . Hen,
Thanks, but; ’
1- Can we say categorically that the method described does not work anymore and that the patch

biocks all altacks of that type?
2- An other exampie of PGP messad-up file. Any news from them on fixing that?

Thanks

Alan A. Guggenhetm
CEC

NagralStar
Alan.G! heim@nNagraStar com <maifto*Alan. enheim raStar >

Tet: +1 (303} 706-5707

—Original Message——

From: Henrl Kudelski

Sent: Tuesday, Aprfl 17, 2001 6:14 AM

To: Alan Guggenheim; Henrl Kudelsid

Cc: Groux Cédric; Christophe Nicolas; Conus Joél
Subject: RE: 4-16-01 Report

#v¢ PGP Signature Status: good
v#% Signer: Henri Kudelski
+¥* Signed: 4/17/2001 6:09:27 AM
! *»s Verified: 4/17/2001 7:01:26 AM
‘ #s* BEGIN PGP DECRYPTED/VERIFIED MESSAGE ***

Hi Alan, The last post gives you the answer: | havent analyze the feb update yet,
but if it does check to make sure Lhe packet size is under 64 byte, then there is no
way to send a packet to wrep around and overwrite the stack. The.buffer is 100
bytes, the overflow code is around 200 bytes if im not mistaken. Any packet 64
bytes or less will fit into the receive buffer with no problems.™ Regards, Henri ——
Original Message—— From: Alan Guggenheim .
{mailto:alan.gugpenhicim@nagrastar. com] Sent: Tuesday, April 17, 2001 02:25
To: Henri Kudelski Cc: Groux Cédric; Christophe Nicolas; Canus Jo&l Subject:
RE: 4-16-01 Report *** PGP Signature Status: good *** Signer: Alan A.
Guggenheim *** Signed: 17.4.2001 2:27:37 AM *** Vesified: 17.4.2001
1:59:26 PM *** BEGIN PGP DECRYPTED/VERIFIED MESSAGE *** What
is the exact situation on the following: " Innermatrix T wonder........ceeeeeees bYrda
reprint from material by Stuntguy.............. "Finally, new information released to
the public (and which I've verified personally) indicates that there's a bug in the
16CF54 silicon It scems as though the addressing hardware for the RAM in the
card doesnt fully decode the address being nequested, and as a result, reads and
wriles to RAM at eddresses above $021F wrap to $0020. So, for example,
executing a STA $1FF,X instruction with X=$41 will result not in a uscless
wrile to $240 (which isn a valid RAM address), but rather a perfectly fine write
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Heni,

Thanks, but:

1- Can we say categorically that the method described does not work anymore and that the patch

blocks all attacks of that type?

2- An other exampie of PGP messed-up file. Ay news from them on fixing that?

Thanks

Alan A Guggenhelim

CEO

NagrajStar
Alan.G

heim@NagraStar com <maito-Alan. enheim raStag >

Tel +1 (303} 706-570?
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—Original Message——

From: Henr Kudelskt

Sent: Tuesday, Aprfl 17, 2001 6:14 AM

To: Alan Guggenhelm; Henrl Kudelsid

Cc: Groux Cédric; Christophe Nicolas; Conus Jod
Subject: RE: 4-16-01 Report

#¥¢ PGP Signature Status: good

*** Signer: Henri Kudelski

#*¢ Signed: 4/17/2001 6:09:27 AM

**& Verified: 4/17/2001 7:01:26 AM

¢»* BEGIN PGP DECRYPTED/VERIFIED MESSAGE ***

Hi Alan, The last post gives you the answer: [ havent analyze the feb update yet,
but if it does check to make sure Lhe packet size is under 64 byte, then there is no
way to send a packet to wrap around and overwrite the stack. The buffer is 100
bytes, the overflow code is around 200 bytes if im not mistaken. Any packet 64
bytes or less will fit into the receive buffer with no problems.” Regards, Henri ——
Original Message—— From: Alan Guggenheim

[mnnilto:alan guggenheim@nagrastar.com] Sent: Tuesday, April 17, 2001 02:25
To: Henri Kudelski Cc: Groux Cédric; Christophe Nicolas; Conus Jo€l Subject:
RE: 4-16-01 Report *** PGP Signature Status: good *#* Signer: Alan A
Guggenheim *** Signed: 17.4.2001 2:27:37 AM *** Verified: 17.4.2001
1:59:26 PM *** BEGIN PGP DECRYPTED/VERIFIED MESSAGE *** What
1s the exact situation on the following: " Innermatrix I wonder................... bYrda
repriat from material by Stuntguy............... "Finally, new information relcased to
the public (and which I've verified personally) indicates that there's a bug in the
16CF54 silicon. It scems as though the addrassing hardware for the RAM i the
card doesnt fully decode the address being requested, and as a result, reads and
writcs to RAM at addresses above $021F wrap to $0020. So, for exanple,
executing a STA $1FF,X instruction with X=341 will result not in 2 useless
wrile to $240 (which isn't a valid RAM address), but rather a perfectly fine writc

Case No. SA CV03-950 DOC (JTL)

NVNC034822



p1b16i287s1-PGPexch.htm.pdf

Page: 2
CONFIDENTIAL

1o $0040. Am:oughﬂmmxgmmtmtariblymﬁlllblsmﬁdallomaw
handy backdoor inito the EchoStar cards: Due 1o the fact that the serial VO buffer
is Jocated where it is, it's possible to take advantage of this shortecoming and cause
the “receive message” routine to write received serial data into the stack area,
where you could then replace the retura address that's sormally there (to get back
1o the main idle loop from the interrupt-driven message receive routine) with an
addrass that would cause raw code that you sent as part of your message to be
executed. Obviousty, this allows lots of interesting things to happen, such as
dumping the EEPROM-based password, which would effectively allow unlimited
access 1o the factory backdoors.” Quantum Ha hasaa . This would be
devastating for them. Did you get this info from a credible source? Darkness
Stuniguy! It is in his FAQ. But [ think this is what they just closed, isu't it? Any
data greater than $64 bytes, which is what you need to wrap, results in a mark
being sent to your card far ECM_.. [ am not 10096 sure of this, but that is what {
have heard... Quantum I have GOT to gt that FAQ. No tlis is not the sams
buffer-overflow vulnerability that they closed. This one is & flaw in the design of
the card microprocessor (ST16CF54A), which cannat be ameliorated and could
give access 1o all the storage areas of the card, and cou!d alfow unlooping? This
is more of a wrap-around aituck, than a buffer-overflow. Devastating for themn.
Only solution is new cards. Only thing lacking now is the tools & the algo in the
cryploprocessor ASIC. dicknetguy Quanturi, Get the FAQ here.

. atpy/Awww. geocities com/tooliobollocks! dishcoder This is the overflow that has

allowed dumping of rom2 and rom3 cards. By overflowing the receive buffer, we
insert code starting at $20 up to $7F, which overwrites the stack which xits from
$40 1o $7F. If you look &t the rom3 overflow packet sent to the card to dump
ecprom corndent, it writes the eeprom dump code at $60 and the stack gets
gverwritien at the end of the packet which executes the codc at $60, allowing
dutnping of the eeprom (or rom dapending on code). The feb update has
sucesfully close this hole for rom3 cards. rom? still apen, dont think they have
any space in ecprom to fix the bug. Old news really . bYrd “So, for example,
exeouting a STA $1FF,X instruction with X=$4{ will result not in & useless
write to $240 (which isnt s valid RAM address), but rather a perfectly fine write
0 $0040.5 . ............. In this example by Stuntguy, is the buffer being overflowed
or is this a write to a $0040 that could still be executed on a “locked™ card ?
Quantum I was waiting for someone 1o throw cold water on this. A classic butfer
overflow is where you send enough data in one packet to gverflow the input
buffer. Writing then coatinues into the stack, whére you ntaks sure and put in
some choice code the processor will get back to, to bend it to your will. Most all
software not specifically protected from this is subject to it, as were the cards
before the Feb update. The Feb update watches packet size & if it exceeds 64
bytes, writes FF to SEO1 1, penmanently marking the card. This mark cannot be
undone, no matter what some claim, as it is 8 PROM. As ] am understanding
Stntguy, if you send a packet smaller than the update's limit (under the radar),
which contains an invalid address (too high) it wilf still operate, but will wrap
around that address to do the operation somewhere interesting. And no updste
could tell the difference. | say this is something very useful which will be very
hard for them to fix. Where are our gifted coders? Prove rie wrang somebody,
dishooder I havent analyze the feb update yet, but if it does check to make sure
the packet size is under 64 byte, then there is no way (o send a packet to wrap
around and overwrite the stack. The buffer is 100 bytes, the overflow code is
around 200 bytes if im not mistaken. Ay packet 64 bytes or less will fit into the
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receive buffer with no problems.™ Alan A. Guggenheim CEO Nagra/Star
Alan.Guggenheim@NagraStar.com <
mailto:Alan Guggenheim@NagraStar.com > Tel: +1 (303) 706-5707 ——
Original Message— From: jj gee Seat: Monday, Apnl 16, 2001 5:37 PM To:
Henri Kudelski; Joel Conus Subject: FW: 4-16-01 Report **¢ PGP Signature
Status: good *** Signer: 1 Gee *** Signed: 4/16/200] 5:37:13 PM **+
Verified: 4/16/2001 6:26:40 PM *** BEGIN PGP DECRYFTED/VERIFIED
MESSAGE *** — Qriginal Message—— From: Toy, Docald
(mailto:Donald Toy@echastar.com] Seat: Monday, April 16, 2001 4:45 PM To:
Alan Quggenheim; Chris Mekton; Dave Kummer, 1] Gee; Jobn Mathews; Kranti
Kilaru; Renee Coltharp; Rex Povenmire; Richard Johosoun; Russ Densmore;
'l'en'y Pattison Subject: 4-16-01 Repart *** PGP Signature Status: good **¢
iganer: Donald Toy (Invalid) *** Signed: 4/16/2001 4:44:32 PM *** Verified:
4/1 62003 3:27:05 PM *** BEGIN PGP DECRYPTED/VERIFIED
MESSAGE *** Attached is the Daily Piracy report for 4/16/01. A copy is being
sent to Mr, Dugan. Don Toy Echostar Teclmologies Corp. Dish Network
Security - Signal Integrity 303-706-5291 303-706-5723 (fax)
mailto:donald.toy@echostar.com *** END PGP DECRYPTED/VERIFIED
MESSAGE #** <> *** END PGP DECRYPTED/VERIFIED MESSAGE ***
s+ END PGP DECRYPTED/VERIFIED MESSAGE #*¢

*** END PGP DECRYFPTED/VERIFIED MESSAGE **¢
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