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This is an asynchionous serial interface for bransmitting MPEG-2 data between hardware equipment. It is™
described in [ASI] and is used by most manufacturers.

3.10.3 NagraVision interfaces
3.10.3.4 SMS Gateway

NagraVision defines the SMS Gateway. R desobes the protocol and commands sent o the )
communication protocot ks a tayer on top of TCPAP. The massages cantain only ASCH! printable characters. Forfiur
Phoenix, & will sit betwean the CAS Translator & Router and the CAS.,

3.1032 Back Channel

The public switched telephone network is used to collect data from the STB snd smark
The communication is asynchronous (V22, V22bis or betler). The protoco! is ISO =T
bythe CA Task, inthe STB, and the Call Collecior. Themessage body ks
’*’h;xs‘** ;
Y. 'f’

3.10.4 Phoenix/NagraVision interfaces
3.10.44 TSS4MS-DESC

mslnmhabhbndedbmowdeheTSSMmmeNangsbq_‘c‘éhhnnﬂnnm private desaiplors that
rmight bg required In the APG. This information is used either for APG wsszmmﬁmglurmo impulse purchase
process, The protocal Is to be defined.

3.104.2 TSS4AMS-SCH

This infertace Is Intended for the TSS to send to the IMS the &
assignment, it is required for the ECM generalion and of

3.104.3 TSS-IMS-PRD i ‘r

This Intarfacs Is required for the TSS to send pvoductdeﬁrihonstomws The IMS wil buid ils own products
and map the definitions into enftlement formalted for e NagraVision smaricard,

3.104.4 SDDSIMSLMC

This interface allows the SDDS to send last minute change infonmalion to the B4S. In the case of last minuto
change, the schedule will be modified and the niexd event wil be affected, along with the ECM generation.

3.10.4.5 CWD-SCS-CW
ThisInterface provides the Na;
3.104.6 MDI-MUX

infonmation and PID (SCID)
The protocal Is to be dafined.

on equipagitwii the Control Word to be stared in the ECM.

ECM, EMM and IEMM into the transport stream.
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3.11 Typical operation scenarios

The following sections explain some typical aperations on subsaiber's data. Inthis cortest, the ransactions
recsived from the CSS will be transiated into the appropriate operations. .
3.11.1 Subscriber management

3.41.4.4 Subscriber creation
Creating a subscriber in the NagraVislon system maans completing the following pmoess'

17 inttialization of the subscriber's CAM;
71 Pairing of the CAM with the IRD;
7?7 Entering subscriber information in the system, such as the 2ip code.

The first two steps can occur In sny order. Nevertheless, the st and the
dose as possble as & does nat make sense 1o have Inftialized CAMs that ;
subseriber, mrdoesltmakesemeiohaveanhfomaﬁononasubsmnerwhodoqs

3.11.4.1.1 CAM initialization g ke
in order 1o be operational, a CAM must receaive an initalization #ThéﬁéAMis_;,‘tiamd according
fo its unigue address. ACAManbauﬂaizedswemleeswmoutalml%@enL,

2.11.4.1.2 CAM-IRD Fairing M
To be able 1o operate, aanDnmstbepakedwlhagich\L Wprgggssvn'n(‘l)mblemow
and the IRD o operate together, mmmmmwmu;tmmmtmemmebe
used with the IRD R has baen paired with. Unless palringda(ais'pwmrnan in the CAM, the CAM s
permanently patred tothe IRD.

In orderto palr a CAM with an IRD, the following

11 The Unique Address of the CAM
7? The serfal mamber of the IRD 4,_

in slmost every case, paling Mwlm\ﬂm;wmm place et the time of subscriber creation.
However, hmomawhmummeé@m%@amumww paking may

ety

shnutd done as
with any

u—m >

onT atthe SMS:

havato be performed again.

Spedficatly, ummmmwhmmmmﬁmaummemwm
mencwlRDhutmeRDhavlng .macmwuldhavebbem-pmredhembh
dummbingwmhnewlﬂo enl the pairing infomation on the CAM has ©© he
updated, uecmmuammnpeggg:;- mnpra\nnusmo

if a subscriber fosss hishy but ki same IRD, then a new CAM will be Issued; & wll have
{o be intafized and pai

1113 Enterng

and threshold

Membasdmm!loolbmmﬁnwwmpmth
st callbad
e, two calbacks
coNDRW.
Poge B 122 Fle-WhisPoper Vil
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The subscriber creation process includes the following aperations (in sequence):

77 Create CAM on Call Collector, to create the CAM in the database of the Call Cotlector in order for
calibacks to be processed.

2?7 SetZp Code, the CAM must know its locstion 2ip code since time information and possibly blackout &
information are based on the subscriber’s location. = AF

7?7 Define Credil Limit, to set the credit hmit. 4

77 SetCall Collector Phone Numbers

77 Enable Automatic Call Back (optional). This command includes call ime calculation by the
Collactor.

77 Suspend Impulse Purchase.

3.14.1.2 Subscriber suspension ixer
Enttiements stored on a CAM can be temporarily suspended in three diffarent
This command is used to suspend the possibikly to perform Impuise purchases o ’ u%ma
The subscriber may stif cali the SMS {0 ordar products.,

77 Suspend one entilement anly.
e, Pl
7 SuspendCAM. {“%{ -

‘This command temporarily disables all entitiements and the ‘Itty to ,earform lmpusfva purchasa
PPV programs,
Entitements or CAM suspension do not prevent mllbadatomooamhg ‘q’:{ ;é:
3.11.1.3 Subscriber removal {L"

To remove a subscriber from the system, heﬁw-qommtbe%

1?7 Remove aff entitlements from the CAM. ItwmnotmmveihelPP\!waH\edafﬂmtmlcoledad
7? Force immediate callback

7 Reimove impulse purchase capability and purchase balance 5

it tho CAM s removed from the IRD before thellast calbackioccured, al PPV purchased may stil be
retrieved when the CAM s inserted into an IRD. m%mnmenhgmused.

3.11.2 Product management o g

orwith the interface between the TSS and the IMS!
34121 PPV product creaﬁom
inorder to create a PPV produdt, the hgslapa

7 ASgnaPPmeberbﬂ;eve wumber Is selecled depending on the kind of packege, For
wample, ﬂn‘sam-quaevm Qwri’nrbu'vmbounlqmdudmaﬁmhmoﬂdays #this aventie
pa:iofarw;erpadmge.gmm‘glnmbnrwmbemwdhmew\gegmnhdb{hem

nCmatsﬁPPmeMQranm\g to the number selected. For complex padiages, the range of
numbers can be atbivetiycreated.

suhsmmmdw’unusmwwwmmmmu
3.11.22 PPV prodigt.creatia

Thlstypeofpmdudis ¢ same way as PPV products. The anly diference Is that an IEMM wil also be
40 sliow e subscriber i purchase the product impulsively, using te credit on the smaricard.

15
All products are created efther manually, with the) Ms’kgbé{um the SMS Gateway commands 300 series,

; Pae Tl 12 Fhz WhisPepr Vi0do
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3.11.23 Blackout assignment &
3

Blackout characterisfcs can be assigned during the product creation or after. When blackout restrictions ere
assigned to the products, then private descriptors are made avaflable by the (MS. They can be inserted in the
APG, in order to prevent the purchase of a product by a subscriber fiving in an 2rea subject to blackout.

3.11.24 Product modification

Producis can be modiied st any me. The product modification is not reported o the subscribers that may
aiready have purchased the product In this case, If the product has already been sold, there &

e
possibiliies: ‘4&3}%

1/ Create & new product instead of modilying the exisling one end send the new product-definition 1o e
subscribers thathave already purchased the product. This can be done by using SMS Gateway commands.

2/ Send enfillement modification commands to the smarlcards of the subscribers thalhave already pirchased
the product, or to all smaricards that already contain the product. This cannot ({he SMS
gatoway, but by the IMS, under certaln restricfons. .

»,

3.11.3 Channetl lineup change 4

Channel-ineup modifications require the IMS to know the new ‘opdogy‘fqopopgy‘ma’;é PID (SCID) and
transpondes aliacation for all channels. Topology modliication does usually 'nat Bffact the access eonditions, or
the NagraVision private descriptors content. Topology is provided o the IMS byuﬂig-m’tss-usscn.

Yz
3114 Last minute change 4 W{%‘*

i, !
Last minute chiange s provided 1o the IMS through the htedacasoq(srﬁdsm.ltsetkdbhm«m
scheduting of the next everiis in the schedule, A signal will aiso be senfils the ECM generator and the £CM
encryptors in order to 1ake the change into accoint. A last minute change shauld ocour more than two minutes
before the transition to the next event, ¥

3

4

3,115 Stolen smartcard management

et

LI
S
Stolen cards or lost cards are not useable anymore by the/GAS, Aspecial SMS Gateway command is used,
telling the CAS that the card has 1o bo kiled and preyenting It fo send EMM messages eddressed to this card.
On)yg)obaﬂyaddmsasEmmbeserﬂhﬂis?ﬂ%

N

3
e

e triorwelin ol of KodeSEA.

2 199! e aVision BAY Page 8 of 123 Flo WhicPwor Vi0ce
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A
4. Head-end architecture

2,

%, Ry
N f

Le
This chapler gives a'getalled description of the head-end
g"’ % architscture and features.
'{‘ 'y
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4.1 Overview

This section presents the various modules in a very high leve! view. The following picture liustrates the various £;
software modules of the NagraVision CAS and thelr interactions. Modules are shown within the ina thoy#
fun on; please refer to the pravious section for hardware information. Obvious inter-process communicatic “‘ :

ot shown for picture legibily.

Phoenix specific devices are shown for darity only. They are described In the previous chapters and WiiLnot be

detalled here.

-
=N

Yo Vo ¢ e am oo
Fgure4.1
CONFDENTRL
Wy A e priorestn il of Kiddabds SA.
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2,

4.1 Infornmmation Management System (IMS)

The Information management System (IMS) is & subsystem managing logical links between different parts of &2y
the system: netwark topology, pmdudsandevanproﬂes.memalnmkofmowslsbmnﬁnlarduwm £
evolution of pay-events from thelr definition untl their broadcast. (

it Is composed of many modules:

77 MSDatabase contains the network topology, services and event definiions and products
77 Schedude importer (SCI) akows importation of evert data from an ASCli-delimited file.
71 Scheduler provides starting signets to different tasks when a new event starts.

71 ECMProfile Generator: generates the ECI profiles for the ECM Encryptor when a newgient starts.
77 ECM Encryptor enciypts ECM and broadcasts them to the rmuxes.

77 1EVM Encryplor: creates all information needed by ths system for impulse purchasg of PPV,
7t Product Server. provides preducts and rights definitions to the SMS Gatewery. ‘_?&
77 EPG Generstor generates all DVB Sl tables for the IRD. s 5
?? Data Spooler continuously broadcasts Sl Inforration fo the IRDs. g':\ );

77 Product Gateway provides an ASCli-defimited Fle Intertacs to the lCMSbrIP%pwdudmﬁo
77 EMMto ACS allows the IMS modules to send EMMs i%%{

Additional modules are providad fo manage or monitor the IMS dala.
71 IMS Editor sllows the creation and modification of sl data handiad I, lherlMSIJabbese
77 Yopology Discovery imanages the network topology 4 &

92 Schedule Navigator displays all channels and events broadcast

4.4.2 Subscriber Authorization System (S,

;e,";g: responsible for managing EMMs that have to bé sent down mmmseomposedomefnwrg
Bs:

7?7 SMS Gateway serves as the CAS control interfaca for chS

77 ENMM Manager (EMGR) creates, mamosam EMMs

77 EMM Encryplor (EME) encrypts the EMMs 4‘

77 EMM Broadcaster(EMB) broadcasts EMbs m%ﬁ%«

70 Positive Addressing (PA) reeshe briiientais. o

7 QﬂColedor((X:)cdledslPPV / ’\"J and holds subscriber information In its database

Additional modules znpm\ddodn geu‘ 08 i .

?? STB Auditor allows repommuf pmHmhgbanAscﬂ-ddimbdile.

4,13 Other modules‘ %‘

Thabﬂmngnmdﬁesr;e parl&' 2 CAS, but do not belong to the IMS or SAS:

77 Conditional Acce: ol ls the! between the smaricard and the STB
71 Backup provides da up of databeses and fle-system

7? NagraVision Syaie:@%nagunemmsw monitors and contral the CAS

s &8 SNMP interface for remote monitoring

CONFDEITAL
oyruibes . i IR SA
Page 4t & 13 Flo; WitsPaorr VIo:
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42 Detailed features Sy,
4.2.1 Backup &,

4241 Deseription %

This module provides & dally backup and housekeeping servica for the entire CAS, Every day, Badcup%a
27 Creates a dump file of the IMS Database In the backup directory )

77 Creates @ dum fe of the EMM Database in the backup directory 4 Cpse

77 Creales a dump file of the CC Database b the badkup directory :5'-'9‘@

97 Creates 8 dump file of the PA Dalabase in the backup direclory é %

77 Stores the backup direciory on tape. In addition b he database dumps, the badiasp directory B aiso the
default location for alt fBes procsssed or gensrated by e CAS, such as Schedula mparbrﬁleg},g ‘i

71 Erases old Schedule Importerfle P

71 Erases old evenis in the IMS Database v R

27 Erasas old products in the IMS Database and PA datsbase é sl

7?7 Erases old SMS Gateway teedback commands in the #dS Database '*-Eg‘ciﬁ‘ j :
y

eerualy.naysom for all kems, except for the Call Collector database whers 2 months are

All ather components oned hers, such as EMM Broadcaster or Topdogy Discovery, sore only staic
data on thelr local meching ebmdowlneeddallybacmpsm{oe Product Gateway files are under the
resporsibiily of the ope for backup and housekeeping, es described in [SMS_IPPV].

The only{mante .4 needed & 10 Insert a tape I the drive every day. The tape Is ejected al the end of
theo : bgured to run at a specific timo of the day.

To gu the mbadmps.meEMGRdahbmcmedstobep\noﬂImdumgbdmppmadm

i‘f t¥od with nack-status to POSTPONED).

CONDENW.

P €A wdichn o ~ dd
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4212 Interfaces

By default, this module exports the far fie to the tape drive, but this could be redirected to another location
required.

4,213 Performance

Backup needs about one hour per day to perform all its tasks. This is generally Scheduled to
night. The dump of the EMM Databass lasts a maximum of 10 minutes.

4214 Scalability

Some advanced backup database strategies are avallable if more (requent backups are mzma

4215 Redundancy and Avallability ¢

The watchdog monitors this module, Backup only operates at its scheduled time, and.does mthh-ng&w
many times a day. %

4216 Manageability f,;;;.mq Y

All BSpecis of this modile ere configured through fext-based mnﬁgwnt’mfias a-usaﬂu'z"
The SNMP Gateway allows an extemal syslem b read this module state’mdvunr basic ‘Information, See

4422 «-.‘;}{2 &
4217 Failover Recove {Yidg . *

ry %
) one of Its sleps fals, Bad(upappmmate!yhbvmstheopemcr , console mesages and lags, then

stops all operations. For example, i the tape wiite operation is mtposslsle no tape In the drive, for example).
Backup does not erase anything. In these cases, the backup procedure mustbes\annd manually if 2 backup is

desired for this particuler day, o i

4218 Security ‘;‘;’ Ly 3; X

“This section does not apply 1o this module. %3"7 N !

4248 PHOENIX Customizations G R

This moduie will be tallored to PHOEND(W %auonm.

4,2.2 NagraVision System Man: nt (NSM)’

4221 Description .

The NagraVision System & 'Q(ﬁgm, Is 3 deslg\ed 1 manage the NagraVision Conditional
Access System (CAS). This qm st @ systewmanager

77 Configure each {Configuration Mimgemcrﬂ

77 More eficiently detecy, lso!ale. andm%ﬁumeofanulﬁmdon (Fault Management)
72 Tune predsely the pf bsfmwstem(?muhnagamo

77 Define the securityievel raqdm&%some functions of the system (Secirity Management)

77 Monior and control em to through a console.
Fora detalled desctiption of %:;:T
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4223 Performance

See [NSM].

42.2.4 Scalability

See [NSM].

422.5 Redundancy and Availability
The NSM module Is an interactive application. Its avaiability Is not arical to the CAS.
4226 Manageabhility

See INSML

4227 Failover Recovery

See INSM].

4228 Security Rty

SeeNSM. L, &

4223 PHOENIX Customizations *fxf,‘:,;.' :

New modules develaped Movnng Nangis‘onsomwaresiarmlﬂs wﬂbe v'?on!tmed and(:amged by NSM.
“i:;‘iryl}?a

Fic: Whiefpy Vido:
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4.3 Component description

431 IMS Database
43.1.1 Description

The IMS Database Is an Oracle 7.3.2 database that stores the following information:
7?7 The network tapology (elementary streams, transpanders), including Access Control Groups
7t Service definitions, induding conditional access information
77 Event schedules, desalptians, biackoit regions, etc.
(14
n

Productand entitiement definitions

Blackout type and sublype defintions
4.3.1.2 Interfaces {gﬁ: :
This sedtion does not apply 10 this module, &g
43.1.3 Performance < ’f’@w ¢

The database Is opfimized at the factory to defiver the bestposslh(epeﬂbmm
The mesimum duraion of the data hislory in the IS Dalabase 1S, :-B""‘ wjm !

sffects IMS performance. The Eackup module is generally configure: l:oog.oriy of history dafa tnside
the IMS Database. (,c.e

43.4.4 Scalability «%

Oradie configuration and Oracle tols provide scalabift, V<. il

4345 Redundancy and Availability }i- 'i%

DECsafe ASE manages the underlying hardwara andthe ddgbasa processos.

4.3.1.6 Manageablilty i & e

The IMS Database is configured using command line lools ptwldad by Oracle and text configuration files. The

Oracle dalabase malntains a log file,

Omdemassrsdmmmmdedm
434.7 Failover Ret:t:nrezé %

Ammammdmwmmﬁgmdamuwsmm the IMS Database

maybembummmhsb#h ‘

Modules connecting to the database arsdnsngned fo handls IMS Database falhares; thay elther:

77 Terminate immediatelyitia;which casi'the watchdog restaris them after a predefined Interval. They
reconnect 1o the ditabase andgontinue processing as saon as the datebase Is avallable.

77 Stayupinadisi die  and try periodically to reconnect

Interactive applications workstations have to reconnect manually to the database.

4318 Security

Security Is\ dby standard Oracle procedures, that Is, usemame and password. Interactive applications,

such as Fppok Yscoveyy, explicitly ask for the Oracie authenfication Information. Other modules, such as
Scheduler;use & cans Itmmttobgonbhedahbm

71 Vision 5A. ¢ S o Viade
3 Poge VimPgw
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43.19 Phoenix Customizations
To be defined during detailed analysis phase.

4.3.2 Schedule and Topology Importer
4.3.21 Description

profilas and provide PiD ellocationto the IMS,
Schedule data contaln the schedule information for a number of services and events over ,gimpetiodofﬁme.

b 3
TSS-IMS-SCH T, )
TsS S, |t
é@.—‘ Tk,
A 2
x’A l‘ -~ -
Fioure A
n i,
G274

4322 Interfaces %‘6%@3,
There is a document [IMS_IBS] already describing an existing protocol, Jt will be modifiad for Phosnix spedific

3
4323 Performance Py A

Nt

A 7
Schedule Importeris eble lo process atleast 2 events p;{sewnd.i‘?;{;:-.

L3
4324 Scalability %‘i N )%
i, K Jon
The kmiling factor in Schedule Importar perf “" Is the IMS%ahbaso. Hence, this process is not easily
scatable. N,
o A,
4325 Redundancy and Availability &

i proggég.ﬁxd restarts it If necessary. DECsafe ASE manages the
, .

“The watchdog confinuously monitors
underlying hardware.

4.3.26 Manageability

NS

Schedule Importer Is B wmmmme.melmsmuwmmndﬁmwbm
this process, and to restart it ¥ necessary. Errors are sent to a log file and 10 an error log stored along the fie in
erroron the RAS. 4454
The SNMP Gatsway afows engextemal system to read this modue state and other basic information. See
4422
4327 Failover Recovery
This saction does not apply. Q.
Thtsucb%oes apply to this module.

5 L""u, - CONFDENTAL

Qe 7 R tcrihe popdoy omaon ek SAtich et st it Pus ORI AR EA
1 19985 X3
Qiﬁ?g&% Page & of 123 Flo: WhinFaper Vb
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4329 Phoenix Customizations

This module ks adapted to the Phoenix Schedule File format defined above.
4.3.3 Scheduler

43,34 Description

The IMS Scheduler manages all IMS operations requiring synchronization between the EPG
ECMgeneration.

 ECM Proflie Gen $CS

Fgure 44

that tells the axrent date and tima. With this information, Sdmcuerkrmsmn a npew event shall statt, and
sends TCP/IP messages on the hetwork to interested nnddea.unhas‘pM Profile Generator.

The messages comtaln an event identifier (event 1D) and! are the following:
77 Eventwil start Itis sont 2 minutes before an m‘&

27 Eventis starting. usmmmemaﬁmemmmmussa&
77 Nextevent When an event siarts, lmhbdﬂh@w@}t
27 Date and time. It reguiarly sends the cumrent gl Paeé\m togie

Depending on the functions of the Inferested mqd! ules#pymayodyneedasbsstnmuammgakr
exampta,lheEPGGenembrnandsme;ummdemandﬂmandNEQWPmﬁ!eGa\elatorneedshkmw

when a hew event will starl,
4332 Interfaces
Tlussscﬂmdoesmiapply\o
4333 Perlom\anco
Thlsseeﬁondoeanohpplybwsm

4334 Scalablil
This seclion does not
4335 Redunda& labxllty

The watn‘tdo f monltors this module and restarts i if necessary. DECsafe ASE manages the

A through a text based configuraion file,

CONFDENTAL
% o h - S— ABA

Page &7 423 e WhinFaper Viidos
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The IMS providas a command line tool to monitor this procass, and to restart & & necessary. ™

The SNMP Gateway allows an extemal system to read this module state and other basic Informafion. See
4422

433.7 Failover Recovery

This section does not apply to this module.
4338 Security

Tis section does not apply to this module.
43.39 Phoenix Customizations
There is no cusiornization required,

4.3.4 ECM Profile Generator
43.4.1 Description

TheECMPruﬂaGaneubrgenemtessnECMpmﬂeeachhmeanmw wnhtpgmensawlm.me
scheduler informs the ECM Profile Generator of the event 2 minutes bebm,‘ﬂ Sarts. The profis spadfies the
start arﬂstopﬁnesbrhamlammemmﬂebrhmmmmhgg‘dahdbr a sorvice with
each event change, regardiess of whether the ammprdilefonhat dmgesmperevembasls.

The aeoessproﬁledesatbswhmuormtmevembprotemdﬂw\a mpmummm
the rights required to view the event and optionally, the regional uﬁw«awmmmu
viewing of an event In spacified rogbnscrauowmms\obe\ﬁmdhspceliodm

vlmungmgaonsnmdeﬁnedbyimrtmhemhdedurabnd definkions into the ECM. A
slbsuibersmmonlyablobganambamghnaw sonvice ¥ the bladkwut definition spedfied in
the ECM does not conflict with beblad(ot.tconﬁgumﬁon subscriber’s smartcard.

The ECM Profile Generator can support free previ akhe%lmhgofpmudndeveds This preview

eriod can be defined per serviceor ovenldden at an eveht
pefadem per ’xm’fﬁ

« Askp-{mmll-- ~To IRD-- >
Mux

The ECM Profils Gene! lsmsponsluebrpmvuhgtheECMEnaymwwmmeCMpmﬂazmm
tts it sends a message containing the ECMid and avent profile. The SCS receives the

before
3 % dgos & if tho ECM Profie Generator receives no adnowledge after & imeout period,
tmmasaagabza d again until a new evant starts or ackowledge Is racelved.

hderdon of e - & it D ”

Ppeadin Fix WrisPow Vo

HIGHLY CONFIDENTIAL~ATTORNEYS' EYES ONLY . DTV044384




NAGRAVISON

4342 Interfaces

The protocol Is intemnal to NagraVision.

4.3.4.3 Performance

This section does not epply to this module.
4,34.4 Scalability

This section does not 2pply to this module.
4.3.45 Redundancy and Availability

The watchdog continuously monitors this module and restarts &t If necessary. DE&afeAsE inages the
underlying hardware. A

4346 Manageability
The IMS provides a command inetnoltomorﬂbrhspm. and to resta{}ifne%

a2 N

n?;NMPGahwaydowsmmnulsyshmbmadﬁsmddesgé baslc informetion. See
. oy

4347 Fallover Recoveﬁ' h&ﬂ"};'y. £

This section does not apply to this module. “*fdw'j\*\m,

4348 Security {tﬁ‘ «}“ ’

This section does not apply to this module. 'i"i"(
<4349 Phoenix Customizations 4}‘«%2‘ %

This section does not apply to s module. @,}J ':&,
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44 ECM Encryptor (ECE)
444 Description

2.2\ ECM profile is supplied 10 the SCS by the ECM Profle Generalor
£ A control word supplied by the control word distributor is suppiled to the SCS

2 Control word and ECM profile are provided to the ECE, for ECM building and o
& Encrypted ECMIs retumed tothe SCS

£ ECMis sent to the MDI for broadcasting

The ECE Is able 1o make the link between the two itams using an kientifiey, the ECM. i This'
created when the topology is imported from the TSS. S

Figure 4.6

The ECMis encrypted
442 )

The ces bety the. ECM profile genarator, the SCS and the ECE sre Simulcrypt compliant
i3 Torppbiance Is rot required for the scope of this project, but it provides flextbilty for future

CONFDERTAL
sy Ko SA A rmpratbor L, . el Kl SA.
) FlcWhtePaes Yiddoc

Sry
= &
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4.43 Performance

One ECE Is required for every 50 senvices with a 5 seconds crypto-period.
The EClvs are broadcast by the MDL.

4.4.4 Scalability
ECE can be added inearty when mare servicas are on-air,
4.4.5 Redundancy and Availability

Each ECE Is monitored by its own watchdog.

Redundancy Is handied by the SCS. TheECEamoomplebtyhhfd:angeahle.ltismb&\escsﬁ" le any
ervor with 8 particular ECE, and to esk another one for the same information. N

4.4.6 Manageablity

maastd
The IMS provides a cornmand line tool to manitor the ECE, and to restart it i mmg .
The SNMP Geleway allows an extemal system to read this module and other baslc hfnnnaﬁon. Seq
4422 ,6 &
"\
4.4.7 Fallover Recovery oz
A feiled ECE is operational as soon as it comes back online. 'lhesw’»n %ggbemanuauylnfomedw
&, as the failed ECE is considered as a redundant by the SCS (and e wil be tried ifthe one in use was to
fail). 5%
4.4.8 Security ,;:i"g' ) S
Each ECE module s secured by a mothar smartwd With lru’?:égncept non-autharized access to sensitive
information Is avoided. Yge,

4.4.9 Phoenix Customizations (‘-}U ey
There is not modification required to the ECE. 1&"@‘2;
4.4.10 Simulcrypt synchronizer: )
4.4.10.1 Description
The simulcrypt synchrontzer g i

ueﬁdmmngmmolwovdsbmemusECEam

managing the ECE e

mwuppmessh 'o

490 ECM profile Is o the S( bymeewpmmecemm

= Aconol word con wddstrilmissuppledbmescs

= Omtmlwofd rofie cpm\ddedbheEchrEWbdldﬁvmdemypﬂm
= ExwyptedECMls

= ECMlssulb lerbrnadasﬁng

SAY Page St of 23 FlacWhinPape Voo
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3

-3 y'd
ECMProta | - .
Genetslor & sCS o MDI Asw-{*;m- To IRD-~+ ¢
ux
A
P f Conol Word

Control Word

W,
Figine 4TS,
5 oY
4.4.10.2 Interfaces 5 :
G, v"“%"f
The interfaces are DVB Simuicrypl compliant [DVE3_SIMUL]. This complance is not required for the scope of
tis project, but it provides flexibility for future improvererits.

44,103 Performanca

SCS upperfimit has not been % IVIcos,
4.4.10.4 Scalability
Aditional SCS can be Installed; but the control word distributor mustsupport the mult-SCS configuration.
4.410.5 Redundancy’sand Ayaltabllity

44.10.6 Manage ]

The SNMP mmwbuwmmmmmmmmmm.s“
442

44107 Failoyer Recovery

RS>
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4.4.10.8 Security

This section does not apply to this madule.

44109 Phoenix Customizations

This module needs to be integrated with the contratword distributor.
4.4.11 IEMM Encryptor

4.411.1 Description

1EVM Encryptor is responsible of orealing the IEMMs needed to support impulsive purq:anofwum.'lha
IEMMs are broadcast like EMM, on a separale PID. Upon tha purchase of an event atfie STB, it exiracts the

entitiement is added to the smartcard and the event may be descrambied.

IEMM Encryptor ls driven by the product creations provided through the interface enever a
new impuisively purchasable product lacking an IEMM Is found, IBMM Encryptor create$ h\ hands ko
the EME for encryption, then sandsﬂmresulﬂrngenaypiedlﬂuubﬁeémw m ager {(SAS). The IEMM
:‘ ),

broadcaster wil later broadcast the XAV
ﬁg. (, 1
~ }T{h e &
\t‘{ Y, ﬁv‘

| EMM Encrypior | ] m»,m_,]—}gla-;i‘m-mmnv

TS8

44412 Interfaces
Tﬂssedbndoesnctapplybmls

4.4.11.3 Performance gﬁ

The performance of JEMM rls{mﬂybamdmﬁmpedmmmeomemu&aypmr
4.4.11.4 Scalabili

EMM encryptors can bg added.

44415 Redundam:y%liabmty
The watchdug monitors th , ahd DECsafe ASE menages the underlying hardware and database.

.11
es ihhamardlswﬂgtledmhgah:dcmﬁgumﬂa.mmpm:
commandimtool this module, and to restart i f necessary.
ConrmeNTal. - "
70:? vuonh' Pape SIS 1D R Whisfy Viliko
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4.4.11.7 Failover Recovery

This section does not apply {o this modtde.
4.4.11.8 Security

This section does not apply to this module.
4.4.11.9 Phoenix Customizations
This section does not spply o this module.
4.4.12 Product Server

4.4.12.1 Description

Product Server provides the SMS Gateway with products and rights y
teceives a subscriplion-yelated command, ¥ gets from Product Server sl ‘data moﬂodtomathe EMM that

have to bs sent o the subscribers when they order or cance! a product. 4‘*,.;-, g ;%-
EMM Encryptor ""‘Qﬁgﬁs
T e
o || e | T} S s oo
i &y, ®
Product Server 5;%: d&;‘

[T %
R s -
4.4.422 Interfaces
This sedlmdoesml .stmdde%%,
44123 Perfo
ProdudServorlsable 40’000 products definitions io the SMS Gateway.

44124 Scalab'nty l

Procuct Sy R bounc Fthescalabty of SMS Galewey.

y,and Avallabllity

duct Server, snd DECsafe ASE maneges the underlying hardware and datebase.

CONFDENTAL.
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4.4.12.6 Manageabllity
Product Sesvarmanages a log file for erors and is configwred using a text configurabion fie.
The IMS providss a command fne {0ol %o monitor this pracess, and {0 restart t if necessary,

The SNMP Gateway sllows an extemal system to read this module state and other basic Informalohyg
4422

4.4.42.7 Failover Recovery

x
Product Server has been designed to withstand communication falures with the SMS Gateway. In case Egy& )
connecions, i simply stays idle and tries to reconnect at regular intervals. il

4.4.128 Security

This section does not apply to this module.
4.4.12.9 Phoenix Customizations

This secfion does nat apply o this modile.
4.4.13 Multimedia Data Injector (MDJ)
4.4.13.1 Description

A,
The MDiIs & general-purpose data Injeclor. it provides mwmm“ﬁmﬂwhm
Ytis Used to broadcast EMM, IEMM and ECM. ko Af
‘&"%‘;
Py ¥
Ry,
B 1EMM | Ethemat cuput & 3"'*&.2_
Broadcaster X ’—»M—TB RD—)>
Mux
- Eg——T0 IRD—>
A
| > vomo—>
M
> L To IRD—>
Afux

71939!%; b.' eSS a1 FiezWhioPapw Vidx

Ay
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4.443.5 Redundancy and Availability

As shown on the figure above, an addiional MO is required for hot redundancy. The ASI swichdeﬁedshe
failure of a MDl and switches input to the redundant MOIL. mmfom.bo&:MOlm\stmh{ndm .
information, g

4.413.6 Manageability

nagNuP Gataway allows an extemal system to read this module state and other basic infi

4.413.7 Failover Recovery
Soe4584.

4.4.138 Security- - C e e e
“This saction does not apply to this module.
4.4.13.9 Phoenix Customizations o
This section doas not apply fo this madule, .
4.413.10 PHOENIX Customizations :
This section does not apply lo this modute. @mﬂ
4.4.14 IMS database human data management b;?}v

" A
44,141 Description %\

A set of GUI gpplications enables the management -of the IMS Databese. They are used to perform the
followirg tasla: “*1243,

?? Product geation/modificalion L7
77 Schedule creation/modificaion %
7T Network topology creaiorvmodification ‘Q

77 Blackout areas menagement i
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4.4.142 mnterfaces

This module offers a Windows graphical user inlerface.
44.143 Performance

This section does not apply to this module.

44444 Scalability

Tris section does not appiy to tis module,

44.14.5 Redundancy and Availability
Redundancy Is manual for Interactive applications.
44446 Manageability

This section does not apply for this Interactive module.
4.4.14.7 Fallover Recovery s
This section does not apply to this module. &
4.4.14.8 Security A
Passwonds are storegd ted or not stored and asked ateach applimgon
Data transmission betwe::’:Pm applications and the database are dé;;&’. ‘%‘*
4.4.149 PHOENIX Customizations &
Tris module wl be customized for PHOENIX. 3
4.4.14.10 Topology Discovery (Top-D) ye -’T-\{_V}K ¥
44.4.90.1 Description \— %,

Topology Disoovery manages the network topology on ma M3 Database. Standard fealure of Top-D allows
refrieving the transpart configuration fromthe mdllple)w For Phoenix. it s mainty a monitoring tool.

TSSIMS-SCH gha

TSS

Top-D GUY
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