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1.1 About this document

1.1.4 Scope £
Ay

This document Tled presentation of the NagraVision Conditional Access System (GAS) in
wﬂanofﬂ\asknuhyptmﬁguﬁmmqmmdbyhemjedPhomm

This is a ‘Tive” document, updated as Sme goes by to refiect the latest information available.

1.1.2 Intended audience L9
l” b

This fechnical dotument assumes the reader is familiar with the basics of DTV in gt
Program and Phoenlx RF1 in partcutar.

4.4.3 Structure M
This document is divided In three major chaptars:

77 Chapler 3describes the solutlon proposed by NagraVision for the Phoenu }‘%‘:&

7 Chapter 4 descibes In delall NagraVision' svanwsmmmmwuaes.ﬁauungmmdmusorany

and of the Phoenix
. i,

4

customization required for Phoentc. ;,%cfl
77 Chapler 48 presents a perfonnance analysis of the whole Nagx.l/!dq}
1.4.4 Conventions ‘i%

7? Direclory and machine names appear in Couriex

7T The use of ox &t the end of a machine name lnulosmgzadma.l-’ormme, eme0x refers to any one
eme Machine

T Theteym “component” refers to a hardware device aldormadme l'natarm "module” to sofiware
f\i&‘,. 2
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1.2 Revision History

Version Author(s) Date Description
0.1DRAFT | ErcChaubert | 1~une89 | Creation % %
02 Eric Chaubert June 89 Editing "@,,1
03 E. Chaubert & V. TOC modiication " e
Trevisan e
04 Ph. Stransky Augist33 | Descripions appiied to the Phoargfelchiacturs
099 Ph. Stransiy Seplember 99 | Editing & &
3 X0
1.0 AlanGuggenheim | September89 | Editing Q& ‘j@
OO, e
& R
ﬁx""ﬂ"’%’i’\‘"m
W, Ry
X!
v
£ K
& ﬁ"*gb
N
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1.3 References
The references inboki identifies Phoenix documents and their versions used by NagraVision.

Ref. Title Version
[ASCEND] hitp/www.ascend.com/205.himd
{AS] DVB-TM Ad Hoc Group Physical interfaces, terfaces for | THA/SS

CATV/SMATV Head-ends snd Similar Professional

Equipment, DVB-P1-154; TM1449 Rev. 1 P e g
ovey DVB; Spedfication for Service Information (Sf) in DVB 131 & |ETSI 4%

systems; EN 300 468 (199802} o
PVELMPY) | DVB; Guidelines on Implementation and usage of Service | 897 ’t"‘& ETSt ,‘é&’

Infarmation {Sf); ETR 211 e, bl
[DVB_NAGRA { IMS List of NAGRAVISION specific VB / Sl descriptors ¢} 22 174176 Nagrauision
VISION] ] I )
[DVB_SIMUL] | DVB Simulerypt: Part 1: Head-end ardvitecture end i h,:x;x 4 ersi

synchvonization; TS 101 197-1 ) ;,5&
GPS] i /ww bancomm.comvcTs2100.him e WET l Eiereey Datum
[WS_iBS] IMS~ BS Gateway design 6{ . ]85 NagraVision
™IB) CAS MIB definitions KR NagraVision
MiB_OVW) ENMP MIB User Guide PO Y20 NagraVision
NSV PHOENIX NagraVision System Management Ovirview | 10 NagraVision
INTR] RFC-1305, Notwork Time Protocol (\?‘e‘fgiaa i3 01992 | Mills, D.L.

Spocﬂixatm imple (2 ;\aw““mp
ISCLAP] NRSScmdule Importer Flle Format <ty 114 NagraVision
{SMs] NagraVislon SMS Ga’tamgy Inferface, Specmen 204 NagraVision
ISTR_AP] NRS STB Auditor n%::fm.ﬁ-z% 02 NagraVision

DRAFT
fTOPD_OVW] | NagraVision TopgbgyF 12 NagraVision
PH_RF] Request Formmagm Phoenix
PH_RRFI] Response To Phoenic RFi NagraVision
[SIPDY Phogs, NagraVision S Private Desoriptors 10 NagraVision
CONFDENTAL
SAwhich ey k oo B e appeoed of KudehSA.
Poge 9 123 Pl WhinPypowr Vil
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14 Annexes

Ref. Title
oww] | SetTopBox& Mutmedia Group Conditional Access
oAk Keme{ Overview

Page Vol 13 R WhieFaper ViDdoo
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1.5 Glossary
Acronym | Meaning Comments A
ACS Access Control Systam Part of e SAS, composed of _%
Manager and the SMS Gateway
APG Advanced Program Guide ‘Q&$
APy Appication Progremming Interface E
ARP Address Resolution Protocol Aprolocolin mmaPpro!ocd sulte, ARP
s responsible forirgnslaing an 1P 3ddress
Into a physical %
ASE Avaliable Server Environment Mechartsm m?Wm
the maln CASIpachine
AS| Asynchronouss Seial interface Protocol fo mw%pvammm
BCS Lkl B
B8LOB Binary Large OBjects Name given hdatapmbfﬁe(dsab!eb
wnaWMwaummgﬁhuwu
BNF Backus Naur Form Oogmmu.;igaﬂ%nanddefﬁmnof
BSS &
|cas Conditiona! Accass System 4%z | NagraVisidivs product, as a whole
cas Corxitional Access Server = “The main CAS server
[ ca Conditional Access Kemel ik, | Patpfthe CAS,munningonthe STB
CAM Conditional Access Module 3., ™}’ Ancther acronym for smartcard
CAMC &N,
CAUS e %
Component % R Refers to a NagraVision haiware device, In
N Jﬁ opposition to module, refaning to sCRWare.
CORBA | Common Object-Raquest Broker Archteciure | A stariard protocol for infer-application
ﬁ el communications.
cw Contral Word® g
cWP Gontrol WordRacket gy, Phoenix equivalentof ECM
owv Digttal TV
DB Digita! Vidgp Broadcasting
ECM Entftiement ContralMessages Part of the Information used by the STB to
docrypta sesvics
ar E “Elgnt Infarrnation Teble See [DVB]
BB % | EMMBroageaster
by
T
] Vm - "
Lﬁggafﬁaiis o Poge V1 ot 123 FeWhePaes VinAc
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Z

Acronym | Meaning Comments
EMGR EMM Manager
EMM Entilement Management Message Part of the Information used bythe
decrypta service .
ETS! mwﬂmmmmns Standards
FIP Fle Transfer Protacof RFC-959
GuUI Graphical User Inferface
icc Integrated Clrcutt Card Anather acronym fgr'ggg&ard
1EBAM Impuise EMM EMM for inpds&v;purehase E
MS whmmmMmmmumﬂmn 2$g£;;$:?g@bhgﬁw
* {iepv Impuisive Pay PorView & Pezir, . |

IRD Integrated Receiver Decoder ArotheclermipfSTE 15
MDI Muttimedia Data Injector Gemmkpuwahﬁédorwlh DVB/AS|
MB Management Information Base Zs:,olﬁéu é‘of"olig:s that can be accessaq
MvT MultMedia Toolidt Divicoti's Injection platiomn
Module g, | E7Ers 106he of NagraVision's softviare

: é"ﬂ% Amodules, in apposition 1o component.

X ﬁﬁmwbh@mm
MPEG Movhg Pictures Expert Group o, defining DVE's undelying standard
Mo Mukiexer ?"ﬁ & "gzzmupspeqw
NIT Network information Table & Ry, See [DVE]
NSM NagraVision S/stemhhmsemqni ~ { ™ain controlter for NagraVision equipment
Nvop Near Video On Demarid RN
ORSB Object Request l@r‘{% ﬂg £oicallonprovicing CORBA sorvices
08 Operaﬁng&r&m ﬁ
PID Mpeg denomination for SCID
POTS Ancther neme for the regular telephane
network
]
PPV
PTC Nmﬂmmefwatarmnm
PIV
Rz WhisPrper Vigo
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Acronym Meaning Comments

8AS Subscriber Authordzation Systern

SCID

8CS Sanulerypt synchronizer &

sbos % '

soT Service Definttion Tabla Sea[DVB] %

st Service information Data used by the STB to display information ~ FEy
about services avellabla an'the network

SMS Subscriber Managemant System ﬁ{— &

SNMP Simple Network Management Protocol TCPAP besed protich) used to contig) snd
monitor remote objedls; o equipme

s1B Set Top Box e

ST Set Top Unit Anathersiama for 8T8 4z,

T Time Definition Teble SeeDVEI W& 47

7SS Traffic & Scheduling System . Rl

UA Unique Address Smarcard Seral number that aliows
sddressing & unique smaricard in the field

Ul User Interfacs Y

USPS Uplink System Processing Segment Part of thé Head-end responsibia far

. AﬁmWMmmnmguﬂmdmwag
VNM Virtual Network Management %é: Ciamunication protocal used by the SMS
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3. The NagraV'snongolutmn
'j@m

. m.sdiaplergm"‘m suliook ofthe system features.
5’ r‘“’&? b,

Pege Dt 123 Fac Whiks Py Vo
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3.1 Context and objective

The souton descrbed i nanded i address o requiamends outined in the Phosrix RF but i e inent 1o £9
start operstion with the NagraVision system In paraliel fo the actual Phoenix system. All the PhoeniX system§
srchitectural changas that wifl happen In the near future are eiso supported by the proposed system solution®
Since the NagraVision system Is bullt following DVB standards, the DVB terms are used throlighout this <2,
document. .
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3.2 Phoenix architecture

The following diagram reprasents tha system architecture of the proposed Phoenix solulion:

ngn Wnew-mdumqm

This architecture Is composed %&I ccmpommsfandues:
7t NagraVision eomp@mb
1?1 Cumrently operational components
- ﬁ‘m. v
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3.3 NagraVision components functional description

3.3.1 The Information Management System (IMS)

“The IMS handies all the information needed o manage the broadcastng mpdogy,«npmdun‘ﬁuﬁbs ardin,
the event profies. ¥ is composed of an ORACLE database and various processes running on 8 Alpha
computer.

3.3.2 IMS functlons

The ORACLE database contalns the following data:
7 Transponders, senvices and circuit definifions.
7 Event schedules and descriptions.
7 Event broadcasting profiles.
77 Product and entittement definitions.

“The main processes ara: SRS
7 The ECM genesator: this generates the ECM proﬁleseadr imea new eventstarts.
The ECM profile is sent to the ECE computers. t"f‘?%.
72 Thelmpulse PPV server: this creates all the jnformation neey by the system for
Impulsa PPV. Sy
7 The product server: this provides product an enm men?mef inifons to the SMS
galeway.
7?2 Automation: this manages services and drwitpmﬂed:anges(bmdedh elemertary
streams, etc). This feature will not be activated project.
71 The scheduler: this provides fimingéihd stizfing signalsTor the different tasks thathave
1o be launched at regular (imes when & now event starts.
7t DVB Stor ATSC Sl stream genetaﬁon This alure will not be activated for this
project. t #
AddRional functions are provided to manage oy fhogiior the IMS data:
7t The external data filter: this auow‘g‘h%pﬁan ofevent data from an ASClHonmatied
file. This feature will not be activate
7 The IMS editor: this lsan ‘application runining on a separate PC allowing the creation
and modification of al data hagdied In the IMS database. .
77 Theschedule nawga'{or this Is an apphication running on a separate PCwitha 17 or
21" screen dlsﬂgylng an-ch@w s and events broadcasted.
7 Topology Dsscav%“_y_ :thisis anapplicaion running on aseparate PCwith a 177 or21*
screen. it affoma retrieves the transponder, services and elementary streams
configuration end lmeo%mem in the IMS database. Itwill notbe pruvldedfor this

pro)eg
33.3 The Simulu%byn nizer {SCS)
The SCS Is responsibleXr ing ECM and for sending them %o the Multimedia Data Injeclor. Control
words are received from the | Word Distributor and ECM profiles from the IMS,

334 T *ﬁﬁuam a Data Injector (MDI)

The tisa nera!-pupowdahhoduﬂhDVBlASl and output ports and Ethemnet port. I is
mquiraﬂoinje” £eamlessly into the muttiplexer. et

ks " ek ot e fahar St irabeg i ead T torats i ol Bexbobsd BA
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3.3.5 ThelMS e ditor (IME)

The IMS Edilor (IME) is a Microsoft Access application accessungheORACLEdahbase.M‘lolowﬁ-g Sy,
functions are avaiable: £
7 Create/Update transports.
7t CreatefUpdate services.
7 Create/Updale events.
71 Create/Update products.
77 Create/Updale entitlements

The complete descriplion of the B4E Is avallable In a separate document. AsRr
The IME appfication accesses the Oracle database through the TCP/IP network. It 4jses the Oradle ODBC
intarface, it may run on Windows 85 or Windows NT.

|%

3.3.6 Schedule Navigator

The schedule navigator Is a separate PC with a 17" or 21" screen showu‘i;m:.sr on all the services
for the naxt & to 48 hours. It runs on Windows NT. & ,é—r{f“‘:“
The user can select a partioular event on the screen and display dehﬂedtﬁmuﬂon Ilha._

71 Service name Sy, f”

7 Event name govas R

71 Duration é@' s o

71 Remalning broadcast time ( é,

7 Detailed description Gy

77 PPV number \%

3.3.7 Product server

‘The product server has two maln tasks:
77 Managing the products aqd entlllements
7 Providing the SMS gatewaxiwl!h pmduds‘and rights definitions.

When the SMS gateway recelves a comma mlemdtopmduasand entitiements management
{create/updatefremove product), it nnds iho datato the pmdud server.

The product server updates the according to the data received.

When the SMS gateway recelves’k, ubsubﬂon ated command, H obtains el the data needad rom the

product server to buld the EMMs ve o be sent to the subscribers when they order or cancel a
product. w

i X%,

3.3.8 Scheduler
pf the system. it manages al operalions requidng synchronization between
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