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From:  Coms Jogl E
Sent: Wexdriesday, November 21, 2001523 PH. . . 3
To: 'Gmg‘zr\hﬂm, Aart, Groux Cédrio, Gaillard, Christophe; Nicolas Chitsiophe; Kudeiskd Henrd; 2
Subject: ) RE:
et PGP Signature Status: good . )
¢ Bigner: Jo&l Copus <conusbnagra-Xudelskl.ch>
**+ gigned: 11/217/2001 5:22:00 PM
*+¢ Verified: 11/21/2001 7:59:58 PM
+*¢ BEGIN PGP DECRYPTED/VERIFIED MESSAGE *+ . £
This file contains 6 HU ROM dumps. I think we have to view H and HU as families xhich ¥
would be compared to INASP2 abhd DNASP3 {Aladin) h\_ou:_nystetn.. I doxn't xniow if. they bave §
to use simulcrypt though. . - ) 5
hs far as I can tell these dumpy are full dumps of the RON of different HU cards. I've ¥
been sbie to (partly) cbeck their validity by making B comprisop with a previcuvely
released HU ROM curp. The HU ROM code take 16KB while this. RU XEPKDH takes 4xs. 3
Now I don't know why they called this file.HU ROH-Ykeys"... there might be-commom keys 3
4p thexe but mogt keyp (pestpalized keys that: ia) aré. atared ip the EEPROML BTY mast of §
the EREROM 18 encrypted ‘(XOKed] with an @ byted key Yat weépms unigue EPr ‘esch card.
Anyway; the fact that most types of HUROMs have now been pubiished will Poast the. 5
glitch attacks and the market.behied, This will sspecizlly put the HU unlooper on the
HArkst at ah Affordable pilce (I'we Ebsd that the HU unlophsrs cost Wbout USD 5K now). X
This £ highly valuable informetion for the DI$ comunity. ) é
EORTI] : ~Joel ::
> =w=--Original Mesaaqe-—;;; ;
> From: Guggenheim, Alan [mailtoralan.guggenheim®nagrastarz.com) N
> Sent: mercredi, 21. novembre 2001 04:48 3
> Toif Joel Conus (E-pafl): Cedric Groux {E-mail): Gaillard, Christsphe; H
> Micolas, Christophe; Kudelski, Henrij Gee, JJ; Guggenheim, Alan b
> Subjects FW3 H
4
> i
>
> ¢
> . .
> *+% PGP Signature Status: good
> ¥** Sigper: Alan A. Guggenbeim <guggenheim@nagra.com>
> **¥ Signed: 21,11.2001 04:47:03
> *+% verifiedr 21.11.2001 16151112
» *++ BEGIN PGP DIECRYPTED/YERIFIED MESSAGE *+*
>
> This is the file mentionned by Renee in her email.
> . '
> We need to get familiar with this. What's the value?
>
> Thanks
>
> Alan A. Guggenheinm
> CEQ
> Nagra|Ster
> Rlan.6uggenheimiNagrastar.com <mailtotAlan.GuggenheimfNagrastay
. CASE NO.
SA CV 03-950 DOC (JTLx)
ECHOSTAR SATELLITE CORP.. et a
VS.
: NDS GROUP PLC, et al.
CONFIDENTIAL Case No. SA CV03-950 DOC (JTL)
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il
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From: Conis Jogi
Sent: Wedriesday, November 21, 2001 5:23 PM.
To: 'Gmanhdm, Nuf Gaillard, Chyistophe; ﬁmmm. Kudelsd Henii;
Subject: .

-+ PGP Signature Status: good .

**+ Bigner: Jo#l Conus Kconus@nagra-kudelskl.ch>
**++ Signed: 11/21/2001 5:22:00 PM

¥+ Verified: 11/21/2001 7:59:58 PM

«#% BEGSIN PGP DECRYPTED/VERIFIED MESSAGE ¥*+

This file contains 6 HU ROM dumps. I think we have to view R and BU -as families which
would be compared to DNASP2 and DNASP3 (Aladin) in cur systetn, T don't kmow if they have
to use simulerypt though.

As far as I can tell thess dunps are full dumps of the ROM of aiffevent HO carda. I've
been able to (partly} check their validity by making a compariyop wWith a previously
released HU ROM curp. The HU ROM code take 16KB while the. RU"EEPIOM takes 4KB.

Now I don't know wiry they talled this file .HU ROM “keys¥:.. thare might be-common Xuys
in there but mogt keyp un?liud keys that 1s) are atorst fn the EXPROMU BTW west of
fnazazm;uencxypw( ﬂ:hansbyuskwtpumumq:ox»ehm .
Anyway,; the fact that most typei of HU 3OMs have pow been- pﬂblhhed will Poest the.
glitch, attacks and the market. bohind. This will sspecially put the HU uniooper on the
Market at dn pffordable piice (I've ibed thut tie WU unlobPérs S5st about USD 5K powy.
This §s highly valuable information for the DY$ community.

~Joel

-——--Original He.ssaqe-—-—

From: Guggenbein, Alan [mailtozalan. guggenheimbnagrastar, com}
Ssent: mercredi, 21. novenbre 2001 04:48

Tot Joel Conus (E-mafl)? Cedric Groux (E-mall); Gaillard, Christsphes
Hicolas, Christophs; Xudelski, Henri; Gee, JJ) Guggenheim, Alan
Subjectt: FW3:

**+ PGP Signature Statuet good
*w* Signer: Alan A. Guggepheim <guggenheim@nagra.com>

+¥+ Qigned: 21,11.2001 04:47:03

*++ yverified: 21.21.2001 16151:12

+33 BEGIN PGP DECRYPTED/VEBRIFIED MESSAGE *v*

This i3 the file memtionned by Renee in her email.
¥a need to get familiar with this. What's the value?
Thanks

Alan A. Guggenhein
CEO

VVVVVVVYVVVVYVIVVYVYVVYVVVVVYVYY

Nagza|Ster
> Alan.GuggenheinlNagrastar.com <mailtorAlan.GuggenheiniNagrastar. com>
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p1b7i4899s0-.pdf

Tel: +1 (303) 706-5707

eeweeOriginal Messagpe———-

Prom: Gaillerd, Christophe

Sent: Tuesddy, November 20, 2001 7159 P¥
To: Guggenhaim, Alan

Subject:

lw Floppy que tu m'as file. . i
ca a l'alr des dump de rom code DIV, pas juste des cles.

Christophe Gaillard - CAS Operations Vanager Nwﬁ:tu Tel. +1.303 706
5703 Fax. +1 303 706 5719
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>
> %¥% END PGP DECHYPYED/YERIFIED MESSAGE ¥+
>

>

##* END PGP TECRYPTED/VERIFIED MESSAGE *¥e
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