e

MEMORANDUM

Strictly Confidential; DIRECTYV Proprietary/NDS Proprietary
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To: pave B aylor €= Chas Murphy F %Gavmchzk
Abe Peled John Norrie Reuved Hasak
Larry Rissler McNulty

Subject: Anti-piracy Strategies; Operational Secul

P
Date: August 28, 2001 g }
=2

Last week we met in the News Corp. offices in Newsighrk to discuss DIRECTV's and
NDS' operational security stntzg:s with a goal towardeveloping 2 more cooperative
and integrated approach to our anti-piracy o . . Prior 10 the meeting, we exchanged

deuail during the mecting. Stmmmrized heiy

wgether with the sction items :lm et
Genie Gavenchak opened the meamg‘by ac]

DIRECTV that nceded to be 3
farward without focusing nnd

the'nfrastructure that had grown up \h:ouyx the P2 and
< us mu\hc d: d for the P4 hack would be
enormous tmless the p i was dismantled and xhc certainty of pumishment
st cach level of the hacihg chain was increased.

gy DIRECTV was significantly increasing its civil litigation aimed
P and Canadian pirates, in addition to increasing education
aFenforcement and govemment agencies. DIRECTV's management
S and DIRECTV could inflict the most damage on the pirate
"nllmm:mg our limited resources to pursue the maximum number of
gadividual targets possible. DIRECTV recommended that we divide the pirate landscape
%::h pursue certan areas, while sharing information and Jeads with the other party,
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Abe Peled John Norris Gy, Reuveh Hasak
Larry Rissler McNulty

Date: Avgust 28, 2001

mgemcrwuhthcacuon items that of thaerieting
Genie Gavenchak opened the meetir;g'by acﬁwlcdging that piracy was 2 problem for

farward without focusing undul
pmblcm fm’ DIRECTV. | Wehulpr caplamcd that DIRECTV had determined. et
%A5-piracy campaign that aftempted to attack cach
fstribution and use of pirate devices with 2 view toward

gnd deterrent poot to introduction of the P4 card in
the infrasructure thar had grown up through the P2 and
Epros] that the demand for the P4 hack would be
encrmous unless the p was dismantled and the certainty of pomishment
at each level of the hac] gc!mmwas increased.

As pent of Bis Al IRECTV was significantly increasing its civil litigation aimed
gt end ugers, mﬁa and Cenadian pirates, in addition to increasing education
) forccment and govemumnent agencies. DIRECTV's management’

and DIRECTV could inflict thc most damsge om ihc pirate
=allocating our limited resources to pursue the maximom number of
dmdua] targels possible. DIRECTV recommended thal we divide the pirate landscape
cach pursue cenzm arezs, while sharing information and Jeads with the other party,
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bt not doobling up resources by chasing the same pirales or duplicating cffortsig

focusing in the saroe areas. %

With respect to DIRECTV's specific tactics, NDS expressed some retices uin-&}

end vsers, noting the difficultics in proving those cases and the possibilg
relations backlash. X was also suggested that resources could
investigating hackers end major distributors. However, there was acknow
this was a tactic used by cable systems Bgainst paretes. D!RECI'V admmzd

long-texm end user program would be. Nevertheless, DIRS cment fclt
strongly that it needed to support its retail partners who were BEing 2 ':-- undertake
changes in how they market and sell DIRECTV products, a4 CTadfnesded to get
the message out to otherwise law-abiding people that sig isp cnme and they will
be pursved if DIRECTV has evidence of the crime. profideration of websites
offering DIRECTV pirate devices, it had eimply sy for the average
consumer to steal from DIRECTV. We had to intradycs 10 create a deterrent.
1t is pot anticipated that NDS will have any significa] 10 > mdeavor. other than to

W‘nh respect 10 lmamet pxmns, l' -.»vf outside expertise {(Internet
m) retained by DIRECTV 1o identify

individuals behind Inlemdpmmm nfiprepare Svil actions. The cascs filed earlier

this year and the seizures undertak: AS pd Efiose cases were discussed. It was
explained that & second round of prcpmd for filing shordly, and DIRECTV
'was supporting several faw mfmc in undercover operations of Intemnet

pirates. DIRECTV noted that $ Bagmet was one area that DIRECTV had taken great
pains to research, creste 1 d ipate, infiltrate, generate law enforcement
interest, and prepare a i believed would substantially disrupt Internet
pirates for the next 12 amgly, DIRECTV suggested that it take the lead on
pursting Internet pira noted ihat it 2)s0 monitored the Intemmet and would
resume forwarding o DIRECTYV. Both sides agreed to consult with each
other prior to takif} ui-cuun,howcvc:.DIRECl'meomdeDSthmlaw

information about thos¥pucgh ations will be shared with DIRECTV or NDS. Reuven

Hasak zl¢o noted \:#ncm are several pirate websites that have been in operation for

some time, uld consider making these sites the focus on oar near-term cfforts.

Further diussiaq ongj: point was deferred until the mecting betwecn Larry Rissler and
52

John Nomis. - %?

y campaign in Canads, however, w)y omm decisions mfavomblc 0

lRECTV ed hampered our efforts ing a reex of p ) canses of
on and access to Canadian law enfi resources. The Dean Love investigation

S’ Anion Pillar scizures were discussed, as was the need to re-examine Love's

Withl%n ilisn pirates, both companies acknowledged that we needed a more
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we have commenced mCanadn.mcluding discussions with BdlExpzzssV iin o7y

in the Bell ExpressVu Supmme Court case, seeking o compel ISPs take
offending Intemet sites hosted in Canada, and sopplying co: 10
government on DMCA-like Iegislation. NDS agreed that it was better positi
copyright owner of the software on the card to bring actions in @itiads and DIRECTV
provided NDS with a copy of the Canadian websites that DIRECEV had xdénﬁcd which
were dealing in DIRECTYV pirate devices for NDS investigation g
also agreed to provide Genie Gavenchak with copics of the
outside counse! providing advice abowt possible causess
pirates. It was agreed that we would explore vizbls oany
mfringement Titigation, and DIRECTV expressed that suits
have any impact on the Canadian pirates prior to P4 jg

imended that joint educational

Os the topic of sapporting Jaw enforcement, NDS re
X wuh various law enforcernent

briefings take place, where both DIRECTV and NDS
agencies. DIRECTV suggested that thigowe

investigators (all former career-FBI agent$®
resources would only be dupBcative with H
NDS taking the lead with non-US. |
Tesources outside the U.S. and NDS msaumsmdcun&msamundum
world. There was & biief discussion about " respectve roles in analyzing

pirates devices for law eoforceny fact that DIRECTV had created a forensic lab
in El Segundo for that purposes B explaincd that it needed this Iab in onder to
analyzc pirste devices in a2 y f(since NDS sends the devices from Newport
Beach to Jerosalem for ’ had been asked to analyze pirate devices
on a recuning basis byfaw éfo t agencics who did not want to use the NDS
facility as a result of (heSan Di igation.

This concluded the diggpssi bout the DIRECTV materials.

Discussion of the topics in their materials focused principally on two tactics —
infiltration #f prex spreading of misinformation. Reoven Hasak explained that
NDS has r' thﬁuchcsm}lumpewuh:uccess. Infiltration was advocated as a
means \a.neage the piate, collect incriminating evidence and then make a decision as to
ill be sued or *“recruited” to work for NDS, similar to the way in

e ovsky wos recnitited. NDS pointed out that money was noi an
enticemendaig pifates to aid NDS but finding & pirete who may want to Jeave a kife of
jme and live “a decent Kife” » someone with a family who doesn’t want to be chased any

er, may make g viable recruit. DIRECTVY expressed to NDS that there was stil] a
hij gree of sensitivity within DIRECTV about the Sen Diego investigation and we did

Y
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information outweighed the obvious risks, Reuven Hasak stated that, in dcfef®d
DIRECTV, NDS was not using Tamovsky in the P4 development, that
Tamovsky would be engaged \o perform a threat analysis of the card during 44 :
and give NDS engineers the “pirate’s view” of where the card may i

DIRECTV stated that we believe thert arc many reputable engineszing
provide a significantly higher level of threat analysis because they are hi
engineers and have access to sophisticated equipment, which we should expect the
will very soon start lo usc.

NDS® misinformation strategy was explained as onz in w}uch th
amount of leptumm infonmation mixed wnh some wrong i
Megan McNulty relayed to NDS that thase two tactics (@ f‘ Srd misinformation}
were nol readily embraced by DIRECTV becauseah

substantive business risk and a PR perspective, andy
with the deterrent strategy we were trying to create of gt
scknowledged that specific use of these tactics would hily: to be dxscusscd and ap;tovcd
byDlR.ECl'Vand it was agmnddn:NDS cGommend nsabmnpotmﬁa]

: lhey were inconsismm

strategy and the wording for the facia
of the P4 card 10 be inwroduced next year. to the foomer, both parties agreed
that our respective engineering £60Rmeeded to discuss and agree a strategy. There was

; m:aczim the ability o Jaunch ECMs without NDS,
and afier the meeting it

10 launch ECMs. That al are 10 ’., d by NDS. DIRECTV also noted that in any
ECM strategy the effect on 's business bave to be considered, In panicular,
driving calls to the DERES call cemers and driving purchases of IRDs in

order to get new cf g0 be managed becanse these byproducts cost DIRECTV
millions of dollars. % %

GIA — that is, that the card is jointly owned by both companies. She
said that Id bz receiving comments back from NDS shortly on
DIRECTA"s pm%g. Megan McNulty shared with NDS the Ticense structure

T we aeaﬁng usix’xg thc DIRECTV L\nmmu' Agrecment. Acﬁvm'ou

Genie G’n’zﬁ nended that the paties sdopt P4 card wording similar 1o that

ht:msc mllnonskup created between DIRECTV apd jts customers, however,
was ccriginly not adverse to noting on the P4 that it contained NDS
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technology so that NDS® rights 1o pursue hackers for copyright infringement or 1o
cards would not be impeded. Ve,

foumnlaﬁngm integrated Ami-pmcy plan ts to heve Lamy Rissler and X
end discuss targels and tactics and make 2 recommendation 1o both comparsgy
should porsuc what. DIRECTV egreed to this as a first step, but shared wxw
there is an am-pmcy “ieam”™ at DIRECTV that includes representatives

engineering, signal integrity, and legal, directed by senjor ng
proposed meeting between John and Larry will include o
members of the twam that determine DIRECTV's anti-piracy gy andiprioritize the
tactics and allocation of resources 1o implement thm ) e

HIGHLY CONFIDENTIAL DTV002117



