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Operations Security Group
Dec 1, 1997

To:  Reuven Hasak
Roni Segoly
Ray Adams
John Nommis

From: Avigail Gutman

Re:  Global View - Dec. 1, 1997

relations between pirates 1 have groupaf
1 The active personas - an update
2. Holes, hacks and counter-measut
3. Operations
4. Clarification questions

welcome (and necessary fowards flimg the
h the structure of the report as well (there’s

Ron Ereiser’s group hired Chris Tarnovsky to Calgary and tasked him to pick up
where Pavel Donev, their in-bouse Bulgarian hacker, Jeft off. Donev apparently
mansaged to dump the card and use the code used by Marty Mullin. He apparently
“signed” his cards differently (in the code) thus differentisting his cards from Mullin’s.

Tarpovsky was tasked with creating four secure programmer boxes. Each member of
the group will recerve a box, thus enabling the programming of more cards and
ensuring that if one of them gets caught - the business of selling 3Ms will continue.

The group refer to Tarnovsky as JOE.
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Hello Gentemen,

relations between pirates 1 have group
1 The active personas - an update
2 Holes, hacks and counter-measury
3. Operations

4. Clarification questions

i weicome (and necessary towards filling the
he structure of the report as well (there’s

Ron Ereiser’s group hired Chris Tarnovsky to Calgary and tasked him to pick up
where Pavel Donev, therr in-house Bulgarian hacker, left off. Donev apparently
managed to dump the card and use the code used by Marty Mullin. He apparently
“signed” his cards differenxly (in the code) thus differentiating his cards from Mullin’s.
Tamovsky was tasked with creating four secure programmer boxes. Each member of
the group will recerve & box, thus enabling the programming of more cards and
ensunng that if one of them gets caught - the business of selling 3Ms will continue.

The group refer to Tarnovsky as JOE.
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The group has also been actively trying to recruit Oliver K. Ron Eretser has called and
emailed him and last week Tosh, Herb Huddlestone and Plamen Donev flew into
Frankfurt and met with Oliver. At this meeting Donev and Ofiver discussed Plamen’s
way 10 write into the P2 card, which they called “spoofing” or “glitching” and is a
hardware break inlo the card. According 1o Alex, Donev explained to Oliver how he
can control this process.

The Haifa team will Jook into this issue and provide a technical asse

(source: Mike, Alex)

Tbe Bulgarians
Background summary: Several months ago, Ron Ereiser’s g
Tamovsky to find a European hacker who could dump DSS
Jan Sagiorri, who in turn found Vesselin Nedelichev and
Canadian group. Nedeltchev brought Plamen Donev
to the Cayman Islands and later to Canada and a Ca
work.

At some point, Donev achieved the dum

the group as the protege of Herb Huddlestone He 1s
suffered what was called “a meltdown™ he flew back to

alff from the Frankfurt Mariott Hotel to an area in Bulgana.
According to B2 Canadian group, Plamen is back in Bulgaria but 1s expected to retum
10 Canada 1o work on an Un99 solution.

(The phone mumbers of calis made from the hotel and credit card details have been
entered into the Jerusalem Database. Ray is investigating these)

Both Mike and Alex assess that the Bulgarian duo are top-of-line hackers and could
pose a threat to P11.

(Source' Mike, Alex, Angel)

PMK and Bill's group
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PMK visited Canada. Discussion on IRC revealed that he met with some dealers and
discussed options for marketing his device and making it compatible with P2 s/w. In
addition, PMK s device-in-development, the MK 13, is said to be prepped for a P2
ASIC.

More information will be provided by Ray.

Holes, Hacks and Counter Measures

DSSP2 ECM
On Nov. 21 at app. 16:30 in the aftemoon, DTV launched an ECM
99°d all plastic 3M cards. Our information shows that Ereiser’s g
Plamen Donev can come up with an un99 solution. The Int
reveal disagreement on the possibility of un99ing P2 cards.
n castern Canada have acknowledged their inability to repad)
¥ O

DSS P2 - Operational pirate devices
At present the Batulator (by Norman Dick) and
operational. Mike is m possession of 2a DR

Inaddition, Internet websites report
replacement cards to customers who
and 50 CDN dollars.

Jator and the DDT card and an
i the production of these devices have beent

etemg utilized by pirates to produce devices: the “09”
ent ECM has 99°d the 3M pirate cards, we Jerusalem

kT hole that, if discovered, could be wtilized (in certain
ocker” device for P2

discussed by Paul E. (the producer of the un99 box in P1)
belicve that Jess than a handful of people in the field could
recognize this capability if they were made aware of the hole.

Jerusalem hopes to shut it down in the next ECM.
(source: Mike)

Galaxy Latin America

The holes found in DSS P2 are applicable to the Galaxy Latin Ameria P} card. We
know that Norman Drck is working on hacking this system together with John
Grayson and that Ron Ereiser’s group has similar aspirations, though, to the best of
our knowledge, Plamen has not yet begun working on the card.

We do not have information regarding the status of ND’s work but we can assume be
has found the 09 hole that enables the creation of a batulator type device (as this is the
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product that he released for DSS P2). It is possible that he has not yet dumped the
card to discover a way to retricve the unique key - which would make the device

fmancially worth marketing.

Pro-active measures to close down all known holes are in the planming stage and will
‘be executed over the next month.

Sky P11

There is still no hack for Sky P11. The stories published on the Inte:
of a hack coming out of Ireland have been refuted by the UK group. 5tg
being developed by Bulgarians persist thowgh no evidence of this work-)
surfaced yet. We are hoping to use Mike's visit 1o Europe pext mopth to gat

intelligence.

(Source: Angel, Alex)

Operations
Name Project Status
P12 racket Sky Appropriate chips
are presently being
sought.
Angel has met with
been found to be
well-connected,
but not a threat
(neither a backer
nor a financier) to
P11. A report has
been submitted by
: Len
Alex will visit m mid December 1o { In planning.
meet with staff and receive tasks
concerning future Sky hacks
Over Xmas Mike will meet with Avigail and Ray
Hamibal and Birdy with the will prepare a brief
purpose of discovering more mf. and questions that
regarding P11 status and finding need answers.
out more information about the
Bulgarians. Perhaps he will also
meet Gary.
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Dbl. Logging DSS | DSS P2 cards which coptain an
Chip additional chip for lopging the
communication between any
external device and the card. These
cards will be used in operations
wherein pirate s/w is being exhibited
but not shared.

Duck DSS | DSS P2 ASIC “clone” on an FPGA
has been produced. This can be used
in a “show-and-tel” operation or to
take a large order and cause the
pirates financial grief. Jerusalem h
many ways to kill this device. £2
Mike - Israel DSS | Mike visited Istae] to meet the g
set working procedures wi
and receive tasks

under the direction
of Jerusalem

Can we get more details about his whereabouts?
ionship between the Polish (DoctorQ or others?) and the
Bulgarians?
Pmformation about the phone munbers called out of the hotelin
Frankfurt: who was called? What was said?
Will DoctorQ or Ilian identify the second Bulganan who is said to be working e
onPI11?
¢ Are the replacement (DSS P2) 3M cards different from the ones that were ECMd?
Are they “un99°d™? Are they “fixed™ so that they cannot be 99°d?
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