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~Unknown ,

From: AlanGuggenbelm faguggenheimi@cls tech.com])

Sent: Friday, Apiil 23, 1990 5:42 AM o

Tot Ghestophe Nicolas {NAGRA]; Hensi Kudelski fAGRA); Jean Daniel Meynet NAGRAY, Michel
Wenmelinger {Nagra} : .

Subject: Chat 184

A%+ PGP SIGNATURE VERIFICATION +%*

»4+ Statug: Unknown Signature

w3+ Signers Uoknown Xey {0x11COB134)

*»* Signed: 472371999 £:28:17 AM

++% yerified: €712/2807 $:10:29 BM

#*« BECIN PGP DECRYPTED/VERIFIED MEJSAGE **+

Author Tepic: the BAT GU¥S have a CARD DUMP..
Davel
Senior Member posted §8-20-99 05:48 PM.

shy dont we2?? It seems simple that the easiest way fpr the bat peopile to get them back
up was to do a card dump and get there new key. and wher it goes dpwn again they will do
the same...

comments? anyone?.c..e..>

PacMan .
Senior Member posted 04-26-39 09:37 PM

———————

‘They could have actually paid morey tp have the card reverse engimeered while we were
all playing with our freeware. This happened during changeover oa DSS. The east group
sorked the # card over while the west played with the F card. However they did it, my
batt is still running.

PacMan

RBlaster
Senior Member posted 04-21-99 09:23 AM

T don’t think they do.
‘Otherwise they would have true hack not this keybased piece of crap

Beavis
Senior Member posted G4-21~99 09:46 MM

Blaster you foal. this is how this system rums. they use a possibie 2 keys to decrypt
‘messages - nothing else. dss is different running hashing algeorithms. two campletely
different ecn styles. there was never anything wrong mith the orininal harcke bed

echostar did exactly as anyone would have expected.
so shut up you stumbling fool CASE NO.
SA CV.03-950 DOC (JTLx)
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-Unknown
From: Alan Guggenhelm faguggenhelm@Bels techosm]
Sent: Friday, ApAl 23, 1998 5:42 AM
Tot Ghristophe Nicolas {NAGRA]; Henti Kudelski (NAGRA), Jwr—DamelMeynétINA’GRA], Wiche!
Wermslinger {Nagia}
‘Subject: Chat 184

%+ PGP SIGNATURE VERIFICATION ¢+

»4> Statug: Unknown Signature

»%¢ Signer: Untnown Xey {(0x11C0B134)

“*+ Signed: 472371899 £:28:17 RM

x* verified: €712/2807 5:10:29 PM

%++ PEGIN PGP DECRYPTED/VERIFIED MESSAGE +*+

Author Tepic: the BAT GUYS have a CARD DUMP..
Davel
Senior Member posted 04-20-99 05:49 PM

why dont we2?? It seems simple that the easiest way for the bat peopleé to get them back
up was to do a card dump and get there new key. and when it goes down again they will <o
the same...

comments? anyone?.......>

PacMan
Senior Member posted 04-20-99 09:37 PM

————————

‘They -could bave actually paid money te bhave the card reverse !englaeered while we were
2lil playing with our freeware. This happened during changegver ea DSS. The east group
worked the H card over while the west played with the F card. However they did it, my
batt is still running.

PacMan

Blaster
Senior Member posted 04-21-99 09:23 AM

1 don”t think they do.
Otherwise they would have true hack not this Xeybased piece of crap

Beavis
Senior Member posted 04-21-99 (9:46 AM

Blaster you fool. this is how this system runs. they use a possibie 2 keys to decrypt
messages ~ bothing else. dses is different running hasbing algorithms. two campletely
different ecm styles. there was never anything wrong with the priginal ‘hacks and
echostar did exactly as anyone would have expected.

so shut up you stumbling fool

.  EXHIBIT 5S2F

Rache] A Ferrnr

o Blilin
Lrusgnker
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pasha .
Senior Mewber posted §4-21-99 09:58 AH

‘Beavis,

Can you tell me this

can they increse to 4 or € or 256 diffrent keys??
or they just have space for 2222

~Pasha

Stunteuy )
Senior Member posted 04-21-99 10:11 AM

Beavis: You're more full of :shit than the Oklahoma Clty truck bomb.

The root of what DSS and Echostar do is EXACTLY THE SAME. Tn both systems, the IRD sends
a request to the CAM for infommation that will be used to decrypt/decode the video. In
both systems, the UAM either returns the correct informatica or not, depemding on
whether ©or not it thinks the channel should be viewable. The only difference is in the
algorithm: We know what it is for £4, but mot so jmch for the DSS P2 cards {although, in
the P1 &ra, we DID know the D5S .algorithm: it's wmbat made batt cards possibie). The
specifics are lrrelevamt...whether .it"s an encrypted Xey that the LAM decrypts (as with
E*) or a walue that gets passed through a hash {a8 with DSS), the result is thée same.
what Blaster is saying is that these wedge~based hacks are secondi-best and the better
hack is one ‘that mod@ifles the ‘real CAM to always allow video, without regard to the
valddity of the aubscripticon. If you're going to mislead people, ot least mike your
stories plausible, and 4f you're going to flame pevple, at least take the time o
understand thelr message.

-3

{Tois message has bepn adited by StuntGuy [edited 04-21-99}).]

Beavis
Senior Menmber posted 0¥-21-39 10:48 AM

aKa,

shuttup and listen fool. .dss uses a 1 sy hashing algorithm to place the bytes of the
stream through to geneTrate a computated control word matching the encrytping computers
resuirs that were used by the mpeg encoder to encrypt video andfor audio if choasen.
‘they have initiaizliation keys Ffor their algorithms but it is oot how they perfoim ecinx
‘on you. they <change how many times or values put through the algorithm you foolishjerk.
echostar has 2 jkeys té choose from to simply decrypt the 2 control -words given n 2
block. echostar is the dP’mac of the usa. das is the sky of the uk.

shows you how little you think you know loser! go sit im a chair

Istuntguy is axa in hiding. infeormant to dtw]
{This message has been edited by Beavis {edited 02-21-99).J

skyvisitor
Senior Member posted 04-21-39 10:57 M

1¢ should have read ™The Batt Guys Take A Dump”.
2

Page: 2
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StuntGuy
Senior Member posted D4-21-99 11106 A

‘Beavia: Dkay, moron, lets look at how it works, stebfby—step {because that seems to be
fhe oaly way you’ll uederstand it}:

Generict

IRD provides CAM wilth iofo se CAM can compute decryptidecode info

CAM decldes whether to provide infe, and if hdppy, performs necessary 3£eps ro compute
decode info

IRD requests decrypt/decode info from TAM

TAM returns info or "no go” to IRD

DTV:

IRD sends CARM seed Yey info, which includes rier imfe and ‘hash input walue using 48 42
packet

CAM examines tier info. If tier matches a subbed channel or PPV erntry, UAM feeds bash
input value into 3-way hash function

IRD requests seed key fram TBM uaing 48 538 packet

CAM retuzns result of hash function of "no go™ to IRD

Etg

IRD sends CAM encrypted control words and tier info usiag 03 command

TAM decrypts info in 03 <¢ammand using one of two keys, decides 1f IRD i{s authorized o
view channel specified in tier infe. If so, CAM re-encrypts control words using TRD box
key

IRD sends GAM control word request using 13 command

CAM returns re-encrypted control words or “ao go® to IRD

DBoes that make it clear emough for you? I'm mot saying that B* .and DSS attack hacks the
same way, I'’m saying that at their root, both cards work the same way te provide wideo
decoding infe to the IRD. The type of attack B* or BSS.will levy against a hack doesn’t
matter, and the fact still stands that a properly implemented CAM-based hack is ALWAYS
going to be better thap a wedge-based hack. Like I said, READ THE MESSAGES befbre you
respond.

-8

Beavis
Sepior Member posted 04-21-99 11:18 AM

Blaster you foel. this is how this system runs. they use a possible 2 keys to decrypt
messages ~ nothing else. das is different running hashing algorithms. two completely
different ecm styles. there was never amything wrong with the original hacks and
echostar did exactly as anyone would have expected.

50 shut up you stumbiing fool

Page: 3
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i
HOTHING WROTE ABOVE 15 NRONG ASSHOLE, Naw

- StuntGuy

Senlor Member posted D4-21-99 lizzd ™M

‘fou're right. It's not. What’s wrong is the fact you posted the message in the first
‘place. Blaster wasn't waylng ANYTHING about how the £+ systems work. By "key-based plece
of crap”, he means, "wedges that will go down as soon as E* changés the key agaia™. Your
attapk wad not called for and cpunterproductive. I don’t know who the hell pissed in
your cheerips th make you sb bitter, but I'd suggest that you go %ake .a alre, long
wacation and learn to relex & little: I've not seen you post a single constructive
reaponse here. The best~case for your messagbs are the oanes that ypu represent as
cpntaining portions of ‘the new ey {which may or may not be a falsehood), and ‘you Bven
manage to call everyone Fools and losess in those.

-39

{This m&ssage has been edited by StantGuy fedited 04-21-99}.]

Davel
Senjor ¥Member posted 04-21-99 11:38 AM

P

Oh Loed, Look Wbac I started........ sorry -

Beayis
Semior Member poszted 04-21-99 11:38 AM

»

N

funny, nothing needs to be said.. 1 found something in something vwheteas i can recover
the key. i went say how i found it and it may mot have come cout -of a real cam. I will
let you continue to run the show since you already know you are a gineua pig is this
scene. 1te mot dss where the once you have a working devices code, you are good forever.
we wissing other wital pieces of code for sure. you dont have nor echoman aka satcom.
ahahbaha you know it too, thats why 1 lauighing the hardest! you ¥now you dont know the
¥ey. 1f you do, it took you long enoughif

Tpml
Senior Member posted §4-21-99 02:42 PM

You've heard of VaporWere... Now Beavis is resorting to Vaper Bullsh*t...!t} Ffound
something in something and not going to tell you.... What a laugh... Hey peeple, I know
this this Las Alamos scientist who only does highly classified work for the Federal
Gov't.

and in his spare time decyphers keys for Dish... He gave me the key, but I'm not going
to tell you who, what, where -or when about it. Take a hike Butt Crack builsh*tteri

digdug
Senior Member posted 04-21-99 04:30 PM

BIGHLY CONFIDENTIAL . Case No. SA CV83-956 DOC (JTL) NVNC022315
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1'm ot in that much of a hurzy for a hack fix, yeading these posts each day is pretty
entertaining in itself. I might even miss them when the fix is in. At least things
gdont' get stagnant with Beavis Butt cvrack aromndi )

Blaster )
Senior Member posted 84~21-99 05:60 PM

Beavls ~ 8otry I called you hack a plece of crap {1 sure couldn’t do
iz) but, how about it. Dump the card 2?2 Are you that geod 2?7 ¥ou Xaow its been dona. Are
‘'you up to that task?

heatman

Senjor Mexiber ‘posted 0§-22-99 05:52 &M

alls quite now 1 know many hayve tried to dump the card but its damm near impossible.it
would be the only way to keep np with key changes.it would howetver keep johny sat
‘down.’some ohe aeeds To go woxk for e* for 1 week and bring out the secretiii

»

v
ED30; 1,00,52,65,76,33,31,33,00,11,22, 33, FF, FF, 27,05 : A.Rev313.5k}.3'.
E040: 9D, 98,08, 38,79, 1D, 26,29,23,12,00,00,0F,4C,54,60 ; ...8y0c)¥... LT
E058: 6D, OA, 4£,%9,70,50,45,72,20, 49,73, 20, 61,20,52,75 ; ..NipPEr Is a bu
E060: 53,74,20, 6C, 69, 43,68, 65,52,21,45, 74, F6,91,9A,D8 ; Tt 1iCkeRIEqQ3.50
E078: 5D, 8§, 6F, 1E, 21, 22, 29, G0, 00, 00, 60,006, £0, 90, E0, 98 ; 13.04%)_..". .03
E0808: £0,3E,£0, FC,E1, 25, 00, 00,00, 08,00, 00, 00, 00, 00,00 ; AZ304S...... ‘e
EO9D: 08, 30,07.A6,C0, 01,01, 84, 27, F6,91,15,49,81,CD, 6C ; .0.311A.."60.10f1
ECGAD: 26,TB, 46, 88,CD, 6D, CC, U1,CD, 46,58,CD, 48,88, 8E,57 ; sirHind. fR{ikes
EORO: 27,4F,A3,0F,25, D8, 27,19, A3, FF,27,15,C6,01,06,20 ; '0E.8,% 09" .2 -
E0C0: 03, b6, EO, 3D,£7, 01,710, AB, 02, S¥, 59, AD, 1F, 25,05,14 ; .03=C..«. ¥-Ob..
‘E6DO: ¢9,7C,17,75,0D,4C, DO, CD, 47, I8, 5F, AG, 28, RD, 00,25 ; IicufIBicy 1.-.%
E0B0: 04, AD, OF, 20, £A,CD, 69, k2,0E,CC, 47, A0,CD, 4C, 75,43 ; .~. &fi4.iG fiut
EOFO: ¥, 81,CD, 69, £2, 0C.CD, 44, EB,CC, 4A, BF,TD, 6C, 26,CD ; yofia.lseisifict
£100: 46,48,CD, 6D,0C,01,LD, 46,58, B6, 57, 26,03,C6, 01,06 5 FAimi. {F{iwc. 2. .

5
Page: 5
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Daval

Senior Mewber

posted 04-22-99 07:21 PM

uhnat dbout the o‘rigf‘mai_ doc. from the SCP, If I om mot mistaken there was suppose o be
same info {not all) about some command that would lead to a card dump. I searched the

posts but found nothing. Stuntguy /7 Beavis am I correct?

Cooter
Senlor Member

posted 04-22-99 09:17 PM

A blast from the past, .

b dUmp FROM rUnING CaM r£v 3.13.
P PUBLIC kXEyS iNSiDE .
P eNJOYI

b 1c)1998 sWiss chEESE pRODUCLIONS

EOQDO:
EO0102
EB20:

14, 22,33, 44,55, 66, 77,88, £F; EF, FF, TF, €F, FF, EF, FF
00, 00,600,100, 0D, 04, 00, 59, 86, 00, 00, 80, D0, 00, 00,60
o0, 13,22, 33,44, 55, 65, 17,88, 99, AR, BB, CC, DD, ZE, FF

taveervesrerio s

ePsmcsremoer s

weeeserresene o
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B110:
£1202
E130:
E140:

£150:

E160%
ELI0:
E180%
E1903
EIAD?
E]IBO:
EICO:
E1D0:
E£1E0Y
E1¥0:
E200z2
£216:
8220
£230:
B2402
B250:
£280:
E270:
‘B2B0Gs
£2903
E2AG
E2B0:
E2C0:
£2D0z
B2EO:
£280:
‘E3002
£310:2
‘E320:
£3303
‘E340:
£350:
£360:
£370:
£380:
3802
E3R0:
E3B0:
E3C0:2
E3DD:
B3R0;
B3IF0:
£4900:
£410:
B420:
E430:
E440:
E450z
£460:
£4702
£480:
E490;
E4AO0:
E4BO:
EACO:
E4DO:
EAEO:

A0,02,XE,33,BF,57, AD, AC, 25, 05,AD, b, 98, 20,403, 99
18, 49,€C, 36,39, A1, 30, 26, 20,40, A6, 2B, 1C, 5L, 51, CD
77,29, E5,A4,K7,83,E6,35,E7, 84, B6,A6,E7,82,Cb, 44
43,AE, FF,CD, 44, 6¢,€C, 75,.2¢€,81,900,50,50,00, 00,00
00,08, 00,06, 80,08,00,00, 64,50, 59, 60,00,D0, 98,00
00, 00,00,.00, 00, 90, 0D, 06,04, 80, B0, 08, 6B, 00, 00,66
00, 90,990,00, 00,00, 80, 00, 60,00,00,00,00,00, 00, B8
90,98, 00,00, 00, 50, 00, 3O, DG, 0O, DO, Vb, 5O, 00, 60,00
00,060,08,00,00, 00, U, 80, 60, 08, DG, 3,0, 00,00,00
04,990, 00, BY, 00,00, 060,00, 04, BY, 0,60, 80,00, 00,00
e, 0o, U0, 09,00, £0,00,080,06,900,00,90, 00,88, 60,00
g89,p9, 00, 68,48, 08,00, 80, 00,00, 80, 00,00,00,08,08
00,-08,.00,00,00, 00, 80, 06, 00, 00, 08,05, 08, 060,090,080
06,08, 00, 69,00, 89, 00,00, 09, £0,60,80, 00, 50, 08, 08
00,00, 86,00, 00, 08, 09, B0, 06, OV, 6O, @D, DD, DD, N6, D
60, 86, 00,08, 08,06, 00, 6D, 00, 08,95,00, 00, H0,00, 08
96, 09,90, 00, 68,30, 00, 0P, 00,44, B, 06,00, 00, 0D, 00
©0,00,98,€0,00, 60,00,00, 84, 40,00,00, 50, 60,06, B0
00,00,00, 00,09, 00, 40,00, 00, 00,08, 00,08,0¢,08, 0B
%0, 0O, 06, 00, 00, DO, 00, 8O, 60,81, 00,68,00,90,08,08
08,08, 00, 05,06, 0B, 00, 00,50, 08,00, 08,08, 00,00, 60

00, 80, 60,00, 60, 00,08,00,40, 80, 00,00, 00, 00,08, 80 -

04,900, 80, 00, 60, 98,-00, 98, 00, 00, V0,00, 00, DD, 06, 06
06, 0, 08, 00, 00, 00, DY, 00, 0P, 0B, 69, 60,40, 00,08, 60
00,00,10,58,00, 00,00, 00, 60,00,60,00, 60, 00,00, 50

v0,06,00,00, 08, 09,08,00,00, 08, B0, 80,100,900, 65,00 ;

00, 00,700,:00,00, 00, 90,00, 00, 89, DO, ¥, 00,608,006, 80
©0,00,10,00,980, 00, 00,08, 00, b0, 00,58, 08, 00, 80,00
08, 8o, b, 00,406,900, 60,80, 64, 00, 00,60, 68, 08,08, 00
68,00, 00, 60, 00,00, 00,08, DO, D8, DO, D, 00, B0,00,00
08,00, 00,090, 00, 00,00,08, 08, 00, 00, 0D, 00, 0,00, ¢
v, 90, 08,00, 06,00, 00,0, 00,00,86, 08, 08, 90,06,00
00, 00,980,980, 90,00, 00, 80, 06, 08, 00, 0, 50,00,00,00
00,00, 90,06, 00,00,-00, 00,00, 80,00, 00, 00,980,600, 60
8o, 60, 00,.00, 0D, 06, DO, BB, 00,00,0D, 40, 80, 0C, 00,86
00,00, 009,.00, 08, 00, B0,.00, 00, 00, 00,08, D6,HD, €0, LD
49,90,00, 00, PO, 60, 80, 8O, 60, DO, BD, 06,10, 00,:00,00
oo, 00,00, 00, 00, 08,00, 00, 00, 68, 00, 00,00, 00,00, 00
80,00, 60,00, 00, 06, 09, 50, 60,00,00, 80, HG,00,00,00
69,90, 806, 00, 60, 00, BV, YO, 00,00, 00, 0,60, BO, 0B, 00
00,09, 00,00, 80, 08, 80, 08, 60,08,00,00,00,00,00,00
06,00, 00, 00, 00, 00, 00, 00, 08, 06,60, §0,.00,-00, 00,06
00, 906,90, 00, 00, 00, 8C, 08, 00, 0B, 60, 60,0, 0, 00,00
80,00,.00, 60, 08,00, BC, 08, 00, B, 00, 08, 00,00, 00, DB
00, 0b, 00,:00,%0, 00, DY, 00,00, 00,00, 00, 20,00, 08, BO
00,-00,00, 00, 00,08, 80, 0D, 80, 00,00, 80, 00, 00, 00, 60
o0q, by, ve, 00,84, 00,00, 00, 06, 00,80, 80, $V, 06, 66,00
e1,27,11,00,01,D0,01,D0,00,00,00,80, 60, 00,060,00
00, 80,00, 00, 00, 00,00, 80,0, 00, B0, 86, DO, BC, 00, 0D
4, 90, 60,00,-08, 08, 00, 00, 00, 07, 38, 06, 0B, 00,00, DB
i1,22,33, ¥F, FF, fT, ¥F, ¥F, ¥F, FF, FF, FF, fF, ¥C, £F, FF
09, 00, FF, FF, 00,09, 00,00, 00,008,080, 80, 00, 90,00, 80
B0, 0o, 00, 00, 00, 0O, D0, DO, 00,00, 06,00, 00,00, 06,80
00,00, 60, 07, 79,07, 60, 3F, 00, FF, FF, FE, £F, £F, FF, FF
FF, ¥F, FF, FF, ¥F, FF, FF, FF, €F, £F, ¥T, ¥¥F, ¥F, FE, FE, FF
¥¥,EF, FE, FF, FF,¥F, FF, 10,E6, 718,28, £2, TA,02,21,90
D9,CD, DA, 12,21,C4, 56, BF, 16,88, 44,65,04,CF, 33, 1E
F8,FE,CE, 25, 96,43, 89, 7B, 36,83, 40,19,51,8C, 8A, 7A
87,91,D7,AF,C5, DB, 7F, 77,52, 55, ¥D, 1D, 4E, 5C, FE, 26
79,13,¢8, D3, 8D,8F,CF, 4D, 0E,C6, 49, 86,02, ¥8, 74, 7B
E3,8A,E3,11,F6,E3, 01, DE, 29, 1B, £4,86,A3,03,07,05
02,01,01,00,00,07,38,86,01,08,00,00,11,22,33,00
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00,80, B0, 00, U8, $0,00, 06,00, 06, 06, 60,00, 89,00, 80
8¢, 80,90, B0,00, 60, 00,/06,00,086, 00, 6,08, 00,00,80
C7,CE, EC, 71, A8, 38,65,80, 18, 35, A8, Y1, A, EA, 6D, 67

79,917,041, 3F, 00,90, 0B, TV, 08, 00,00, 81,00, 00,606,900

£0,9p, D0, 89,10, 00, 09,08, 50,08, 00, B0, B3, 60, 0b, 68
£¥, FF, FF, FF, ¥F, FF, EF, FF, PF, F¥, A¥, 90, 58, C6, 6B, 02

“F¥, FF, 1E, E¥, 75, 45, 4C, £D, BD, 93, 19, 84,07, CA, £A, 61
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