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Welcome To E'Rom Centrail

i in ‘an effort 4o provide clear conclse information about how the Echb system warks, we offer the following. This work was
" some time 8go, by & like minded group of Individuals interested in u ing exactly why the D ;
begun g ek i ! nderstanding gxactty why the Dishnetwork
inchided in‘he following is an dttempt to clear up many mistonceptions about the E-Cam, How ILworks, and vty ¢
become the holy grall Visitany of the.IRC thafinels, ther WEB sites or.Isten to-dny discusciission dbout m:h E{h:ch
system, and the ohe ting that you whl hear most often is *KEYS". Many ask, why is  so hard 1o hrack Dish, why doi't we
have keys, how do you dscrypt the keys in the data stiear elc. 8L Folks; this is tiot an aniswear to il your questionss by
anymeans! #t iz net a total solution to hacking the Echo system! It is a work-in progress, and should be treated as such
Some of the info that Is inciuded in the following documents s and has been avaRable on'the WEB for many monthis now
Other nfo thal has been provided to us throvgh various means has also been inciuded. For thre inust part, the tnfofs of 3
technical sense, reqilting et least a minimum undersfanding of cods, disassembly aid FEpmm/Rom systems. Further,
sorne of 16 data hiad 1o be re-corishicted from known Values and wil be updated ence a better tintierstanding is reached

Why are we doing this?
Well, as is usually the case, some people have doubts about any publicly released information. Let me i

: C | . this] ¥ the
refsase of this mformation helps others in developing a hack, then it's worth itt There are manywpauesi:givmua!s out
there that canut?:}ca excallent use of what we are providing. This data ks believed t be accurate, but If we find anything
thafsnot; well.erther correct it or remove it it's rot a coflagtion of rumoes about how the system works. The dndividuais
involved in tus grolip are Some of hé best people in the buginess. But, they are onfy 2-small group, with limied Yime znd
ram%mzpe or‘mtsﬁ?xp‘matbymngm to dats, others can input into the effort of getting a final
soltion. ermation that may come othess becauss of i ic ie
work in progress... More to follow. Enjoy!tt e 07 release wil benefit 201 As | i baforal Trie
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Estar Hacking FAQ v. 10-31-89
An excellent FAQ by StuntGuy Clear description of known commands to date NOTE: We ECHOSTAR SATELLITE CORP.. et al.,

EsRom2.zip
Publily avedable Echostar ROM dump and commented disassembly. NOTE: Work in proy v
R ' NDS GROUP PLC, et al.
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DISH Netwerk £°Rom Info

Welcome To E'Rom Centralt

in an effort b provide clear concise information about how the Echo system warks, we offér the fotlowing. This work was
begun some time ago, by a tike minded group of ndividuals interested in understanding exactly why the Dishnetwork
system was, so difficalto hack! T

tnchxied in‘he following 1s an attempt to clear up many misconceptions sbtut the E-Cam, how Itworks, and why X's
bacorme the'hely gradl Visitany of the IRC chiannels, other WEB siles or Isién to any discuscussion aboit the Echostar
system, and the one thing that you will hear most often is "KEYSI™. Many ask, why is i 'so hand o hack Dish, why don't we
nave keys, how do you decrypt the keys in the dsta stream elc. 8 Folks, this is niot aT @nswerto all yout questions by
any means! # is not a fola! solution to hacking the Echo system! It is a work in progress, and should be freated as such.
Soms of the info that is dncluded in the following docurments s and bas beeri avalable sh the WEH for many months riow,
Other info thal has been prowided to us through various means has also been inckeded. For the most part, the info is of a
technical sense, requlting &t least a minimum understanding of coda, disassambly ahd EEprom/Rom systems. Further,
some of the data had 1o be re-conshicted from known values and will be updated ence a Better understanding is reached.

Why are we doing this?
Well, as i usually the case, some people have doubts about any publicly released information. Let me say this! If the
refsase of this information helps others in developing a hack, then it's worth itt There are many capable individuals out
there that can make excallent use of what we are providing. This data is balieved to be accurats, but if we find anything
thaf's not; we'll éther correot it or remove &. I's not a callection of rumors about how the system works. The individuals
rmlvedlnﬂmgmwam soame of the best people in the business. But, they are onty a smalt group, with limied time and
resources. I Is the Hopé of this group that by providing work to data, others can input into the &ffort of getting a final
solution. Any valid information that may come from othess because of this release will benefit alll As | 2aid bafora! This is
work in progress... More to follow. Enjoyt!t

Here it is!
Estar Haclang FAQ v. 10-31-59 ’ EXHIBIT 5‘2
An excellent FAQ by StuntGuy. Clear description of known commands to date. NOTE: Work in rogress. —-—£
EsRom2.zip 2 P s Rachel A Rerrm

G CSK No, 6948
Publicly avedable Echostar ROM dump and commented disassembly. NOTE: Work in progress. Duee: 29
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For the peaple who iave wisifed DISHPLEX in ¥ past, you have skeady noticetd the many changs
sita. Ao 'ihbf!‘x;mﬁwed; &d a:mavie scriptsection (i thie TV section) it mdri. tian 450
screenplays, close to 400 theals/hints for Playstation, croated 3 full seclion on DVIYS, friw Uiders g
hee; a cormpiete sttion dévoted to antennae installatiohs, a tiew-Section on table TV, and:miich more; &5 you'can see

frofti the choices in.the drop-down mbnus af the top of gach page.
St 1o come, since we.ate working on It daily, s the Playstation mods section, the. Dreamcast mods section, ah Animaled

GIF section witti over. 8000 images you can browse onlina, all categorized;-hooking back-up the B_U.D.and aryplography
section. Also, we will coritimie to fix the many broken finks that sifl exist.

We apalegize for this, but since this is not our reguler job, k takes time, especially since the site is approximalely 8 fimes

what Is used to be in HTML pages.
On Another point, dafthstl disgusts ma, For those who da nat know the weenis, he runs dr7.com.-Never o be.
underestimated for seif-promation, he had an'accident 10 days apo, and descritad n intricate detaile hiS injuries, his tolls,

pains, biah; blah, biah. Expect test results of his recovery to bs posted soon. Laistly, maybe it was JDanels that fook
revenge.afier the spingless Swine backstabbed the guy that has been a long- timé-friend and business parinerof sarts, by
bashing him on his sife sermens.

DSS crackdown.out.df thelr jurisdiction

As for. the problems in iaékland, DTV has staried to intimidate canadian-run dss websites, meaning, they hiva found iays
to threaten cutside their jurisdiction. How? Well, jawsuits-can be thrown around and bisad paophhds:gv financlally; and-
ms;::w they are operating.-Already darth 4nd apparently Pirate's Dén sites are reportad fo havi tsmpararly shut down
their dssfiles sbotion. - i T e ‘

In the short-term fulue_.
Ok, s0, what of the:current hacks for DSS and echo? Sunpie, there are no good ones vut there. Prefly much everything
there Is working is basically @ band-zid solution for DSS. As for Echo, thers is nothing really worthwhie.

Any hope for the future? Actually yes. A DSS hincker s in the works, and almostieady to-be released. (yash; i1l cost ya
some $ since they are business people). Basically. It will stop peaple to have to reload their cards so bften. Apparently the
price wil be reasonable. Sounds ke thosa guys leamed a lesson from prior dealers

Hope for echo people? Again, yes. When? Dunno. but in the background are some nifty hackers with lots of vacation time,
and they have made great advances lately. »

Conclusion:

erjoy your summer, get off the IRC channels, and meet real humens for a change. There is NOTHING for a while, except
falses hopes and scams N

Nagraision
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sguggenheim{@cis-tech.com < mailto:sguggenheim@cis-tech.com <mailto:sguggenheim@cis-tech_com> >

Phone: (B18)932-9200

Fax: (561) 892-0846

Mobie. (818) 324-3913

*** END PGP DECRYPTED/VERIFIED MESSAGE ™

G251v3

CONFIDENTIAL Case No. SA CV03-850 DOC (JTL) ESC0061721




