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Unleash The Power Of Your Echostar
A Beginners Guide To Hacking E*

By Jazzercz
Version 1.1 - January 30th, 1999

Introductiont

There are mamy ways to hack Echostar and get all of the charmels. All information contained in this
document was obtamed from the www.dr7.com web site. Unforhumately the information is spread
over many files and forums which makes it difficult for beginners to comprehend. This document
will bring together this disperse set of information into & beginners cookbook on how to perform the
hack. Of the many methods (Single AVR, Dual AVR, BAT cards, etc...), my favorite is the single
AVR method. This is what I will document here.

1 am not an expert at this' by any means. I am a novice. I have just spent untold hours reading the

forums and documents which are available. Hopefully this document will reduce the time you need to

get started. If you have any questions, or want to know more, please post your questions to the

Echostar forum on www.dr7.com. I don't have the time, nor the knowledge to answer everyones

questions.

This technology is changing so fast, that this document is out-of-date five minutes afier it has been

written. After you have read this document, it would behoove you to go to DR7's web page and spend

quite a bit of time reading the Echostar forum to get a current view of things. :

Overview Of Terms

Pirbpn L s ey

First, let me give you an overview of terms and abbreviations which are used in this document and in

the forums.

erm] Defimition ] .

[E* )[Echostar e , i ] :
]Ehe big Black box which you plug your cables mio.

~[The "credit card” you slide into the front of the IRD. The CAM i also known as as Smart
CAM||Card. Refer to http://www.dr7.com/smartfaqg.htm or http://www.smartcard.co.uk/tech] html
or more info about smart cards. The CAM is sometimes referred to as the plastic.

[E¥C ostar chat - www.dr7.com click on chat forum and then click on the echostar section

Electronic Counter Measure - The ability for the echostar company 1o send a saiellite signal
[ECM [twhich will determine that your IRD has been hacked and to somehow disable your IRD from
liworking. ’

AT lenabler/blocker board. It is a long card with some components on 1t which yéu stick m your
lot where your CAM normally goes. It serves as a replacement for the CAM.

hort name for AT0S8515-8PC - An ATMEL microprocessor which is used 1n fhis hack. |
8515 is chip contains an 8 bit RISC CPU with 8K flash memory, 512 by

ytes of Sram. The 8515 comes m many varieties. The one which is v CASE NO.
BPe : - SA CV 03-950 DOC (JTLx)
AVR [[The ATMEL family of ATS0 microprocessors ECHOSTAR SATELLITE CORP.. et al..
http:/fAwww.dr7.com/echostar/unieash].htm : V-
' NDS GROUP PLC, et al.
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Introduction

There are many ways to hack Echostar and'get all of the channels. All information contained in this
document was cbtamed from the www.dr7.com web site. Unfortunately the information is spread
over many files and forums which makes it difficult for beginners to comprehend. This document
will bring together this disperse set of information into & beginners cookbook on how to perform the
hack. Of the many methods (Single AVR, Dual AVR, BAT cards, etc...), my favorite is the single
AVR method. This is what I will document here.

1 am not an expert at this by any means. I am a novice. I have just spent untold hours reading the
forums and documents which are available. Hopefully this document will reduce the time you need to
get started. If you have any questions, or want to know more, please post your questions to the
Echostar forum on www.dr7.com. I don't have the time, nor the knowledge to answer everyones
questions.

This technology is changing so fast, that this document is out-of-date five minutes afier it has been

written. After yon have read this document, it would behoove you to go to DRT's web page and spend
quite a bit of tine reading the Echostar forum to get a current view of things.

Overview Of Terms N

First, let me give you an overview of terms and abbreviations which are used in this document and in
the forums.

Term|[ Definition ] to
G S —

RD JThe big Black box which you plug your cables inio. ]
e "credit card” you slide into the front of the IRD. The CAM is also known as as Smart

Card. Refer to hitp://www.dr7.com/smartfag.htm or http://www.smartcard.co.ik/tech! htm!
for more info about smart cards. The CAM is sometimes referred to as the plastic.

[E*C J[Echostar chat - www.dr7.com click on chat forum and then click on the echostar section

Electronic Counter Measure - 1hc ability for the echostar company fo send a satcliic signal

IECM [twhich will determine that your IRD has been hacked and to somehow disable your IRD from

|tworking. ’

DAT fenabler/blocker board. It is a long card with some components on i which you stick in your
lot where your CAM normally goes. It serves as a replacement for the CAM.

hort name for AT50SE515-8PC - An ATMEL microprocessor which is used m this hack.
s chip contains an 8 bit RISC CPU with 8K flash memory, 512 bytes of eeprom, and 512

CAM

8515 libytes of Sram. The 8515 comes i many varieties. The one which is used in this hack is an
8PC. |
[AVR |[The ATMEL Tamily of AT90 microprocessors
http:/fwww.dr7.com/echostar/unleash] htm 3 37199
EXHIBIT 2‘2‘ Y
HIGHLY CONFIDENTIAL Case No. SA CVO3-850 DOC (JTL) Rl K C1S00125
fa §

Demze:

60 ‘\f\(h‘\ﬂ\.ﬂ



% gidaft make § easy for us. The CAM gnd the JRD communicale in encrypted mossagss swhicli is

uiqué to-cach IRD. in drder for the 8515 1o properly emulate the CAM fn your. pecific TRI, it needs

to kniow the secret key your IRD uses. Your IRD secret key is imigqué. This dopumentwill tell you
how to fnd out your secret key. o

The CAM looks like 2 credit card, but the 8515 Jooks like a normal cotaputer chip. Therefore some
cirouitry is needed to make the 8515 interface with the IRD. One method is using 2 DAT board.

ECM

To date, E* has not transmitied an ECM. However, tho-ability to hack anE*system is:only aditile
over a mogth old. Since.an ECM has not been sent, there is hio.Way o know exactly whatthey
willfean do. Will they gend an ECM which will imake thre current hack stop-working? Will they send
an ECM which will ot only stop the cutrent hack, but inhibit the IRD from working gven with a

snbscribed CAM? Who knows?

The curreat conjecture is that the only thing that they can do to permanestly screw up yourIRD is to
sead codes which will overwrite an EEPROM in your IRD. If that hippens; then you will néed 10
remove your current EEPFROM and replace it with an EEPROM with good date in it. Fhis EEPROM
uses a chip packaging calied TSDP. Poople use the word TSOP o refer 1o his cHip in the IRD. On
tn:/forww.dr] convechostanools itm there are denated TSOP ‘dumps 6f gootl EEPROMS which
yoa can download and mnstall m your IRD to retam it to a good statc. To gét a good feel of what is
involved, you can read http:#/www.dr7.com/chipremoval.tm which will describe the processes of
removing and replacing the chip. This is a great document and contains pliotos which will show you
the inside of an IRD and what the TSOP looks like. To do the chip removal yourself, you need to
purchase an EEPROM programmer and maybe some adapters which could push the price well into

the $300 range.

DR7 recommends that you perform the chip removal procedure so that you have an archive of your
TSOP, He feels this is the best way o protect yourself against ECM's.

Theré has been some conjecture that the only way E* can update your IRD is when it is turned off.
So, it probably would be 2 good idea to leave it on all the time.

Basically, an ECM could make things messy and the exact recovery process has not been identified at

this time.

hitp//www.dr7.com/echostar/ unleash] htm 3/7/99
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Disclaimers

Currently, not all boxes have been confirmed to be hackable. Refer to E*C for the lafest information
on this, but models 1000, 2350, 3000, 3500, 4000, 5000, and JVC DVHS bave been successfully
hacked. )

The hack currently works, as of the date of this publication, but can be disabled by E* at sometime in
the future of their choosing. If you plan on doing this hack to save money, you probably won't in the
long run.

The legality or enforcement of this in your area is unknown by the author and no claims are made or
implied by such. Contact your local law enforcement agency or lawyer for legal concerns and
information.

There is nothing unique or novel in t}ﬁs‘doament, it is just a rehash of what has already been
disclosed in public forums. .

New Dish Users

If you currently do not have an E* system, I would recommend that you purchase 2 4000 with a dual
LNB. The board inside the 4000 is more friendly to recovery from ECM's. The dual LNB is good for
future expansion (i.c. more than one IRD).

Process

Overview of steps:
Here is a quick overview of the process.

1. ¥ind your secret key

2. Get DAT board and parts -or- do an internal mod
3. Program the 8515 chip

4. Insert dat into IRD and have fun watching TV

Process Detail:
1. Find your secret key.

In order for these hacks to work, you need to find the secret key which is contained in your
IRD. The secret key is an 8 byte (16 hex digits) key which is unique to your IRD. There are
two known ways 1o find your key: .

A. The safest (in terms of the ability to recover from an ECM) and most expensive way is to
modify your IRD. DR7 recommends this method. You will require some soldering skills
in order to do this. The process is to open your IRD, remove a tiny EEPROM which uses
TSOP packaging, read the EEPROM with an EEPROM reader to get your secret key,
and then write a new EEPROM and insert it into your IRD. Refer to
http://www.dr].com/chipremoval.htm for detailed information and pictures on how to
accomplish this task. Since you have a copy of your TSOP, you can recover it in case of
an ECM which alters your EEPROM so that it does not function. However, if you are not
careful, you can harm your IRD, so this may be more risky than the next method.

http://www.dr7.com/cchostar/unleash] htm ; 377/99
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d{dyoufndyuurk&ys Part 1, Part 2 and part 3.

2. Get a DAT board and parts -or- do an internal mod
There are 3 ways to gef the 85135 to interface with the IRD.

_ A, DAT Board

Timow of four Jocations where yoit can get thesc boards. They are:

= http:/fwww.dr7 com/products. hiim

s http://freeyellow.com/membets/eblocker/

= httpz/members xoom.com/DualDATPlus/ddp.html

s http://www geocities.com/TelevisionCity/6312/board html

http/fwww.dr7.com/echostar/unleash 1 htm 3/7/99
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I make no claims to the reliability of these sites. Caveat Emptor (Buyer Beware)!

You have several options. You can purchase assembled boards. You can parchase a bare
board and then purchase the parts (8515 chip, resistors, wires, efc...) from other
Jocations. Or, they can sell you the complete kit with all parts. Choosc which method
you feel safest with. The more you do, the cheaper it is and the more you learn.

If you are really ambitious, you can even etch your own card. Schématics and PCB
Tayouts for the card are available on http./fwww.dr7.com/cchiostartools.him. .

B. Internal Mod

There is another option which does not require you to purchase a DAT board at all. All
you need is an 8515 chip, a 40 pin socket and some wires. This is by far the least
expensive way of doing things... less than $10. However, you will need to open your
IRD and do some soldering to install it.

' Basically what you do is directly connect ISO Slot Connections to the 8515 via wires.

You connect them as follows:
C1 - Pin-40 (VCC)
Cc2 - Pin-9 (RST)}
C3 - Pin-19 {CLK)
€5 - Pin-20 (GND)
Cc7 - Pin-10 (I/0)

That is, slot C1 goes to Pin 40 on the 8515, Slot C2 to Pin 9, etc... Make sure you use a
socket so you can easily remove the 8515 for program updates. Refer to E*C topics
Internal AT9058515 mod - instructions here - Part 1 and Part 2 for more info. Hee:
pioneered this imovative smethod. -

C. Combination Method - Advanced User

The components on a dat board usually inclhide a 4066 chip, some resistors, a socket, an
8515 and a LED. You can combine HeeD's method and use a bare DAT board and only
an 8515, a socket, and a few wires. This hybrid method will provide the ¢onvenience of a
DAT board, reduce the cost of the dat board, require less parts to scrounge up, and takes
less time to build. Trace out the lines on the PCB and add jumpers where appropriate so
that the 1SO pads are connected as described above. Dat boards already have most of the
oonnﬁons in place. So only 2 or 3 (depending on the DAT Board) jumper wires are
Tequired.

3. Program the 8515.

In order for this hack to work, you need to insert a program into your 8515 chip. Before
inserting the program, the program needs to be modified to contain your secret key. Here is
what you need to do:

A. Obtan the program, xfile.hex, from http=//www.dr7.com/xfile.zip

Note: There is a pew version of xfile, version 1.02, which is on DR7's site. It is a ittie
more complicated to install. Once you go through installing xfile, then you may want to
go back and get version 1.02 to try. I haven't noticed anything different between the two

http:/fwww.dr7.com/echostar/unleashl.htm 3/7/99
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Ehc Zip ﬁle for more-instructions.

You now have your xﬁle pmgram tmlomd 10 your SpcmﬁcZRD Next yeu need to load Your
program into your 8515 chip: To do that you niced a programmer. Therc-are.two ways - -y

A. Purchase one

There are many that you can purchase. The cheapest vued have: foundxsﬁaemoo
for $50 which is manufactured by ATMEL and can be pirchased from $rom :
soutoesmcludmgwwwmarshallcum ’I’heA’;'STIQOﬁakec ]
influded. If yoii get this, it would be a good'idea (0. purchase: me
$10) for edsy instition and. removal of the 8515 intp Hhicprogrammey.
does not Gome with a power supply. ‘You will need a power dard aed
2.1mm barrel comector. 1t cari be AC (7-12V)or DT iQ-lSV);w ‘usela‘ﬁmsfqm oft )
of an old 14.4k modﬂm

B. Buildoane

It costs about $12 in parts from Radlio Shack to build one. Refcr to B*C tapit’ Anather

donated AVR programmer and Schematic for more info-on building one. The home site

for this do-it-yourself programmer is at http//www: 'sImcthalibl Yougan also goto :
hitp/lwww . dr7.com/echostarfools hitm and find someother AVR programmers =

In any casc, you need to load your program into your 8515 using a programmmer. Refer to
the instructions which come with your programmer, but for the do-it-youtself
programmer located at http2//www.gsl.net’balfby/, here are some tips:

a. The programmer’s name is FBPRG16
b. Start FBPRG 16 and set the option of 8515, no lock bits, don' program eeprom,
and RC off. Then exit the program.

¢. Stari the program again, but pass-it the name of your tailored xfile hex Which has
your-secret key. For example:
FBPRG16 MYXFILE.HEX

This will invoke the programmer and automatically load your tailored
myxfiles hex into your 8515. If the program reports that it has verified the chip,

http:/fwww.dr7.com/echostar/unieash1.htm 3/7/99
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then everything is ok. If not, somefhing is wrong... Y our on your-.own here. You
may be able to get help from E*C. )

Take your programmed 8515 and irisért it on your DAT eard-{or ipﬂgé“?@iz%“m socket for
the internal mod). On the 8515, there is a triangle matk. This points to pin #1. On'one
side of the socket in which you are going to insert your 8515, there is a notch, or maybe

a dot pointing to pin #1. If there is a notch, the triangle side of the chip:and the notch side
are on the same side. If there is a dot, then the trangle pin gocs in thcixéi%”ﬁﬁltﬁeﬁﬁt .

X

Make sure you insert it 5o that the 8 contacts on the DAT are down. If youiook at your CAM,
you will see that it has the sdiie 8 cofitacts 4nd they are down whexd youinsextit: The DAT
does not need a separate power source as it draws if's power froth the IRD. -

4. Tnsert your DAT into your IRD. Thete are two plhysically posgibe s

If you do this and all you get is the preview chanmel, CD Channéls, the video guide isall grey,
but the channels are black, that means you don't have the night secret key, or you inserted 1t
wrong.

That's it, enjoy the newly unleashed power of your E*.
Additional Topics
What is the difference between jethro2 and xfile?

The chip removal document makes reference to jethro2. Jethro?2 is an earlier hack than xfile and was
the one which was available when the chip removal document was written. Jethro2 requires that your
DAT also have an ISO slot on it in which you insert your CAM into. The DAT is inserted as normal
into your IRD. This way, the DAT is electronically between the IRD and the CAM. The code in
jethro2 does some of the processing required itself, and passes along some of the other processing to
the CAM to perform. Xfiles.hex does all of the processing and does not require the CAM.

IRC Channel

The IRC channel which discusses echostar is #dishnetwork on irc.c-plusnet.com:6667.

Sources For Components

» www.ied.pios.com - A source for 8515's and other components

www.insight-electronics.com - A source for 8515's, ATSTK200 8515 programmer and other
components

www.marshall.com - A source for 8515's, ATSTK200 8515 programmer and other components
www.jameco.com - A source for clectronic components

www.jdr.com - A source for electronic components

Iguana Labs - A source for an 8515 programmer and 8515 chips

www.xtromics.com - Pocket Programmer - A cheap eeprom programmer

Arlabs - A popular eeprom programmer

Anrows - A source for electronic components

http://www.dr7.com/echostar/unleash 1. htm 3/1/99
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