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SUMMARY

Mr. Maldonado was using illegal satellite reception equipment of both EchoStar
Commumications and DirecTV for the theft of satellite signals of both companies.

Regarding EchoStar Communications Mr. Maldonado was modifying the receiver’s
TSOP and modifying smart cards to receive free satellite subscription service. He said the
software he was using was Sorry Charlie and Winexplorer 4.4. Later in discussions he
also admitted to using Prog as the primary modification software and activationhex. Mr.
Maldonado said that this software was on his computers located at Bargaintown
Liquidation. Mr. Maldonado said he does not use a blocker or an AVR for his television
reception. Mr. Maldonado cstimated that he had modified at least 60 receivers and cards
1o receive satellite signals illegally. All of the receivers had already been sold, or were
ready to be shipped to a buyer in Nogales, NM.

Regarding DirecTV, Mr. Maldonado was asked where he received his DirecTV H and
HU cards. He said they were purchased from pawnshops for about $30.00 each with the
receivers. He could not recall where he purchased the receivers. Mr. Maldonado said he
would take the image from the H cards, which he read with BasicH; work in the 8000
area of the card and place the info onto a floppy. He said he was nmning a WTX
(wildthing extreme) inside of a 486 computer he was using as an emulator for his
DirecTV signal reception. Mr. Maldonado stated that he has had a subscription for 3
years to DirecTV in which he pays $24.00 a month.
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DETAILS

Investigator Gee accompanied Special Agents from the Phoenix, AZ office of the Federal
Bureau of Investigations and the United States Postal Service on a raid on Mr. Anthony
Maldonado’s residence the morning of March 22, 2001. Federal authorities conducted
the initial entry and search of the premises. Investigator Gee was notified that he could
enter the premnises to assist in the search and interview of Mr. Maldonado after authoritics
deemed it was safe to enter. SA Steve Belongia informed Mr. Maldonado that he was not
being arrested nor detained and could leave at any time. Mr. Maldonado understood
what SA Belongia was stating to him and agreed to speak to him concerning satellite
signal theft.

Prior to the interview SA Belongia and Investigator Gee turned on Mr. Maldonado’s big
screen Sony television and the Dish Network Satellite system located in the living room
off of the kitchen. The first channel that came up was channel 521 a pay per view
account. Investigator Gee changed the channels to view channel 520 and 522. Each of
these channels was a pay per view channel in which the signal was being received.

Mr. Maldonado was asked if he had a subscription for the services he was receiving and -
he said he did not. Investigator Gee checked the smart card within the receiver and noted
the UA # as S0007616386 96. Investigator Gee later removed the card from the system -
and obtained the following information from the receiver.

RA #=002799 4152-60

Smart Card ID = S0007616386-96
Software Version = P102CCID-N
Location ID = 2DCD400E

A second card and receiver was confiscated at Mr. Maldonado’s residence.

Card #: S0006846151 64
Receiver #: R0025986605

Investigator Gee asked Mr. Maldonado what zip code he was using and he was mformed
that he was using a Las Vegas zip code. The reason stated was that he knew the Las'
Vegas area received the Ecstasy channel and that is what people wanted when they
purchased cards from him.

During the interview Mr. Maldonado stated that he was a System Administrator for - °
Motorola, Inc. T
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Computers identified on the property were his laptop computer, two computers in his
office in which one was Mr. St. James server for his website, one 486 computer in his
bedroom which was an emulator for DirecTV satellite signa} thefl, one 486 computer n
his vehicle and one 133 mhz computer in his living room in which he was using as an
MP3 server with @ 20 gig hard drive storage system. The computer being used to pirate
DirecTV satellite reception did not have a smart card inside of it. Mr. Maldonado had
modified his television to reccive the emulation from the computer. When Mr. -
Maldonado discovered that his television was being confiscated by the authorities he
stated that he tore it apart 1o fix a problem with it and never put it back together. Mr.
Maldonade said that he has had the basic $24.00 subscription to DirecTV. When asked
why he still subscribed, he said he has had the subscription for 3 years and just never got
rid of it.

Following this staternent he asked why are you coming after me, why don’t you go afier
the people on the websites posting how to do the stuff for free?

Mr. Maldonado said he met Mr. St. James 3 years ago. Mr. St. James advertised in the
newspaper looking for technicians to repair equipment. Mr. Maldonado said that he
would repair computers, televisions and other electronic equipment to be sold on Ebay by
Mr. St. James. Mr. Maldonado also said that he worked on Baxgamtowns website.
Bargaintown is the business that Mr. St. James owns.

Mr. Maldonado mitially stated that he learned everything he knows off of the Internet.

He said that he mostly uses it for personal use. Initially he said that he had maybe done a

— few cards for some friends. The last card that he modified and sold was donc last week.
By the end of the interview Mr. Maldonado admitted to modifying at least 60 receivers
by removing the TSOP and reading the chip and making modifications to virgin cards.
He said the virgin cards were needed and a Dish500 system was required in order to
recetve all of the satellite signals. He said he would use code line BSMV1. Mr.
Maldonado said he didn’t feel right about what he was doing and plarmed on getting out
of the busmess after this last shipment of 20 receivers. The shipment would allow them
to make the final $5,000 of their $25 000 investment.

When asked where he got the code he said he purchasod it for $25,000 from 2 guy named
Jim LNU in Barrie, Ontario. Jim is described as being 5° 47, brown hair that is receding,
brown eyes, 30-35 years old, and a mustache that has a space in the middle that is off to .
the side. Jim’s nicks are dssking and dsschat Mr. Maldonado’s nicks are destnee,
tigerider and sat-man. The websites Mr. Maldonado met and chatted with Jim are
www.hitecsat. com, www.canuck.com and irc.canuck.net. Mr. Maldonado initially said
that he thought that Jim quit about three weeks ago, but later said that he had been on
vacation and was expected to hear from him again about 20 more receivers in a couple of

weeks.
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Jim’s address that was being used is
Discount Distributors

336 Yonge, #345

Barrie, ON L4N 4C8

Cellular Phone: 705-715-1545

Jim is also nsing an address in Albany, New York, but mvestigator was unable write
down the address. The address is in the custody of the FBL

Mr. Maldonado said that all addresses are on his computer obtained from his office
upstairs.

Payment of the $25,000 was paid out of two accounts of Mr. Maldonado. One half came
out of his personal account and the other half from his business account, baud_father.

.The money was given to him by Mr. St. James, which was paid on a company check from

Mr. St. James’s account. Mr. Maldonado’s business, baud_father, comprises of web
development and working on equipment.

_Mr. Maldonado and Mr. St. James made two trips up to Canada m October and

November of 2000. The first trip he received a brown box which allowed him to modify
the cards and sale them. The box was described as having cables, 3 LED lights mfront
and using software PROG to make modifications.

He said the software he was using was Sorry Charlic and Winexplorer 4.4. Later in
discussions he also admitted to using Prog as the primary modification softwarc and
activationhex. Mr. Maldonado said that this software was on his computers located at
Bargaintown Liquidation. Mr. Maldopado said he does not usc a blocker or an AVR for
his television reception.

He said that after two weeks of owning the box received from Jim, Dish Network sent an
ECM that took out their capabilities of modifying cards. He said that Jim then sent him
thecodetlmthccmrcntlywasusmgtomodxfythecaxdshewassellmgtodateandthc
card in his receiver in the Kiving room had the code on it too. :

Mr. Maldonado stated that he needed to receive DishS00 systems and the only way he |
was able to do that was by contacting a person named Julie LNU or Diane LNU. in '
Canada who Jim referred him to. Mr. Maldonado said when he initially contacted Julie’
she said she could not help him. He said he immediately called Jim who called Julie. He
said the next time be called she helped him. '

Mr. Maldonado said that Julie told him that they receive the receivers and satellites
directly from EchoStar. He said he did not know how, but was told this from Julie. Mr.
Maldonado said the shipments are sent to him via UPS.
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Mr. Maldonado said that they, himself and St. James, gave the receivers and cards they
modify to a Mexican in Nogales, NM. Mr. Maldonado said he did not know who the
Mexican was, but he said St. James would. Mr. Maldonado said the Mexican was selling
the receivers and cards to people in Mexico and that is all that he knew.

Investigator Gee asked Mr. Maldonado if he was familiar with the nick Nipper? He said
that he was and also knew him by the name of Nipper Claus too. Investigator Gee asked
him if he knew who Nipper was. Mr. Maldonado believed it was either Jim or Jim's
engineer, but he was not sure. He only knew that it had to be someone who was very
knowledgeable of the card and Jim seems to have that knowledge.

Mr., Maldonado said that he was only able to “unloop’ the 01 and 02 cards. He said that
he thinks the 09 cards could be “unlooped’ by Jim. Investigator Gee asked him how he
knew this. He said that he didn’t know for sure, but thought that he could, he added that
if he couldn’t, he was close. Investigator Gee asked Mr. Maldonado if he was cloning or
emulating any cards ot signals. He said that it couldn’t be done; the conditional access
system was too good.

When asked where he received his DirecTV H and HU cards, he said he purchased them

from pawnshops for about $30.00 each with the receivers. He could not recall where he

purchased the receivers. Mr. Maldonado aid he would take the image from the H cards,

which he read with BasicH, work in the 8000 area of the card and place the info onto a

floppy. He said he was running a WTX (wildthing extreme) inside of the computer he 'ak >
was using as an emulator for his DirecTV signal reception. s

[

Mr. Maldonado said he was flashing the Atmel chips through his serial port. He said he

: purchased the device to do this with from Europe, an MK 14 that he has had for 1-%
years. Investigator Gee asked him if he had purchased or used a VX Maxi or MX Mini
from Europe and he said he had not heard of either one.

Mr. Maldonado was asked if he had ever used any of the Motorola equipment to look at
the chip on the card, i.., an electron microscope. He said that he never did and also did
not believe Motorola had that type of technology at their facility.

Mr. Maldonado said that he went to college at the University of Phoenix, MCC (Mesa
Community College??), and received most of his training from Motorola regarding

computers.
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HIGHLY CONFIDENTIAL

ATTACHMENTS

Search Warrant issued by the State of Arizona
Search Plan of the Federal Bureau of Investigations

Nortel Network/Denver, Colorado
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NAGRASTAR, 90 Inverness Cirde East, En,
M mMRKMTd(m}mmFmﬁB)NMS
Route deae.evezz.xmuamx.

NAGrafStar oo s s mon

Wmm

Handwritten Notes of Mr. Jerry L. Gee, aka. JJ
NagraStar Investigator

Notes taken during the interview of Mr. Anthony J. Maldonado conducted by SA Steve
A. Belongia, FB1, on March 22, 2001 atthe rmdcnce of Mr. Amhony J. Maldonado,

5128 EastRobe:taDnve,CaveCreek,AZ

Atiached: 8 pages with 16 memo pages aﬁached

Nagra|Star

Special Projects Investigator
90 Inverness Circle East
Englewood, CO 80112

Ph -303-706-5704

Fax - 866-422-6002

Cell - 303-669-8894
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nagrajstar

90 Inverness Circle East
Englewood, CO 80112
303-706-5700
303-706-5719

RE: Access Card S 00 0932 0682 92 Analysis

Card #S 00 0932 0682 92 was provided to NagraStar on January 2, 2001 to establish if
the card received from EchoStar Signal Integrity via GBI & Associates via Maldonado
had been tampered with in order to receive unauthorized satellite signals.

Following analysis, it was established that card S 00 0932 0682 92 had been tarupered
with to receive services without legal subscription.

Analysis of the modified card is attached. Indication of tampering was found within

Record Sub, service range modified from range (0,x) to (7E00, FE0Q). The coding within
the card indicates an illegal parameter.

Analysis of the modified card is attached. Indication of tampering was found within
Record Sub, (0,x) to (0000,1FFF). The coding within the card indicates an illegal
parameter.

Additjonally Record IPPV was added opening event numbers for (0001, 7FFF) indicaling
that these lines have been changed illegally to receive unauthorized events and services.

All indication of analysis signifies that alteration to coding was conducted to steal-and
receive unauthorized satellite signals. '

Analysis was conducted by: NagraStar, C. Gaillard

Cc: Guggenheim, Alan; Densmore, Russell

HIGHLY CONFIDENTIAL Case No. SA CV03-350 DOC (JTL)




nagrajstar

90 Invemess Circle East
Englewood, CO 80112
303-706-5700
303-706-5719

RE: Access Card S 00 0598 0753 Analysis

Card #S 00 0598 0753 was provided to NagraStar on January 2, 2001 to establish if the
card received from EchoStar Signal Integrity via GBI & Associates via Maldonado had
been tampered with in order to receive unauthorized satellite signals.

Following analysis it was established that card S 00 0598 0753 had been tampered with
to receive services without legal subscription.

Analysis of the modified card is attached. Indication of tampering was found within
Record Sub, service range modified from range (0,x) to (0000, 7FFF). The coding within
the card indicates an illegal parameter.

Additionally Record IPPV was added opening event numbers for (0000, 7FFF) indicating
that these lines have been changed illegally to reccive unauthorized events and services.

All indications from this analysis show that alteration to coding was conducted to steal
and receive unauthorized satellite signals.

Analysis was conducted by: NagraStar, C. Gaillard

Cc: Guggenheim, Alan; Densmore, Russell
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U.S. Department of Justice

Federal Bureau of Investigation

L
L

In Reply, Please Refer to

. 201 East Indianola Avenue
File No. 235E-PX-68585

Phoenix, Arizona 85012
April 19, 2001

Mr. JJ Gee

NagraStar

90 Inverness Circle East
Englewood, Colorado ‘80112

RE: Anthony J. Maldonado & Paul T. St. James
Dear Mr. Gee:

Enclosed for your analysis is evidence seized pursuant
to search warrants executed on March 22, 2001, at the residence
of Anthony J. Maldonado and at Bargaintown Liquidation owned by
Paul T. St. James. The specific'items being forwarded are listed
on the attached spreadsheet, and have been designated with
following FBI l'1B" numbers:

1B (85)

The majority of the evidence consists of Dish Network
access cards. The remaining evidence consists of receivers and
equipment suspected of being used to illegally modify access
cards. It is requested that NagraStar conduct forensic
examinations on all access cards to determine if they have been
modified to receive unauthorized programming.

Evidence seized during the search warrants indicates
that the subjects of this case were using a combination of
software modifications to access cards and hardware modifications
to receivers to facilitate the unauthorized reception of Dish
Network programming. Accordingly, it is requested that NagraStar
examine the receivers to determine if they have been so modified.

It is requested that the remaining items be examined
and a narrative provided detailing what the items are, and how
they are used to facilitate satellite piracy (if applicable).

Please detail your findings in a summary report listing
each item examined by its "1B" number, item description and
serial number. Include with the report a copy of your chain of
custody records for the enclosed evidence.

HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL) ESC0113677




The report, chain of custody records and original
evidence should be returned to Special Agent Stephen A. Belongia,
201 E. Indianola, Phoenix, Arizona 85012. SA Belongia can be
reached at telephone number 602-650-3267 if you have any
questions.

It requested that you sign and date the enclosed "FD-
597 Receipt for Property Received/Returned/Released/Seized"™ on
the "Received By:® line in the lower left hand corner of the
form. Please return the form to SA Belongia in the enclosed
return envelope as soon as possible.

Thank you very much for your assistance in this matter.

Sincerely,

Guadalupe Gonzalez
Special Agent In Charge

By, Jrasiton s bl 12

Marcus M. Williams
Supervising Special Agent

Enclosures: Form *"FD-597"
Return envelope

HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL) ESC0113678
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UNITED STATES DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INYESTIGATION
Receipt for Property Received/Returned/Released/Seized

File # 295 & - X - 62525 -
On (date) L/—Z le—-0| item(s) listed below were:
Received From
0 Returned To
{7 Released To
) [ Seized
(Name) J j (}E e
(Street Address) AlaciaSiar
(City) " Tnavemess Ciccle  Fost

i‘:n}ig_gm:i 4 Co  Yolin

Description of Item(s):

125 (23)

)

Received By: _ Received From: .
. ghature)

HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL) ESC0113679




nagrajstar (

Case Number__ 295-PX-68585-1B (28, 150, 152)

EVIDENCE CHANGE OF CUSTODY DOCUMENT

Name from whom received: Russell Densmore

Exact Location & address from where obtained: EchoStar Communications, 90 Inverness Gircle East, Englewood CO

Time/Date Obtained: ___11/21/01 — 1:00 PM

Reason obtained/Comments:_ Conduct analysis of smart cards

ITEM NUMBER QUANTITY DESCRIPTION OF ARTICLE (S)
Smart card — S 000761 6386 96
Receiver —~R0027994152
1B ( 28) 1
Smart card —S 00 0819 7531 34
18 {150) 1 Receiver —R0028007314
TSmarlcard»-SOO 1111677179
1B (152) 1 Recelver —R0029328466
HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL) ESC0113680
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nagralstar

CHAIN OF CUSTODY

TEMNO.  DATE  RELEASEDBY RECEIVED BY PURPOSE OF CHANGE OF CUSTODY
1B (28) 11/21/01 {Russ Densmore ]} Gee IAnalysis

1B (150) 11/21/01 |Russ Densmore . Gee Analysis

1B (152) 11/21/01 |Rass Densmore ] Gee Analysis

1B(28) 3/14/02  [J} Gee [Return of Evidence

1B(150) 3/14/02 Gee ]Retum of Evidence

1B(152) 3/14/02 ]} Gee  Return of Evidence

HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL) ESC0113681




Nagra|Star Smart Card Analysis Request Form
Confidential Client Attorney Privilege
Page-1
Initisted By FBL, Phoenix, AZ
Evidence Package 295 ~ PX - 68585 — IB (28)
Network X EchoStar 0 ExpressVu 0O Other

Received From O RA’s X Law Enforcement O Informant O Nagra O Other

Received From U.S. Dept. of Justice
S.A_ Steve Belongia
201 East Indianola Avenue
Phoenix, AZ 85012
Set Top Box Info -
Model N/A
Sofiware
Revision
Account Info
Status O Active O InActive X Unknown
Cancel Date:
UA # Subscriber S 000761 6386 96

Concern -  Establish if smart cards have been modified to receive stolen satcllite
television signals.

Confidential Client Attorney Privilege

HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL)
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Nagra|Star Smart Card Analysis Request Form
Confidential Client Attorney Privilege i
Page-2

Analysis -

Smart card - S 00 0761 6386 96

The coding area of the smart card was assigned to a receiver R0027994152.

Coding to the smart card allowing manipulation of EchoStar satellite pmgrammmg was
found within Record Sub (0000, lFFF) and Record IPPV was'modified to receive

EchoStar satellitc programming opening event numbers for (0000, 7FFF) indicating that
these lines have been changed illegally to steal unauthorized events and services from

EchoStar satellite programming. -

=

D Snaduryon
v (]4//5 S
= =
Jerry L. Gee
Special Projects Investigator
NagraStar LL.C.

Confidential Client Attorney Privilege
HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL) ESC0113683
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Nagra|Star Smart Card Analysis Request Form
Confidential Client Attorney Privilege
Page -3
NAGRASTAR
PHOTOGRAPHIC EXHIBIT

CASE #: 295 - PX - 68585 - 1B (28)

Confidental Client Attorney Privilege

HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL) ESC0113684
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Nagra|Star Smart Card Analysis Reqnest Form
Confidential Client Attorney Privilege

Page-1
Initiated By FBI, Phoenix, AZ
Evidence Package 295 — PX - 68585 - 1B (150)
Network X EchoStar 0 ExpressVu 0 Other

Received From O RA’s X Law Enforcement O Informant O Nagra 0O Cther

Received Frem U.S. Dept. of Justice
S.A. Steve Belongia
201 East Indianola Avenue
Phoenix, AZ 85012
Set Top Box Info
Model N/A
Software
Revision
Account Info
Status 0 Active O InActive X Unknown
Cancel Date:
UA # Subscriber S 000819 7531 34

Concern -  Establish if smart cards have been modified to receive stolen satellite
television signals.

Confidential Client Attorncy Privilege

HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL) ESC0113685




Nagra|Star Smart Card Analysis Request Form
Confidential Client Attorney Privilege
Page-2
Analysis -

Smart card - S 00 0819 7531 34
The coding area of the smart card was assigned to a receiver R0028007314.

Coding to the smart card allowing manipulation of EchoStar satellite programming
within the Record Sub area is considered normal, (0000, 1000) Record IPPV was
modified to receive EchoStar satellite programming opening event numbers for (0001,
7FFF) indicating that these lines have been changed illegally to steal unauthorized events
and services from EchoStar satellite programming.

v

- Vaii G

Jerry L. Gee
Special Projects Ynvestigator
NagraStar L.L.C.

g

Confidential Client Attorney Privilege

HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL) ESC0113686
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Nagra|Star Smart Card Analysis Request Form
Confidential Client Attorney Privilege

NAGRASTAR
PHOTOGRAPHIC EXHIBIT

CASE #: 295 - PX — 68585 — 1B (150)

HIGHLY CONFIDENTIAL

Confidential Client Attorney Privilege

Case No. SA CV03-950 DOC {(JTL)
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Nagra|Star Smart Card Analysis Request Form
Confidential Client Attorney Privilege
Page -1
Initisted By FBI, Phoenix, AZ
Evidence Package _ 295 - PX — 68585 — 1B (152)
Network X EchoStar O ExpressVu O Other

Received From 00 RA’s X Law Enforcement O Informant O Nagra O Other

Received From U.S. Dept. of Justice
- S.A. Steve Belongia
201 East Indianola Avepue
Phoenix, AZ 85012
Set Top Box Info
Modcl N/A
Software
Revision
Account Info
Status . 0 Active O InActive X Upknown
Cancel Date: '
‘UA#S’ubscn’ber S0011116771 79

Concern ~ Establish if smart cards have been modified to receive stolen satellite
television signals.

Confidential Client Attorney Privilege

HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL)
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Nagra|Star Smart Card Analysis Request Form
Confidential Client Attorney Privilege

Analysis -
Smart card - S 00 1111 6771 79
The smart card had not been assigned to a specific receiver.

The smart card had not been modified.

L

Jerry L. Gee
Special Projects Investigator
NagraStar LL.C.

Confidential Client Attorney Privilege

HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL)
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Nagra|Star Smart Card Analysis Request Form
Confidential Client Attorney Privilege

NAGRASTAR
PHOTOGRAPHIC EXHIBIT

CASE #: 295~ PX - 68585 - 1B (152)

Page-3

Confidential Client Attorney Privilege

HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL)
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ANTHONY J. MALDONADO & PAUL T. 5T. JAMES

FBI CASE #: 295E-PX-68585
{Disk Network Evidence)

[w®= | Item Description 1 Serial # | camm |

135 [Dish Network Access Card S 00 0676 3120 31 -

135 |Dish Network Access Cand S 00 0676 3101 12 -

135 |Dish Network Access Card S 00 0679 0555 64 -
| 136 [Dish access card inserted imto JVC receiver REJCLIO1388N {Soo 06846151 64 - R0025986605 |

28 [Echostar Receiver containing Dish access card #S 00 0761 6386 96 RDECTK13818E R0027994152

28 |Dish Network Access Cerd inserted into Echostar Receiver /n R0027994152 S 00 0761 6386 5 R0027994152

138 |Dish Netwark Access Card inside receiver REABNH08633F S 0O 0269 7572 9)

138 JDish Network Access Card inside receiver RFICLID1237M S 00 0677 0885 04 R0026041782

139 [ Dish Network Access Card inside receiver RFICLI02141M S 00 0684 9559 [roo25608715

139 |Dish Network Access Card inside receiver REJCLID0253M S 000659257077  [RO0D25972871

139  |Dish Network Access Card inside recciver WDEBWI33058H S 000605792545  JRO023664210

140 |EMP-30 Device Programmer from Needham's Electronics - n/a -

140 |Black circuit board “DIP48” ' n/a -

[Red plastic case containing 12 4.5* x 13/16" black circuit boards labeled "EMP-

140 |30 w/a -

140 [Dish Network Access Card inside receiver RDECKPK05959G S 00 11116909 19 R0029493114

140 [Dish Network Access Card inside receiver RDECPK82785H S 00 1126 5306 28 R0031039825

140 IDish Network Access Cand inside recciver RDECKPK 74714H S 00 11842783 83 R 003077061

140 _ |Dish Network Access Card inside receiver RDECPK80196H S 00 1158 5794 00 R0031031380

140 |Dish Network Access Card inside recciver RDECPKE2807H S 00 11513058 73 R0031034189

140 |Dish Network Access Card inside receiver RDECPK8116H S 00 1153 2668 72 R0031031146

-140 | Dish Network Acoess Card inside receiver RDECPK 79084H S00 1171759710  [R0031039708

140 [Dish Network Access Card inside recciver RDACAJ01995B S 00 0370 4290 02 R0022258517

140 |Dish Network Access Card inside receiver RDECUH13746M S 00 0374 8583 01 R0021399229

140 [Dish Network Acvess Card inside receiver RDECPK8279SH Js 00 1139 8679 00 R0031034067

140 |Dish Network Access Card inside recciver RDECPK82934H S 00 1184 2454 74 R0Q31031515

140 _|Dish Network Access Card inside receiver RFECNK20405F S 00 1129 9058 72 R0025123898 .
[__141 IDish Nexwork Access Card imside recciver RDECTKA1441E Is 0008197483 25 [roo27086829 |
[ 142 Dish Network Access Card inside receiver RDECTE 11436E |S 00 0819 7488 50 jRno27993§23 ]
[ 143 [Dish Network Access Card inside receiver RDECPK05975G Jsoo 1111689302 [R0029328363 |
[ 144 Dish Network Access Card inside receiver RDECPK05963G Js 0o 1111 6905 s Tro029328524 |
[ 145 [Dish Network Access Card inside receiver RDDECPK81146H [S00 1151297589 rou30784080 |
| 146 [Dish Network Access Cand iside receiver RDECPK82798H s 00 1126 5308 30 [roo31039770 ]
| 147 |Dish Network Access Card inside recciver RDECPKO5974G _|soo11it689403 [RO029328515 |
[ 148" [Dish Network Access Card inside receiver ROO30457152 Jso01143600105  [RO030457152 |

HIGHLY CONFIDENTIAL

Page 1 of 3
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1 1B)# § stem Description i Serfal # | camp ]
[ 149 JDish Network Access Card inside receiver RDECTK11438E |svoo08197486 88 JRO027988848 |
150  |Dish Network model 4900 receiver containing access card S 00 0819 7531 34 RDECTK3142E R0028007314
150 |Dish Network Access Card inside receiver ROECTK11422E S 00 0819 7531 34 R0028007314
[ 151 |Dish Network Access Card inside receiver ROECPK80190H IS 00 1158 5795 01 JR0031031270 ]
152 |Dish Network model 3900 receiver containing access card S 00 1111 6771 79 RDECPKO05885G R0029328466
152 |Dish Network Access Card inside receiver RDECPK05885G 500 1111677179 R0029328466
{153 {Dish Network Access Card inside receiver RDECPKB1167H Js 00 1184 2450 70 IRO030765165 |

EMP-30 Device Progremmer from Needban's Electronics with *Condor” 12VAC
154  |power supply ' na -
154 |Generic 9 Pin Card Reader ID#67610C4, housed in tan plastic box 67610C4 -
88  |Dish Network Access Card S 00 1126 8251 56 -
88  [Dish Network Access Card S 00 1143 601216 . -
88 |Dish Network Access Card S D0 1143 605963 . -
88  |Dish Network Access Card S 00 1123 7674 95 .
88  |Dish Network Access Card S00 1111 690717 -
88 |Dish Network Access Card SD0 1143 5918 21 -
88 |Dish Network Access Card S G0 1143 6000 04 - -
88 |Dish Network Access Card S 00 1289 3425 44 -
88  |Dish Network Access Card S 00 1129 5044 58, -
88  |Dish Network Access Card S0 1120 1355 58 -
88 |Dish Network Access Card 500 1168 125775 -
88  |Dish Network Access Cerd 5001115201329 - - -
88  |Dish Network Access Card S 00 1155 2379 96 -
88  |Dish Network Access Card S 00 1220 743548 - -
88 |Dish Network Access Card S001115193803 . . -
88 . |Dish Network Access Card $00 1115200622 " -
88 |Dish Network Access Card . . 500 1135 119501 -
88  |Dish Network Access Card ’ S 00 1115 1999 14 -
88 _ |Dish Network Access Card S 00 1151 8645 47 ' -
B3 . |Dish Network Access Card . ) S 00 1168 1258 76 -
88 |Dish Network Access Card i S 00 1184 2745 45 -
88 ' |Dish Network Access Card , ) S 00 1228 820521 - -
88 . |Dish Network Access Card : S 00 1168 1299 17 -
88 |Dish Network Access Card B S 00 1129 9046 60 -
88 |Dish Network Access Card S 00 1120 1356 59 .- -
88 |Dish Network Access Card . SO0 11177154 68 -
38 |Disk Network Acccss Card ‘ S 00 1123 7675 96 -
88 ' |Dish Network Access Card S 00 1123 7673 94 -
88  |Dish Network Access Card S 00 1120055472 -
88 |Dish Network Access Card S 00 1111 6886 95 -
88 |Dish Network Access Card , S 00 1143 6064 68 -
88  |Dish Network Access Card S S 00 11511293 13 -
88 |Dish Network Access Card o S 00 1143 6006-10,: -
88  |Dish Network Access Card i S 00 0761 6416 27.- -
Page2 of 3
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1tem Deseription

1(B) # Serial # CAM ID
88  |Dish Network Access Card S 00 0296 3393 02 .
88 |Dish Network Access Card S 00 0085 0346 62 -
88  [Dish Network Access Card S 00 0215 4589 06 -
88 |Dish Network Access Card S 00 0843 7971 86 -
88 |Dish Network Access Card S 00 0150 7845 58 -
88 [Dish Network Access Card S 00 0604 8427 44 -
88 |Dish Network Access Card S 00 0742 4935 40 -
| 156 |Dish Network Access Card [s 00 0665 3245 61 - 1
Page3 of3
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PD-597 (Rev B-11-94) Page L of I oy
UNITED STATES DEPARTMENT OF JUSTICE N,
FEDERAL BUREAU OF INVESTIGATION
Receipt for Property Receiyed/kemmedlkcleased/&ized,
File # £-9X -
On (date) ¥ t//, T / oy item(s) list;':d below were:
Received From
[] Returned To
[J Released To
] Seized
(Name) 33 Gee
(Street Address) t\)aq e Sar
(City) do Taverness Ciccdle fast
l:nsleuooné » Colods KO,
Description of Item(s):
18 (2% ) 1R(y3) - 18052)
3R (g ) 1&UN Y < 168 (153)
16 (35 ) 1R Uysty - 18 (s4)
16 (/36 ) 16 ) e (156 A
18 (J38) B ‘\j
1® (139) 1R (eey
& (4o V& 1)
& (241) 16 (s0)
18 (192 18 Gs1)
\\
\k
e |
Received By: Received From: M&A% ,J\
gohture) (Sig!
R2EXGHVEVESE ' ~r
B NaaaStac GopYy
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U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to

! 201 Bast Indianola Avenue
File No. 295E-PX-68585

Phoenix, Arizona 85012
April 12, 2001

Mr. JJ Gee

NagraStar

90 Inverness Circle East
Englewood, Colorado 80112

RE: Anthony J. Maldonado & Paul T. St. James
Dear Mr. Gee: A

Enclosed for your analysis is evidence seized pursuant
to search warrants executed on March 22, 2001, at the residence
of Anthony J. Maldonado and at Bargaintown Liquidation owned by
Paul T. St. James. The specific items being forwarded are listed
on the attached spreadsheet, and have been designated with
following FBI "1B" numbers:

1B(28) 1B(143) 1B(152)
1B(88) 1B(144) 1B(153)
1B(135) 1B (145) 1B(154)
1B(136) 1B(146) 1B(156)

18(138) 1B(147)
1B(139) 1B (148)
1B (140) 1B (149)
1B(141) 1B (150)
1B(142) 1B(151)

The majority of the evidence consists of Dish Network
accesg cards. The remaining evidence consists of receivers and
equipment susgpected of being used to illegally modify access
cards. It is requested that NagraStar conduct foremsic
examinations on all access cards to determine if they have been
modified to receive unauthorized programming.

Evidence seized during the search warrants indicates
that the subjects of this case were using a combination of
software modifications to access cards and hardware modifications
to receivers to facilitate the unauthorized reception of Dish
Network programming. Accordingly, it is requested that NagraStar
examine the receivers to determine if they have been so modified.

HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL) ESC0113695
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It is requested that the remaining items be examined
and a narrative provided detailing what the items are, and how
they are used to facilitate satellite piracy (if applicable).

Please detail your findings in a summary report listing
each item examined by its "1B* number, item description and
serial number. Include with the report a copy of your chain of
custody records for the enclosed evidence.

The report, chain of custody records and original
evidence should be returned to Special Agent Stephen A. Belongia,
201 E. Indianola, Pboenix, Arizona 85012. SA Belongia can be
reached at telephone number 602-650-3267 if you have any
questions.

It requested that you sign and date the enclesed *FD--
597 Receipt for Property Received/Returned/Released/Seized" on
the "Received By:" line in the lower left hand cormer of the
form. Please return the form to SA Belongia in the enclosed
return envelope as scon as possible.

Thank you very much for your assistance in this matter.
Sincerely,

Guadalupe Gonzalez
Special Agent In Charge

* BY: M %. & .
Marcus M. Williams <
Supervising Special Agent

Enclosures: Evidence spreadsheet
Form "FD-597*
Return envelope

cc: R. Densmore, Echostar Technologies
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ANTHONY J. MALDONADO & PAUL ST. JAMES

FBI CASE #: 295E-PX-68585

— _ _ — T— TR T T
Qu 1(B) jItem 1(B) Description Item # Revised Description - Serfal # - CAMID - E-u _ E..R.—J.
to
7 T3 Bl Network Cards Dish Network Acoeas Card TS0 0676 3120 3 < 1
Qu.h_lzonicqr Access Card 1S 00 0676 3101 12 X
Dish Network Access Card HM 00 0679 0555 64 X
[ _1_]Green Circult Board Labaied "Uniooper’ & HU/Loader T ) ] x 1
TVC Satelllte Recelver CAID SER #R0025986605 W/Dlsh . _
3 |Network Card Inserted #S-00-0684-6151-64 3 {JVC Satellite Recetver with Dish access card #S 00 0684 615) 64 RFJCLIO1388N R025986605
3 [Dish access card inserted Into JVC recelvar RFICLI01388N S 00 0684 6151 64 R0025986605 pd
18 4 |Small Board Topaz In Color 21-117 ma._Zo az clroult board with number 21-1 q n/a
DirecTV Recelver w/card, Model #DRD420RE Serfal wns. DirecTV plus recelver with DirocTV access Card 0001 .‘.wg 0843
pH] 1 {#033473543 1 {inserted 033473943
1 |DirecTYV access card inserted inside RCA recotver /n 033473943 0001 7880 0843 X
4 DiresTV Cards 000176758712, 000176001980,
27 1 1000179818232, 000416422418 DirecTV Access Card (period 3) 000} 7675 8712 X
DirecTV Access Card (pariod 3) 0001 7600 1980 X
DimcTV Access Card (poriod 3) 0001 7981 8232 X
DiredTV Access Card (period 3) 0004 1642 24 X
27 2 |2+ DSS Cards 000128360922, 000128654951 DiredTV Access Card 0001 2836 0922 X
DiresTV Accass Card 0001 2865 495 X
27 3|1 Clrcult Doard Maxking Interfaces Ltd - MK14 1 Circuit Board Maxking Intarfaces Lid - MK14 /2 X
~ |1 tan plastic box housing a circuit board inside; within battery a%o
27 4 {1 Tan Box with Circult Board 3__{compartment are the numbery Snﬁ 1 /2 X
[ 28 1 [Echo Star-Dish Recetver SN: RDECTX 1381 88 1 |Echostar Recslver ining Dish sccess nua #S 00 0761 6386 96 RDECTK1S818E RO027994 | 52 X
! Dish Network Accass Card Tnseriod Into Echostar Recelver wa
{ |RDD27994152 S 00 0761 6386 56 R00279941 52 X
(30 | T 1 |DirecTV access card 40003 2501 7648 ~ [ 1 [DirecTV Access Card 10003 2501 7648 1 X ]
END ITEMS SEIZED FROM MALDONADO'S Fm.usng
v
32 1 ]2 Access cards from DirecTV DirecTV Access Card 000) 7647 7651 X
DirecTV Access Card 0001 8630 3806 X
50 2 IDish Brand Recsiver Model | 00 Serial #R0019926099 Dish mode} 1000 receiver containing access card S 00 0269 7572 61 RFABNHO8633F
2 - Dish Network Access Card inside recalver RFABNH08633F S 00 0269 7572 91 X
30 3 |Dish Brand Recelver modet 2700, Serial R0026041782 Dish model 2700 recelver containing sccess card 8 00 0677 0885 04 RFJCLI0]237M R0026041782
k) 3 | Dish Network Access Card E-Eu receiver RFJCLI01237M S 00 0677 0885 04 R0026041782 X

Page 1 of 7
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Case No. SA CV03-950 DOC (JTL)

New : - - otemlea sy ]
1(B) | Iten 1(B) Deseription Yiem #/ Revised Description Serial # CAMID DirpeTV
TVC Dish Network mode! 2700 recelver ining accoss card 8 00 -
| ]2002560871S on floor : 10684 9559 60 v . T T T T |RFICLIO214IMT U |R002SS08715 -l T -
} _|Dish Network Access Card Eh..u. recelver RRICLIO214IM 8 00 0684 9359 RO0256087135 X
JVC Dish Network modal 2700 recely talsing sccess card § 00
2__]2002597287] . 2 |osspas7077 RFICLI00253M R0025972871
C Dish Network Access Card insido receiver RFICLI00253M $ 00 0659 2570 77 RO025972871 X
- Dish Network model 7100 receiver contatning acocas card S 00 0605
3 |Dish with card M3 serlal R0023664210 3 _]192545 : i 'WDEBRWI33058H RO023664210
Dish Network Access Card inside receiver, WDEBWJ33058H S 00 0608 7925 45 RDO23664210 X
T_ |1 Box Labeled programming device T__|EMP-30 Devics Progmmimer from Necdham's Electronica 7 X
| [Black circuit board "DIP48* v X
Rod plastic case containing 12 4.5° x 13/16" black circuit boards labeted |.
*EMP.30..." ) o ul| R nla - - X
2 [3900/Seris] RDECPKO$5590 2 |Dish Recelver containing access card S 00 11H-6909 19 . - |RDECKPK053$5G ROG29493114
2 |Dish Network Aocess Card inside recalver RDECKPK059590 5001111 9 = [R0029493114 X
7 |3900/Seris] RDECPKR2785H Dish mode! 3900 recelver contal ining nocess card 8 00 1126 5306 28 RDECPK82785H §u~ouwmlpul
_Qnr.z,nici Access Card Insids recelver RDECPK82783H IS 00 1126 5306 2 R0031039825 X
8 13900/Serial RDECPK74714H _.@..-.u model 3900 reccives contalnlng access card § 00 1184 2783 83 —U.Uma KPK74714H R 00307706
Dish Network Access Card Inslde recatver RDECKPK74714H 8 00 1184 2783 R 00307706 X
9 [3900/Serinl RDECPK80196H 9 [Dish model 3900 receiver contalning access card 5 00 1138 5794 00 RDECPKB0196H R0031031380
\ 9 |Dish Network Acoess Card |nside recaiver RDECRK$0196H R0031031780 X
10_[3900/8erial RDECPK82807H 0 | Disk mode! 3900 secelver containing access card 8 00 1151 3058 73 RO03103418%
Dish Network Aooess Card [nside reoslver RDECPK32807H 1800 1151 3058 73 RO03103418% X
11_13900/Serlal RDECPK81161H Dish modal 3900 recalver contalining accass card § 00 1153 2668 72 ECPKB1161H R0031031 141
j . Dish Network Access Insids receiver RDECPK1116H S 00 1153 2668 72 RC03103114 X
12 13900/3¢rial RDECPK75084H 2 |Dish model 3900 receiver containing access card § 00 1171 7597 10 BCPK75084H R003103970
. 2 | Dish Network Access Card Insids recsivee RDECPK?79084H S 001171 7587 10 R0031039708 X
14_|2700/3crial RDACAJO1593B 4 _|Dish modal 2700 recelver containing access card 8 00-0370 4290 02 RDACAJO1995B RC022258517
4 Tah Network Acccss Card Jnaide recelver RDACAJ0] 9958 S 00 0370 4290 02 RO022252317 X
15 _[4700/Serial RDECVYH13746M S _|Dish model 4700 receiver containing access card 8 00 03 74 8383 01 RDBCUH13746M R0021399229
- - 3 UH13746M S 00 0374 8583 01 R0011399229 X
16 _[3900/3erlal RDECPK82795H [ 5 00 1139 8679 00 [RDBECPK82795H R0031034067
6 [Dish Netwark Access Card Inside recelver RDECPK82795H S 00 1139 8679 00 R0031034067 X
17 [3900/8eris! RDECPK82934H 7 _|Dish mode! 3900 recaiver contalning access card S 00 1184 2454 74 [RDECPKB2934H R0031031315
— — 7__ | Dish Network Access Card inside recalver ROECPK$2934H S 00 1184 2454 74 RO0310315 X
18 |3300/Serial RFECNK20105F 8 _[Dish model 3800 receiver containing sccess sard S 00 1129 9058 72 RFECNK20405F R002912389
. 8 |Dish Network Access Card inslds receiver RFECNK20405F S 00 1125 9058 72 R0029123898 X
19 [2700/8erial RDACLI21474M 9 [ Dish model 2700 receiver (no card) [RDACLJ21478M .
Complete Dish Network satellite system including dish, receiver, sccess
1 _|Dish Notwork satellits recelver serial R0027986829 1 Jeard, ete, n/s
Dish Network model 4900 recetver contalning acceas card 8 00 0819
1_{748288 RDECTK!11441R RO027986829
1 {Dish N k Access Card insids recelver RDECTK! 1441E S 00 0819 7483 88 R0027986829 X
Pago20of?
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Org. New X
1(B) ] 1(B){Ytem M 1(8) Deacription Item ¥ Revised Deseription Serial ¥ CAM ID
- Completa Dish Network satsllite systam cmu?n.n_.w. recelver, access
66 [ [Dish Network satellite recoiver serfal R0027993928 1 [card, ote. S na
Dish Nstwork Bena ;80 annr.ﬂ ‘contatning accéss card § 00 0819 -
-1 17483 90 L. PUMQ.N 114368 R0027993928
1 |Dish Network Access Card insido .anaﬁnw.cmn._.ﬁ Iumm -g 0319 7488 90 - |R0027953928
woxno_.ugzutoi 1&;.E|3 P nrrﬂ-mur. domre(no |
Dish Network satellite receiver serial RO0279881398, on the, receiver); stickar indicates box Is for modal 4922 recelver, s/a
67 ] jbox 1 |RDECTKI1424E smért card #/n S 00 0819 7529 32 s
© {68 ] 1 1 _]Dish Network Satellits Recslver Serlal R0020949914 | 1 |Dish modsi 3000 recsiver {no card) [SDEBIG105528 [
.+ . |camplete Dish} zo?a} sateilits system | _._n__x_s- &.:r 38.3_. 1ccess
69 1 {Dish Network satellite recoiver serial R0029328363 {__fcard, oto. e n/a
Dish Network model 3900 33_3.. 8.:»_13 882 .va s 8 Tt
11689302 IRDECPK059725G RD029328363
1 lsh Network Aceess Card 1nldo recelver RDECPKO3915G - S 00 11116893 02 R0029328363
(Complets Dish Network satellits system (ncluding dish, recsives, access
70 | _Dish Network satellits recelver setial ROG29328324 1 |eard stc. v/a
) Dish Notwork modal 3900 recetves contalhing acecss card 600 1111 )
1 1690515 RDECPK05963G R0029328524
1 |Dish Network Acceas Card inslds recelvar RDECPK05963G S 001111690515  |R0029328524
Compfeto Dish Network .E_EE system including dish, recstver, access
71 1 {Dish Network satsllits recetver serial RO030784080 | feard, etc. ns
[ Dish Network modsl 3900 recelver containing scceas card § 00 1151
1 [3575 89 RDECPK81146H R0030784080
! _|Dish Network Access Card Inalde receiver RODECPKBI | 46H 18 00 1151 | 2975 89 R0030784080
: Complata Dish Network satsilite system Inoluding dish, recetver, sccess
72 1__|Dish Notwork satellite recaiver serial R0031039770 1 |oard, etc, n/a
Dish Network model 3900 aon_<e. containing access card § 00 1126
1 _|s30830 RDECPK82798H R0031039770
1__|Dish Network Accass Card inside recelver RDECPK82798H S 00 1126 5308 30 ﬁmooﬁcuwﬁo
L1 [ 1 |Dish Network Satellits Recelver Serlal R0022033458 { 1 " [Dish raodel 3000 recelver (no card) {WDEBIG02460F 1

Pago 3 of 7
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Pege d of 7

/ . VAR
o / _/, ]
(]
Q
~
1)
Org. | New -
1(B) | 1(B) ] ltem 1(B) Description Hem # Revised Deseription Serisi # nnw
o . |Complete Dish Network satellite system Including dish, receltver, access B
74 1 |Dish Nstwork satollite receiver serial R00629328515 | Jeard, etc. nfa
Dish Network modet 3900 recoly ining sccess cerd 8 00 1111 . i
| [68%4 03 3 RDECPK039740 R0029328513
| IDish Network Access Card inside recelver RDECPK03974G 18001111 6894 03 R0020328515
75 T [Dish Network satellfts recelver serial R00304571352 [ 1 |Dish model 2800 receiver ining aceess card S 00 1143 6001 03 RUECVK43933K TRO030457152 [
[ 1 |Dish Network Access Card Inside recciver R0030457152 S 00 1143 6001 05 |R0030457152 |
Complets Dish Network satellite system including dish, receiver, access
76 1 |Dish Network sateifits recetver serial ROD27988848 1 |card, etc. wa
Dish Network mode] 4900 repetver contalalng access card S 00 0819
{ 748638 RDECTK11438E R0027988848 by
1 [Dlsh Notwork Access Card (nslde recalver ROECTKI 14388 "=~ 1S 00 0819 748643 RD027988848 m_.
|8 ]
Complete Dish Network satsllits system including dish, receiver, access nDu
77 1 {Dish Network satsllits receiver serial R0028007314 1 [eard, erc. . n/a s
D
\ Dish Network modei 4900 recetver containing access card 800 0819 @
1 |733134 RDECTK!14228 RO028007314 P
1 |Dish Network Acceas Card nsids recsiver RDBCTX 14228 S 00 0819 7531 34 RO028007314 w
<
(Complete Dish Network satallita system Including dish, receiver, access S
78 1 |Dish Network satsilits rsceiver serial R0031031270 1 |card, otc. v m
Dish Network model 3900 recoiver contalning access card S 00 1158 %
1_{s19s01 RDECPKS0190H R0031031270 S
1 |Dlsh Network Access Card Inside receiver RDECPK80190H kmfoo 1158 5795 01 RO031031270
Complete Dish Network satellite system including dish, reosiver, accees
79 1__|Dish Network satellite roceiver serial R0029328466 1_loard, oto. n/a
Dish Network model 3900 recaiver contalning sccess card 800 1111
1 l\*mrd_ 79 ! RDECPK0S885G RD029328466
| |Dlsh Network Acceas Card Inslde receiver ROECPK05385G S 001111677179 R0029328466
Complete Dish Network satellite system (ncluding dish, receiver, sccess m
20 1 |Dish Network satsllite recaiver serial R0030765165 | Joard ets. s w
Q
Dish Network model 3900 recelver containing sccess card 8 00 1184 [
11243070 RDECPK81167H RO030765165 m
I |Dish Network Access Card inside receiver ROECPK81167H IS 00 1184 2450 70 R0O030765165 o
e
-
X
e
X




Orz. | New G I RareRag
1(8) | 1(8) | 1tem 1(B) Descriptisn Ttem # Revised Description Serlal # CAM ID Dish | DirecTV
Box sddressed to Paul St James Coutaining 46
83 1 |*unloopers*® 1 »En box sddressed to Paul St. James /s X
EMP-30 Device Programmer from Needham's Eloctrolos with *Condor!
86 1 [Noedham's Electronic EMP-30 1 |12VAC powet supply — — o X
86 2 |Generic 9 Pin Card Reader ID#67610C4 I [Generic 5 Pin Card Reader ID#67610C4, haused la tan plastic box 67610C4 X
T Small baggy contalning 33 Dish Network cards found ln 1‘— :
88 1 {Toolbox nates above Dish Network Access Card S 00 1126 8231 S6 X
Dish Network Access Card 00 1143 6012 16 X
Dish Natwork Access Card 00 1143 6059 63 X
Dish Network Access Card 800 1123 7674 95 X
Dish Natwork Access Card S 0011116907 17 X
Dish Network Access Card 1800 1143 5918 21 X
Dish Network Accass Card 1800 1143 6000 04 X
1 _|Dish Network Access Card S 00 1289 3425 44 X
1_|Dish Network Access Card 500 1129 9044 38 X
Dish N >8M¢hn-2 S 00 1120 1355 58 X
Dish N Access Card 3001168 1257 : X
TDlih Network Accass Cand _ms $201325 X
Dish Network Access Card 8 00 11552379 56 X
Dish Network Access Card S 00 1220 7435 48 X
_UE. Network Access Card 00 1115 1588 03 X
Dish Access Card 300 1118 2006 22 X
\ {Dish Network Access Card 5 00 £135 118501 X
_U_ur Notwork Access Card 3 00 999 14 X
ish Network Access Card 00 645 47 X
_UE_ Network Access Card 00 258 76 X
ish Netwot >§E S 00 1184 2745 45 X
—OE.. \ Access Card S 00 1228 8205 21 X
Dish Access Card 800 1168 1299 17 X
1 [Dish Network Access Card S 00 1129 9046 60 X
, 1.. {Dish Network Access Card S 00 1120 1356 55 X
Dish Network Access Card 8001117 7154 68 - X
-{Dish Network Access Cird o _ S 00 1123 7675 96 X
_UE Network Acceas Card 8001123767394 X _
Dish Natwork Access Card —.w_oo 20 0554 72 X
Dish Network Access Card 500 1111 6886 95 X
Dish Notwork Access Card 500 1143 6064 68 __ X
Dish Network Acceas Card 00 1151 1293 13 X
[Dish Network Accest Card 00 1143 6006 10 X
83 2 [8 Dith Network Cards 1 |Dish Notwork Acceas Card WSE& 416 27 X
Dish Network Acceas Card S 00 0296 3393 02 X
_u.q..wanﬁiég S 00 0085 0346 62 X
Dish Network Access Card _Qq 4339 0 X
Dish Network Access Card 'S 00 0843 7971 86 X
2_[Dish N Accsds Card S 00 0150 784S 58 X
2 {Dish Network Access Card S 00 0604 8427 44 X
2 |Dish Network Access Card S 00 0742 4935 40 X
_41 _ J _ — _aum. X 2.25" green blocker containing DirecTV sccess card 0001 6701
94 1__jt HCuard & Blocker 1 |306} Page S of 7 na ~|b x'._

g
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Org. | New . : R LG T N T
. 1(B) { 1(B) | Item 1(B) Description ltem # - Serial 4 CAM ID Dish DirecTV | -
. ] [DirecTV access card 0001 6701 2061 X
94 2 J30 H Cards 2 |DirecTV access card 0003 2528 0493 X
94 3__|DirecTV nccess card 0003 2197 1707 X
94 2 DiresTV access card 0002 0242 7209 X
94 2 IDirecTV access card - ]000] 8032 3859 X
e 2 [DirecTV access card 0001 7875 539 X
94 2 |DiresTV socess card 5001 #174 485 3 1 . X
94 -2 |DirecTV sccess card 0001 7583 951 X
04 DlreoTV access card D001 7953 380 X
94 IDirocTV sccess card 2001 7487 9451 X
54 [DirecTV access card - 5001 8559 4504 X
94 DirecTV access card 5001.7439 0757 X
94 2 _|DirecTV Accesa card 0001 7429 7281 - Lo X
94 2 _ [DirocTV sccess card ..J0001 7812 8142 - .-, §. - - e e X
Y DirscTV stcess card 5001 8148 9154 - X
- lrecTV access card 0001 8576 1772 - X -
94 DirscTV access card 000] 7440 6215 X
54 —Wﬁla._é access card - 0001 7860 9430 X
94 2 |DirecTV acteas card 0001 8176 9415 X
94 2 _U§< access card 0003 2245 4331 X
54 2 _ |DlredTV scceas card " (0001 7429.4025 A - Lt -~ X
94 2 |DlrecTV scceas card 0003 3108 9144 X
54 2 Fﬁi access card 0003 3869 1703 X
94 2 |DlrecTV access card 0001 8645 4260 L X
54 DirecTV access card 0001 7682 7848 X
D4 DiresTV access card 000§ 7601 5600 X
54 DirpcTV acosss card 0001 8656 8051 X
94 DirecTV access card 0001 7964 2475 X
94 2 |DirscTV access card 0001 7965 6939 X
94 - 2 |DireaTV scosss card 0001 8519 7154 -X
04 DirecTV access card |60CY 7439 3975 © - X -
94 : DirecTV access card 0001 7437 5253 - - o X
94 DirecTV access card 0001 81107210 X
94 2 _|DirecTV eccess card - |0001 7639 1407 X.-
94 DirecTV sccess card 0002 3030 7241 X
{94 2 [DirecTV nccess card - {0001 58522292 - - X
| 95 1 1 11 Recsiver | 1 |RCA DirecTV receiver containing sccess card 0003 3714 5296 [904328330 | { |
{ | | : |1 | DireeTV scopss card insida recelver 504328330 [0003 3714 5296 | ] X
119 1 IS sstellits cards | [DirecTV sccess cand 10003 361 1 5381 X
2 _.Q:on.z acceys card _88. 0606 4461 X
3 |DirecTV access card 0001 $110 6366 X
4 |Dish Network Access Card 18 00 0665 3245 61 X
. RCA DirecTV model DRD303RA recelver containing access card 0003
122 1 {One RCA satallite recelver wicord, .oﬁmuntﬁmu 113991 2156 638447493
j 1 |DirecTV access card {nafde recetver 638447493 0003 1991 2156 X
[ 123 | | 1 _|DSS Manuals (5 Vol ) and One Video Tt |DSS Bible (5 volumajge 6 of 7 | ) 1 1 T X
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’ 3 -
Org, [ New _ ’ L RQrERyRA,
1(B) [ 1(B)|Ttem 4| 1(B) Description ltem # Revised Description \ Seriai ¥ CAM ID
)| )__{VHS video “The DSS Video" i /s
[135 ] ] 1 D38 Access Card |1 [DirecTV access card ) i Joo01 265 0164 I | [ x ]
Page 70f7
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E Emall This Page to Someone!

Show _a Printable Version
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Hitec Satellite Chat Forum > Echostar

Clearing Password in {RD

Author

destnee
Member in Training

Registered: Oct 2000
Posts: 20

) 01-16-2001 11:13 AM

destnee
Member m Training

Registered: Oct 2000
Posts: 30

[) 01-16-2001 03:56 PM

ZED

Maderater

“egistered: lan 2000
Posts: 628

< last Thread  Next Thread >
eEnddnn] a=aesy

Has anybody been able to clear the password in the IRD. | have a few units that
have the password set and can't seem to get rid of it.

S

Thread

Eprole  [Zmail ‘ww gnuw Eedt /delete @WO

17: Logged
up
Epoite  [Hmot e Bsewch BBedisocee. Saote 1P: Logged

&

A search of the forum would have brought this up but here it is. Just go to the
memory dump {menu, 6, 3. info, right arrow. left arrow) and when your there hit
Ihe tvivideo button. Unplug or just power off with the power button on the front of
the receiver and thats it, memory cleared.

ZED

D 01-16-2001 06°57 PM Eprotie [Hrot v Qe " HUEEE Bwoe 1p: Logged
All times are PT (US) @W a3 W
Forum Jump: |Echostar ~] < tast Thread  Next Thread >
)
Forum Rules:
Who Can Read The Forum? Any registered user or guest. Admin Dptlon:‘:
Who Can Post New Topics? Any registered user.
Who Can Post Replies? Any registered user. g—%e—l“—‘ Br?j
Changes: Messages can he edited by therr guthor. Messages can be deleted by thewr author. Edit Thread
Pasts: HTML code 15 OFF. Smilies are ON vB code 15 ON. [IMG] code Is ON. =
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T
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DR7 Dagital Chat Forum - Reset’  Password on DN IRD Page 1 of 2

) {}Profle  Register - Members iHelp {_)Search YiHome
SN e = -
L/é‘- b Login @ORT E-mail  Sigoup @DR7 E-mail Upload New Files
AR 7T
FEEDING I4E DIGiTAL MIND (=3 Emal This Page to Someonet
é Show a Printable Version

Go to first unread past &
DR7 Digital Chat Forum > Echostar Technical Forum

Resetting Password on DN IRD < Last Thread

Author Thread _gﬁefﬂhread _ﬂ. !!05? r?ﬁﬁ”
destnee Anyone know how to reset the lockout password on a Dish IRD?
Junior Member Thanks...
Registered: Nov 2000 )
Posts: 29
8B fe
D 01-16-2001 04:00 PM Eworle Bsewch  fedesdeice EJouote 1P: Logged
Milton . destnee - have you tried a search on the word “password” in the Echostart
Senior Member General Forum? This question has been answered many times in the past and a

search will return posts with the answer.
Registered: Aug 1999

Posts: 114 Here is one of my favorites. | verified this about 6 months ago so | don't know if
the locations are valid.

Let us know if it works!
From a post from Star:
There is an altemate method, which will nol destroy your saved data in the IRD.

You are already in the diagnostic menu/memory dump.

Go to the following mémory location: NVM 01C0: 00000000 00000000 87030000
00000000

The abave represents a password of 0987. The msb is in the first nibble second
byte. the isb of the password is in the first nibble first byte.

Hope this helps for next time.

Starlog

13 01-16-2001 07:05 PM Exlprothe Bsearch EDeonsdciete  Eauore 1P: Logged

Mikeyl

Seniorme'nbtr @ Clear password

Registered: Aug 1999 This method will clear NVRAM and the password with it.

Posts: 304 i believe | saw this posted before on this site...but maybe it was PD... (Uniwiz
posted this | believe)...
Master reset: (Clears password and favorites. clear NVRAM):

httn-/urunwr dr7 eam/memberc/chawthread.nho?nostid=176181 1/17/2001
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DR7 Digital Chat Forum - Reset” . Password on DN IRD . Page 2 0f2 /5

3 01-16-2001 09:48 PM

[MENUY] {6 (system setup)] [3 (Diagnostics))

{ Do these quickly [INFO} [RIGHT ARROW] [LEFT ARROW])

“*Note this will bring you to the memory dump screen™*

At this point hit the [TV/VIDEO] button. The screen will say NVRAM is corrupt - it
will be cleared once the [POWER] button on front panel! is pressed. So hit
{POWER] on FRONT PANEL. When it comes back up - password and favorites
are cleared.

Memory Dump (by itself):

[MENU] [6 (system setup)] [3 (Diagnostics)}
( Do these quickly [INFO] {[RIGHT ARROW] [LEFT ARROW])

As suggested in the previous posts the password IS stored in the jocation
specified earlier. You can use that method to change/dear password as well
without destroying your saved settings...

Hope this helps...

[Edited by Mikey! on 01-16-2001 at 10:10 PM]}

Have a great dayt

Mike

Ewose [sewch  EBedkfoekte SJauote 1P: Loaged A

destnee Thanks, | usually doa search but forgot this time.... Brain problems this week, 9
Junior Member that damn flu thats going around. Ry
Registered: Nov 2000 <)
Posts: 29
D 01-17-2001 02:58 PM Epotie Raewch  Ehcs/dcite  Fauoee IP: Logged
& new thread W &' post reply -
All times are PST (US) e I L i POS piy
< lfasl l!]z:g_ﬁ
Forum Jump: |Echostar Technical Forum ~] Go
Forum Rules: .
Who Can Read The Forum? Any registered user or guest. 3;;‘:" °"“°1;":'
Who Can Post New Topics? Any registered user. Moy M‘I’h
Who Can Post Replies? Any registered vser. Hove Thread
Changes: Messages can be edited by their author. Messages can be deléted by their author. Edmmgn Thread

Posts: HTML code is OFF. Smiles are ON. vB_code 1s ON. [IMG] code Is ON.

hetn-/farmar de7 comimemberc/chawthread. nhn?nostid=176181 1/17/2001
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Wtere in the Memory Map did you find your keys - Par Digital Cormapuon x/fwww.dr7 com/ubb/Forum4/HTMI/00039 | hty

cats
urragstered

melilvin
urregistared

Eric Cartman
unregistéred

Barefooter
unreg:stered

Jof 1l

HIGHLY CONFIDENTIAL

m - R —

i Model 2000 ex-sub HTS uhf fcofif ird# rotinversad.Nzxt 8 bytes are
i the KEY to the city! thanks DR7 THE CRACK STUNT CGUY SCG and ah
gthat hrave hslped ) .

i“>

Info on the 4000 {subbcd): A
Data on $87A0 is repeated on SFBAQ excspt the Key --

SFEAQ: CORRRRRRR-RTWTITITWTTTTTTSSSSSS
SFBB0: SS3130434E020000KKKKKKKKKKKKKKKK

V/here

R: Revr ID (reversed)

T: Bootstrap version {ASCII)

S: Software version (ASCII)
3130433E: "10CN"(scems ASCII ?7)
K: Secret key (reversed)

lLocation $OFDOFFFQ is &ll zerogs (sukhed)

4

,[This messz2ge has been edited by me'v‘!;llivin (editec 01-12-98).]

[Tnis message hes baen edited by mel'llvm (edited 01-12-9%).]

{ IRD Key/ID: CONFIRMED cn cnz modc! 3000 at address $8700 and
CONFIRMED on one model 4000 at address $8A70. [ have no way to
; confirm the secret key on eitrer of tha reciavers so T wiil just take

i everyones word for it.

iThanks everone,

I have a 2350 at least that's what it say's on the back ...on the info
screan it says 4000... found my ird# at FBAQ and EA70...very close to
where the 4000 keys seem to be...the next 16 bytes arc the same in
both locations.... haven't pulled tha tsop and did a dump to confirm...
am waiting on a programiner and am going to try the avr dual with the
master hex with the first 8 bytes following reversed (as it appears in the
memcery dump) and if that coesn't work the next 8 bytes and if still no
luck the first and second 8 bytes inversed (reverse from the dump)...do
ou have a AM26F010 as mine does in front of the tsop?...will pull the

01/0472001 10:10 PN
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Lnregistarac

1
{
}
l

;
BigDish
N’ewbie
Pests: 3
Ee:_:sstered: Sep
1293
Mikef

unregistered

|
1

mellivin
unreg:stercd

i
f
i
l
l
l
|

R;eg:sisvred: Ssp
1999

upregistered
1

4of I1
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tsop if all else fails...anyone else have any other suggestions... always
open to new idea...can't believe how much I have learned here.

DR7 keep up ‘the groal .vork .....

h was thaL DYHS & =ubb°d box?

ihave asu
itisallQ's

I found the IRD (nct reversed) in $8358, but the ke,/ xs not there, Just
bcots rap info in ASCIL.

Another post someene mc'mo ed location $15120, bt not true on
mine,

T'll keep locking...

-melllvin

Modet 1000: 1 also found JRD# at 15565 (from memory- I'll update
tater from home) with the ascii data as before, but i thmk that the keys
follow the ascii data. .

Tonight, I'll load up the card with these numbers and see if they are the ’
keys. Will update post with more info later,

DrNeurcn

01/04/2001 10:10 PM
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Where in the Memory Map did you find your keys - Pa

Yakshumash
urragistered

Yakshumash
unregistercd

cimeron -
Mamber

Posts: 24
Registersd: Nov
1539

jazzercz
unregistered

Digrtal Corruption

not connectedto the datastream, 9FDOFFFO is the place to find your -
IRD # followed by your szcret key. I was wondering if a Master Reszt
would return the IRD into the "new, not cannected” state?

11f someone wants to try it, here is what I would suggcsi:

-{ 1) disconnect your box from the datastream

2) do a master roset.

-Turn your E* IRD on

-Using remote, press MENU 6 1

-Using remote; press the following sequsnce INFC BROVISE THEME
-Fress the TV/VIDEO button and then-the [RD's front power butten.

3) Now co into the memory dump and lcok &t Iccation SFDOFFFO and
sce if the first 4 bytes are your IRD numbder, If 50, then the naxt 8 bytes
are probably your-secret key. : : B

Let us know if this works or not.

Excellent idea jazzercz (- :@f-) , Dwill try it and post resuit.

[This message has bzen edited by Yakshumash {edited 01-14-99).]

T4 =2
Jazzerez- 1 tried what you sucgested. It did not work. BUT it had some
urexpected resuits. This is a model 4000, 1t had the key at the end of
the line $FB350, it was still there but the box ID several lines befare was
gone. I know it was there previcus because thats how I traced the key.
I wonder- did the receiver get a code update to meke finding the key
harder cr did the master resat remove it ?

& B4 OED

Yak. ¢ Iwas wondering was your 4000 sub'd?? If so did your sub work
after the master reset?? I am wondering what effects the master reset
has on the CAM or the sub of an ird. Will it just go back to being a
normal sub'd box?? Any ideas? Thanks.

| Yakshumash - RATS... Thanks for the effort. T am not certain why the

IRD # went away, but it is not important anyway. The private key &t -
the end of $fbbQ is the real gem.

It seems that somehow we can use the master reset to our advantage...

o/twww dr?.com/ubb/Forumd4/HTMLA0039 1 hir

Sof i}
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Where in the Mctoory Map did you find your keys - Par - Digstal Comruption

Tylon
Ln. cgistsred

r
|
|
f
i
|
i
i

ﬁylon
kunre;istared
|

6of It
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oo dr7.comfubb/ForumA/HTML/000391 bt

It looks like all of what [ surm:sed was_ inccrrect. The location SFb70
touks like it is in ram. I can-Gnly get the box id back by putting in my
! sub(also answers your question
lcmevan) Sc'this is probably & buffered command- \uth'\ when [
looked at it had all the ascii bytes Uniwiz was telling me to put in to
‘r:move tha unauthourized messaged, except several were changed and
the bytes are offset relative to the Kc,' . : - -

) htha xmels:e : -

XX XX XX XX a2 83 83 23 a3 32 22 a3 aaza
3a2acazaaaaaz kk Ko kk kk kk kk kk
f(\

In Memory I sce:

XX XX XX XX 23 33 53 32 563 @3 33 32 aa &a
aa aa aa 2a 2a aa 2z zz zz kk kk kk kk kk

= box ID
ascii bytes
zeros
key bytes

So the real message may be paddad with a few
more 22ros or the box ID may be out of positicn,

Stuntguy/Stymie/Uniwiz you guys have any explanatmn for this. Is
bcolute positicn 1n the string important ? !

his massaga has been edited by Yakshumash (edited 01-14-39).)

II have a ex-subbed 4000.\With the info I have gathergd on this thread, 1
’hav= 2 choices for a secrst key. Should T just try 2 different modded bat
‘ﬂ es:or any suggesticns? My:ird # is not at 8370, but is at 9fdCfff0. I
would assume the key is after this address and not the fbb0.....2
chcmes for a key. What to do"

Just] looked at bat gen. snte.It has a place for ird# (8 byte dngats
correct?) Secret key (16 byte digits) and cam id (B hex bytes). This may
sound stupid, tut i can't convert My cam idto4 bytes

(00300 xxxxxx)Any h:lp garg )

01/04/200) 10:10 P}
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Where in the Memory Map did you find your keys - Pa= Digital Corruption

Yakshumash

unregisterad

Mamber

jazzercz
unregstars

melllvin
unregistered

litow
unregistered

Tofll

HIGHLY CONFIDENTIAL

m : 54 E3
You may nead to pad it with leading zeros.

Dragonmaster|[i}

I tried the mastar reser reutine,it worked for meona 3000,found the
tox id and keys et

Sfd0:f0,10aded them into AVR mod and nada,got channcl guid2 and
music,checked and reached,ohm'd pcb.Everything good on the

I pcb,Went tc the bztt.bin generation site.loaded all info and programed

v3 batt with bin.Wcrksd first time.l have used Dual
AVR b4 and it works.Ceuld something be different in a screen dump
compared to @ manual tsep dump?

i
[ .
! fMaster Reset:

|
{Yak - 4000 - did not work
Dragon - 3000 - Did work, but dual avr stopped and bat worked?

Hmmm.., this is strangs, but there is promise here.

Anyone xncw how to do a master reset cn @ 1000 box?

|m
more on model 1000 subbed:
Looks like the key is on $1557C in the seme format as the other models,
1 didn't confirm:

R=IRD

A = ascii
Z = zero
K = KEY

-mellivin

10

Mode! 3000

IRD # in $8700 and $14BES

Secret Key in $14BFC-14C00

Confirmed. Unit works fina in all channels with a sinale AVR.

01/04/2001 10:10 PN
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Where an the Memory Map did you find your keys - Parr ™ Digital Commuption

larefooter
registered

Garfy

unrsgistered
|
i
y
i

hbndyman

uprecistered

Sof 11

HIGHLY CONFIDENTIAL
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[This message has been edited by litow (edited 01-15-95).]

FYI: :
Those ASCII {(AA AR AA) Bytes zre the beotstrap and software versicn
sumbars that appear on the information screen.

Have'lcaded a kﬂy (the first 8 bytes after id at 91dC O) and aﬂ Iget
music. The guide shows I should get everything? All I:get is black

Se apprec. .v.Fngred it Out......confirms with melilvin' s findings for an
FX-sub'.‘-":"‘, ‘ . :

[This :message has bsen editcf:: by Tylon {edited 01-16-59).}

Y

Madel: 2350 : :

IRD Key/iC: Confirm at $8A70 and FBAD (reversed at both locations)
Secret key: The last 8 btyes on line $FBE0 : :

{not reverszd)

Subbed/No-Sub: Prswous:y Subbed {cancelled)

fi0 Mod

Looks the same as 4300...\,-.'or:king with Dual AVR no blackouts
Thanks fer the info Barcfooter..

m

ftodal: 3000

Subbéd: Top 100

147C0: 00222222 OORRRRRR RREBEBBB BBBBBBBB
147D0: BESSSSSS 5SSSSSSS S5000000 KKKKKKKK |
147E0: KKKKKKKK 72220000 FFFFOGOO 00000000 ¢

2= Zip Code

R= Receiver ID

B= Boctstrap version [ASCII)
S= Software version (ACCII)

K= Secret Ke

Case No. SA CV03-950 DOC (JTL)

T v/www di'7 com/ubb/Forumd/HTMLA000391 htin

. {screen.. L./rong key? Using bat with prev.subbed 4000. Any help would

0L/04/2001 10.10 PV
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Where m the Memory Map did you find your keys - Par Ingital Corruption vitwww df7 .com/ubb/Forumd/HTMLAG039} htm

Also found Recziver 1D at location §840 but no secret kay in that area.

Has anyong thaught that the reason the Keys fioat around se much from
receiver to receiver could be do to what program cackage you are
subscribed to? .

If Subbed that is. :-)

StuntGuy )]

Membzr

1 can confirm Mellvin's findings: On my ron- sub non-mod 1000, the
key is at 1557C—15583 ’

unregistered

;I found my key on E at 9fd0fif0 but i ses postings like $14kfo $14bco
i where do i find these? I am using the memory dump on screen method.
t\’"ats this $ sign for ?

jazzercz 'm : T4
u~registsred

jJershu, just ignore the $, it specifies thet the address is hex.

jershu { ﬁ‘l
unregistared

tjassercz: thanks for the quuck reply, C I willignore the $ sign, but
9FDOFFFO ‘
is 4 bytes or 8 hex , the
$14BF0 is only 5 Hax. When I enter these fex ‘|
in the lower left hand tox of the memcry 4
mep location what do I enter? .
If I enter 14BF0, it still leaves me with N

3 I dont know. Sorry if I sound ignerant =

R

jazzercz >/ ‘
unregstered

Put zeros in front... Example 14BF0 sheculd be entered as 00014EF0,

jazzercz
unregistered

V/ell, on a 1000 subbed box, 1557C was zeroes. In fact, all of the
memory in that area was zeroes. 5o fcr a 1000 subked box, thereare
scme discrepencies...

9ofll 01/04/2001 10:10 PM
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Name: Russ Densmore
SEARCH PLAN
Case #: 295E-PX-68585 .
A. MISSION AND SEARCH LOCATIONS
B. BACKGROUNDIBRIEFINé INFORMATION
C. SUBJECTS/TARGETS
D. PERSONNEL, SEARCH TEAMS & ASSIGNMENTS
E. COMMUNICATIONS
F. EMERGENCY POINTS OF CONTACT & PHONE NUMBERS
G. PRQOTOCOL

H. ATTACHMENTS

Pre-search briefing: 2:30 pm on Wednesday March 21, 2001

Staging will occur at 8:00 am on Thursday, March 22, 2001
Searches will commence at approx. 8:30 am on Thursday, March 22, 2001

HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL) ESC0113714
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NOTE: THIS SEARCH WARRANT IS SEALED

~ A. MISSION AND SEARCH LOCATIONS

To execute search warrants at/of the following locations/individuals/automobiles:
Locatians:

Site #1: 5128 E. Roberta Drive, Cave Creek, Arizona
[Personal residence of Anthony J. Maldonado}

Staging Location: Giant Gas Station parking lot, comer of Dynamite
Road and Tatum Boulevard in Cave Creek (4740 E. Dynamite Boulevard)

Site #2: 3401 W. Buckeye Road, Suite #3, Phoenix, Arizona
[Warehouse for Bargaintown Liquidation]

Staging Location: 35th Avenue and Cocopah (2 blocks south of
Buckeye). Stage at the east end of Cocopah which is a dead end cul-de-
sac.

Individuals:

e  Anthony J. Maldonado, a male standing approximately 61", weighing
approximately 180 pounds with brown hair, having a bll'ﬂ\ date of 9/22/1967
and a social security number {omitted).

L Paul Thomas St. James, a male standing approximately 63", weighing
approximately 230 pounds with brown hair, having a birth date of 5/12/1967
and a social security number of (omitted).

Vehicles:

- 1998 Jeep Cherokee, Arizona license plate 611EAW owned by Anthony J.
Maldonado

® 1995 Dodge Pickup, New Jersey license plate GL 200S, owned by Paul T. St.
James

See attached search packets for site descriptions, staging locations, directions and
photographs.

HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL}) ESC0113715




B. BACKGROUND/BRIEFING INFORMATION

FBI Case #: 295E-PX-68585
Case Title: - ANTHONY J. MALDONADO
Violations:

AR.S. 13-1003 Conspiracy

ARS. 13-1802  Theft of Services
ARS. 132310 Fraud Schemes
ARS. 13-2317 Money Laundering
ARS. 132312 lilegal Enterprise

Case Agent:

__PH# = Pgré = Cell#
SA Stephen A. Belongia (FBI)  602-650-3267 602-227-5420 602-319-5161
Assistant A.G. Gale Thackeray 602-542-8424 - 602-542-5997 (fax)
Division:

Phoenix 602-279-5511  602-604-3440 (fax)

Case Background/Synopsis:

Anthony J. Maldonado and Paul T. St. James are suspected of programing, selling and

distributing illegally modified access cards for both the DirectTV and DISH Network

sateliite systems. Maldonado is a network engineer at Motorola's Information Technology

Group, and other Motorola employees are suspected of distributing illegal access cards

for Maldonado. Maldenado has been observed programming DirectTV cards on his Sony

VAIO notebook computer atwork. Itis believed that Maldonado may have as many as 800

DirecTV customers representing programming losses of over $2,000,000 per year.
(conservatively). The revenue from sales of said cards likely exceeds $300,000.

Maldonado is cumrently only “servicing™ DirecTV access cards and is not believed to be
distributing additional cards. Cards require "servicing” due to electronic counter measures
(ECMs) which are initiated by DirecTV as part of their anti-piracy efforts. ECMs cause
illegal access cards to "freeze-up” rending them useless. The programmer (Maldonado)
must then reprogram the cards in order to continue to illegally receive free programming.

Maldonado has recently focused his piracy efforts at the DISH Network satellite system (a
competitor to DirecTV). Maldonado and financier/pariner, Paul T. St. James, allegedly
paid $80,000 to purchase the computer code to “hack” DISH Network access cards. itis
believed that the code was purchased from an unidentified Canadian hacker. Most of the

HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL) ESC0113716
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“top tier” computer programmers/hackers who are capable of compromising DirecTV and
DISH cards reside in Canada.

Maldonado and St. James have established an Intemnet website, www.kobalt.com.mx,
through which they sell illegally modified DISH systems (including the dish, receiver and
access card). Maldonado and St. James purchase unmodified systems through various
local retailers including CostCo, as well as out-of-state retailers such as Bulverde Home
Theater in Texas. The access cards for these systems are modified, and the unit is
repackaged and sent to customers. Customers believe that Kobalt.com is a Mexican
based company, but checks are sent to a mail drop in Nogales (282 N. Grand Court Plaza,
PMB 144, Nogales, Arizona; Everyday Mail). An undercover purchase revealed that
Maldonado communicates with customers using the screen name “baud_father.com”. One
communication included the following disclaimer:

"l understand...that | am responsible to know whether or not these cards or
programming are legal in the area | am asking Kobalt.com.mx to send thisfthese
products. | am also not part of any task force or govermnment agency working
against satellite pirates and | further agree that anything | receive from
Kobalt.com.mx can not be used as evidence in any form.."

It has been determined that 50 unmodified DISH systems were shipped from Bulverde
Home Theater in Texas, to a warehouse owned by Paul T. St. James, 3401 W. Buckeye
Road, Suite 3, in Phoenix. One of these 50 units was then modified and sent to
investigators acting in an undercover capacity. Suit 3 includes office and warehduse
space for Bargaintown Liquidators, owned by St. James. Maldonado and St. James have
been observed meeting at the location after business hours, and it is believe that it'sithe

location where the DISH systems are modified and repackaged for delivery to weuss’te
customers.

It is believed that the website for www.kobalt.com.mx may be contained on a Ia;itop
computer owned by Maldonado or St. James.

The case is being prosecuted by the Arizona Attomey General's Office.

HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL) %ESCO113717




C. SUBJECTS/TARGETS The primary targets of the investigation are as follows:

Name:
Height
Weight:
Hair.
DOB:
SSN:
Criminal:

Name:
Height
Weight
Hair:
poB:
SSN:
Criminai:

~IGHLY CONFIDENTIAL Lase No SA CV03-950 DOC (JTi)

Anthony J. Maldonado
61"

180 Lbs.

Brown

0912211967
527-99-6546

1988 - Burglary

13991 - DUI

Paul T. §t. James
6'3"

230 Lbs.

Brown
05M12/1967
136-78-6308

1985 - Burglary

ESC0113718




D. PERSONNEL, SEARCH TEAMS & ASSIGNMENTS

Name Agency Site Assignment{s
»  SA Stephen Belongia FBI 1 Team Leader/interview/Searcher
»  Inspector John Zemblidge USPIS 1 Room Labeling/Diagram/Searcher
«  SADeb Adamo FBI 1 Searcher/Evidence Control
»  SA Eugene Kaili FBI 1 Photographer/Searcher
» SARichEsler - FBI 1 Searcher/Photo Log
*  SA John Treadwell FBI (Cart) 1 Computers/Searcher
»  SA Shari Mcallister " FBI 1 Searcher
*  SAlJim Conner - FBI 1 Searcher
*  Russ Densmore . Dish 1 Technical Advisor
+  SA Julie Halferty - F8l 2 Team Leader/Interview/Searcher
*  SADee Simpson - FBl 2 Room Labeling/Searcher
» SADanOnmr FBt 2 ' Data Sheets/Diagram/Searcher
«  SAAnn Fasano FB! 2 Searcher/Evidence Control
e SAJohn Lewis FBI (Cart) 2  Computers/Searcher
*  SA Mike Gallante FBl 2 Searcher
+  SA Marilyn Shefveland FBI 2  Searcher
»  SA Brian Fuller FBI 2 Searcher
»  Detective Mike Sechez PPD 2 Searcher
»  Dawn Langston . EBI 2 Photographer/Photo Log
« JJGee Nagra/Dish 2 Technical Advisor

Team Leaders will also;

1)  Serve warrant(s)

2) Prepare FD-302

3) Make other assignments as necessary

Entry & Controlling the Search Scene:

(omiited).. DirecTV and DISH Network technical advisors and support personal will remain at the
staging locations until the sites have been fully secured...(omitted).

HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL) ESC0113719




E. COMMUNICATIONS
FBI Radio Channel(s)

{Omitted)
. Team # Par# Cell #
SA Steve Belongia 1 602-227-5420 602-319-5161
Inspector John Zemblidge 1 - 602-690-6107
SA Julie Halferty 2 602-409-7685 602-908-8731
SA Brian Fuller 2 602-213-9050 602-316-5019

F. EMERGENCY POINTS OF CONTACT & PHONE NUMBERS

Emergency: , 911
Agency Main Numbers:

-Fel : (602)279-5511

Medical Facilities:

Site #1 Site #2
Paradise Valley Hospital Phoenix Memorial Hospital
3929 East Bell Road, Phoenix 1201 S, 7th Avenus, Phoenix ~
{602)923-5000 (602)258-5111
G. PROTOCOL
{Omitted)
H. ATTACHMENTS

1. Site Packages (1 & 2)

2, Items to be seized & List of the most important items to be seized
a Photos of DirecTV and DISH System hardware and piracy equipment
NOTE: THIS SEARCH WARRANT IS SEALED
7
HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL)
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SITE #1

5128 E. ROBERTA DRIVE
CAVE CREEK, ARIZONA

Residence of Anthony J. Maldonado

Site Description :

This is a two story cream colored residence with a rounded tile roof and a two car garage. On each
side of the garage are four decorative raised squares which are brown in color. On the third square
on the right (east) side of the garage arc the pumbers "5128". To the east of the property is a block
wall and a horse property. The residence is the last house on the north side of a cul-de-sac. There
is a large rock situated left (west) of the garage. The entrance to the residence is on the right (east)
side of the garage and is lit with landscape lights. The location is the principal residence of Anthony

J. Maldonado.

Staging Location:

Giant Gas Station, Corner of Dynamite Road and Tatum Boulevard (4740 E. Dynamite Boulevard).

HIGHLY CONFIDENTIAL Case No. SA CV(3-950 DOC (JTL)
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SITE #1
5128 E. ROBERTA DRIVE
CAVE CREEK, ARIZONA o
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nrse  ©2000 Wide World of Maps, Ir-
170 | 1

SITE #1
5128 E. Roberta Drive
Cave Creek, AZ

Search Site: 5128 E. Roberta Drive
Staging Location: Giant Gas Station, corner of Dynamite Road
and Tatum Blvd. (4740 E. Dynamite Blvd.)

S ——— ~

HIGHLY CONFIDENTIAL Case No. SA CVv03-950 DOC (JTL) ESC0113723




SITE #2

3401 W. BUCKEYE ROAD, SUITE 3
PHOENIX, ARIZONA

Business/warehouse for Bargintown Liquidation
Site Description :

A large warchouse building on the south side of West Buckeye Road in Phoenix. The entry parking
lot to the warehouse is to the east of 3401 West Buckeye. The building is clearly marked with the
numerals "3401" on the north and east facing walls near the top of the building ax the northeast corner
of the structure. There are two clearly marked tenants of the structure, AutoFit and Bargintown
which have the company names affixad to the east facing wall of the warehouse. AutoFit's suites are
located at the northern most part of the warehounse. Bargintown's sign is located directly over a red-
tile roof facade which is situated above the entrance to Suite 3. On the east facing wall of Suite 3 is
a large glass window with the following lettering:

Bargaintown Liquidation
34__ W.Buckeye, Suite 3
Phoenix, AZ 85009
(602)223-2003
www.bargaintown.com

To the left of the window is a glass entry door which is accessed by walking up cement steps on the
east side of the building. There is a Suite 4/Suite D located to the south (left) of Suite 3 which
appears to be vacant. Suite 4 has a "Dream Lounger” logo on the window and a similar sign on the
door.

Suite 3 further consists of two metal roil-up doors located to the north (right) of the entrance to
Suite 3. The doors provide access to warchouse space for Suite 3.

Staging Location:

35th Avenue and Cocopah (2 blocks south of Buckeye). Stage at the east end of Cocopah which is
a dead end cul-de-sac; drive over the railroad tracks, past the Phoenix Rescue Mission and the
Insulfoam building on the south(right) side of the street, and the Arizona State Prison complex on the
north (left) side of the street. NOTE: Drive slowly over the tracks!

HIGHLY CONFIDENTIAL Case No. SA CV03-950 DOC (JTL) ESC0113724
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SITE #2
3401 W. BUCKEYE, SUITE #3
PHOENIX, ARIZONA
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N OR 01 SEIZED
1. Anything related to:

Kobalt

282 North Grand Court Plaza
PMB 144

Nogales, Arizona 85621
www.kobalt.com.mx

2. Anything related to the screen name "baud_father” or "baud_father(@hotmail.com”; e-mail
to/from panl@bargaintown.com or bargaintown.com relating to satcllite systems

3. Any documents related 1o satellite TV (ie. DirecTV, DSS, Dish Network,
Echostar Technologies, satellite signal piracy, etc.)

4. Bank account jnformation for:
a) The account used to purchase the code for Dish Network (this will be established via
an interview of the subject by the team leader and most likely will only apply to Site
#2)

b) The account used to deposit customer fands resulting from the sale of DirecTV access
cards (this will be established via an interview of the subject by the team leader and
most likely will only apply te Site #1, Anthony J. Maldonade)

¢) The account used to depuosit customer funds resulting from the sale of Dish Network
systems (this will be established via an interview of the subject by the team leader and
could apply to either Sites 1 or 2)

5. Satellite piracy hardware or software. See search packets for photos and utilize the
technical advisors from DirecTV and Dish Network

6. All DirecTV and Dish Network access cards, and all integrated reccxvcrs—dccoders
(IRDs). Satellite dishes will not be taken.

7. All laptop computers belonging to Anthony Maldonado or Paul St. James. Other computers
to be determined by team leaders.

3. Documents showing the secretion or investment of assets, and reccipts for significant
household purchases (Site #1 only)

9, Customer lists and UPS/Postal/FedEx records related to individuals who have purchased
DirecTV or Dish Network access cards or other equipment;

10. Copies of money orders from individuals who purchased Dish Network systems.

11 Travel records for trips to Camada, phone records for calls made to Canada and other
doaxmems related to Canada

12. Records and marketing materials related to the purchases of Dish Network satellite systems

from vendors such as Costco, Belverde Home Theater in Texas, etc.

13. Documents related to "Pat Clark”

HIGHLY CONFIDENTIAL Case No. SA CV03-350 DOC (JTL) ESC0113727




Federal Bureau of Investigation
County of Maricopa, State of Arizona

Search Warrant
Warrant $:QUW0 | - 000/43

To any peace officer in Maricoepa County:
Proof by affidavit having been made this day before me by Special Agent Stephen A. Belongia, I am

satisfied there is probable cause to believe that:

(X)) On the persons of: (1) Anthony J. Maldonado, a male standing approximately 6'1”, weighing
approximately 180 pounds, with brown hair, having a birth date of 9/22/1967 and a social security
number of 527-99-6546; and (2) Paul Thomas St. James, a male standing approximately 63",
weighing approximately 230 pounds, with brown hair, having a birth date of 05/12/1967 and a social
security number of 136-78-6008.

(X) Atthe locations known as: (1) 5128 E. Roberta Drive, Cave Creek, Arizona: This is a two
story creme color residence with 2 rounded tile roof and a two car garage. On each side of the garage
are four decorative raised squares. which are brown in color. On the third square on the right (east)
side of the garage are the numbers 5128. To the east of the plgoperty is a block wall and a horse
property. The residence is the last house on the north side of a cul-de-sac. There is a large rock on
the Jeft (west) side of the garage. The entrance to the residence is on the right (east) side of the
garage and is lit with landscape lights. The location is the principal residence of Anthony J.
Maldonado; (2) 3401 W. Buckeye Road, Suite 3, Phoenix, Arizona including any and all warchouse
and storage space held as part of the occupancy thereof. This location is a large warchouse building
on the south side of West Buckeye Road in Phoenix. The entry parking lot to the warehouse is to
the east of 3401 West Buckeye. The building is clearly marked with the numerals "3401" on the
north and east facing walls near the top of the building at the northeast comer of the structure. There

are two clearly marked tenants of the structure, AutoFit and Bargaintown which have their company

1
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names affixed to the east-facing wall of the warchouse. AutoFit's suites are located at the northem-
most part of the warehouse. Bargaintown's sign is located directly above a red-tile roof facade,
which is situated above the entrance to Suite 3. On the east facing wall of Suite 3 is a large glass
window with the following lettering:
Bargaintown Liquidation
__(sic) W. Buckeye, Suite 3

Phoenix, AZ 85009

(602)223-2003

www _bargaintown.com
To the left of the window is a glass entry door that is accessed by walking up cement steps on the
cast side of the building. Suite 3 further consists of two metal roll-up doors located to the north
(right) of the entrance to Suite 3. The doors provide écccss to warchouse space for Suite 3. There

is a “Suite 4/Suite D™ located to the south (left) of Suite 3 wﬁit_:h appears to be vacant. Suite 4 has

a "Dream Lounger” logo on the window and a similar sign on the door.

(X)  In the clectronic mail (e-mail) accounts “baud_father@hotmail.com™ (to be served on the
national headquancrs of MSN Holmml Inc., 1065 La Avemda, Bmldmg 4, Mountain View,
California 94043) and “paul @barga:mown.oom (to be served on Paul T. St. James and/or Onc Call

Communications, Inc., 801 Congressional Boulevard, Cannel, Intlixarga 46032).

(X) In the vehicles ‘dmcribed as: (1) Anthony J. Maldonado's '1998 Jeep Chémkee. Arizona
license plate "611EAW"; and (2) Paul T. St. James' 1995 Dodge }iick;ip, New Jersey license plate
GL 200S. ‘

(X)  On/In the electronic devices described as follows: Any computer that may contain the storage
of data including, but not limited to, type written notes and photo image(s), computer hard drives,
media, discs. tapes and all other storage devices.

1]
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In the County of Maricopa, State of Arizona. there is now being possessed or concealed certain
property or things described as:

1. Any and all electronic data processing and storage devices, computers and computer systems
including central processing units; internal and peripheral storage devices such as fixed disks,
external hard disks, floppy disk drives and diskettes, tape drives and tapes, optical storage
devices or other memory storage devices; peripheral input/output devices such as keyboards,
printers, video display monitors, optical readers and related communication devices such as
modems: together with system documentation, operating Jogs and documentation, software and
instruction manuals, handwritten notes, logs, user names, passwords and lists.

2. Al of the records below, whether stored on paper, on magnetic media such as tape, cassette, disk,
diskette or on memory storage devices such as optical disks, programmable instruments such as
telephones, “electronic address books™, calculators or any other storage media, together with
indicia of use, ownership, possession or control of such records.

a. Legal documents including purchase or lease agreements tending to show occupancy and/or
ownesship of: (1) 5128 E. Roberta Drive, Cave Creek, Anzona, and (2) 3401 W. Buckeye
Road, Suite 3, Phoemx. Arizona.

b. Any and all documents relating to the e-mail account “baud_father@hotmail.com” and the
screen name “baud_father”, including but not limited to electronic mail, personal
identification, bills, receipts, canceled mail, bank statements, etc.

¢. Any and all documents including e-mail and chat logs related to account(s) with any Internet,
“On Line” or Bulletin Board Services including but not limited to bills, receipts, canceled
checks, bank statements, applications and advertisements.

d. Any and all diaries, logs, notations, telephone/address books, telephone answering machine
tapes, correspondence and/or any other documentation tending to show any correspondence
with any companies or person supplying, purchasing, distributing or trading satellite
television equipment, including but not limited to devices used to alter satellite television
access cards.

e. Financial Records - People involved in Fraudulent Crimes often generate a substantial
volume of cash. The profits generated by fraudulent means are used to purchase luxury
items, vehicle, major appliances, jewelry and real property. These records are invaluable in
determining how much profit the perpetrator is making above legitimate reported income and
locating how these people utilize the profits from illegal transactions. These records include
bank accounts, statements, deposits and withdrawals. loan agreements, sales receipts,
investment agreements, income tax records, money wire transfer receipts, etc. It is known
that these records are ofien stored in paper form. It is further known that these records may
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also be stored in the form of electronic.or magnetic media on recording tapes, microchips,
diskettes, disks, disk drives and other electronic and magnctic media storage devices.

f. Any and all satellite equipment including receivers, dishes and access cards; any and all
devices and equipment capable of being used to alter, modify or program satellite access
cards including but not limited to descramblers, programmers and encoders.

U.S. Currency - People involved in Frandulent Crimes often obtain cash funds or negotiable
items obtained by fraudulent means that are tumed into cash funds during the facilitation of
this crime. U.S. Currency transactions by the perpetrator can often go undocumented and
represent tangible assets for the perpetrator(s). Currency can then be reinvested to make the
money appear “legitimate”, and is often used to obtain personal assets, eic.

99

h. Postal Records and Other Commercial Carmier Records — People who commit Fraudulent
Crimes often use the United States Postal Service or other private mail and parce] services
to facilitate their crime. Things retained by the offender include but are not limited to:
Express Mail labels. Commercial Mail Receiving Agency and mail forwarding records,
wrapping material, boxes, blank invoices, etc. Perpetrators often retain copies of the postal
or express mail shipping receipts and invoices in order to maintain their records.

i. Telephone Records / Name and Address Records — Telephone bills provide a record of all
long distance toll calls which aid in the identification of co-conspirators and the frequency
they are contacted. It is known that these records are often stored in paper form. It is further
known that these records may also be stored in the form of electronic or magnetic media on
recording tapes, microchips, diskettes, disk, disk drives and other electronic and magnetic
media storage devices.-

J- Intemational travel records including itineraries, tickets, receipts and passports.

Which property or things:

(X)  were used as a means for committing a public offense(s).

(X)  are being possessed with the intent to use as 2 means of committing a public offense(s).
(X)  constitutes evidence tending to show that a public offens.e has been commitied, or
tending to show that Anthony J. Maldonado, Paul T. St. James, customers thereof, and others known

and unknown, have committed the offense(s).
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(X) such public offense being: Fraud, Theft of Services, Dlegal Control of an Enterprise, Money

Laundering and Conspiracy, from January 1, 2000 to present.

You are therefore commanded:

(X) inthe daytim; (excluding the time period between 10:00PM and 6:30AM)
( ) inihe nighrtime (good cause therefore having been shown)

To make a search of the above-mentioned persons, locations, vehicles, e-mail accounts, and any and
all electronic data processing and storage devices. computers and computer systems found within
the curtilage of the above listed locations, vehicles or persons. If you find the same or any part
thereof, to retain such in your custody or in the custody of the Federal Bureau of Investigation, as
provided by ARS. 13-3920. Retum this warrant to me within five (5) days of the date thereof, as
directed by A R.S. 13-3918. '

>
Given under my hand and dated this_ 2> C day of March, 2001.

Judge
Superior Court/State of Arizona
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COPY

* Affidavit for Search Warrant
County of Maricopa
State of Arizona

Warrant #

Your affiant, Special Agent Stephen A. Belongia of the ‘chcml Burean of
Investigation (FBI), duly sworn, hereby deposes and says: |
1. That between on or about January 1, 2000 to pnsexit. in the County of Maricopa,
State of Arizona, Anthony J. Maldonado, Paul Thomas St. James, customers thcmo?, and others
known and unknown have been and are committing the crimes of Ffaud, Theft of Services, lllegal
Control of an Enterprise, Money Laundering, and Conspiracy by illegally altering/programming
satellite access cards to be able to view satellite services without having to pay for such services.
2. That your affiant has probable cause to believe and he does belie?_e there is now
certain property or things that were used as a means for‘ committing the public offense of Fraud,
Theft of Services, Iliegal Control of an Enterprise, Money Iaunderipg. and Conspiracy, located:
a On the persons of: (1) Anthony J. Maldonado a male standing approximately
6'1", weighing approximately 180 pounds, with brown hair, having a birth date of 9/22/1967 and a
social security number of 527-99-6546; and (2) Paul Thomas St. James, a male standing
approximately 63", weighing approximately 230 po;xnds, with brown hair, having a birth date of
| 05/12/1967 and a social security number of 136-78-6908.
b. At the locations known as: (1) 5128 E. Roberta Dn‘irc; Cave Creek, Arizona.
. This is a two-story creme colored residence with a rounded tile roof and a two-car garage. On each

side of the garage are four decorative raised squares which are brown in color. On the third square
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on the right (cast) side of the garage are the numbers “5128”. To the east of the property is a block
wall and a horse property. The residence is the last house on the north side of a cﬁl—de—sac. There
1s a large rock situated left (west) of the garage. The entrance to the residence is on the right (east)
side of the garage and is hit with landscape lights. The Jocation is the principal residence of Anthony
J. Maldonado; (2) 3401 W. Buckeye Road, Suite 3, Phoenix, Aijzona including any and al}
warehouse and storage space held as part of the occupancy thereof. This location is a large
warehouse building on the souﬁx side of West Buckeye Road in Phoenix. The entry parking lot to
the warchouse is to the east of 3401 West B;xckeye. The building is clearly marked with the
numerals "3401" on the north and east facing walls near the top of the building at the northeast
comer of the structure. There are two clearly marked tenants of the structure, AutoFit and
Bargaintown, which have their company names affixed to the east-facing wall of the warchouse.
AutoFit's suiws‘ are Jocated at the northern-most part of the warehouse. Bargaintown's sign is located
directly above a red-tile roof facade which is situated above the entrance to Suite 3. On the east-
facing wall of Suite 3 is a large glass window with the following lettering:
| ﬁargaintown Liquidation

34__(sic) W. Buckeye, Suite 3

Phoenix, AZ 85009

(602)223-2003

www bargaintown.com
To the left of the window is a glass entry door that is accessed by walking up Ccu;lcnt‘SlCPS on the
east side of the‘. building. Suite 3 further consists of two mietal roll-up doors located to the north
(right) of the entrance to Suite 3. The doors provide access to warehouse space for Sl;ite 3. There

is 2 “Suite 4/Suite D™ located 1o the south (left) of Suite 3 which appears o be vacant. Suite 4 has

a "Dream Lounger” logo on the window and a similar sign on the door.
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c.  Inthe clectronic mail (e-mail) accounts “baud_father@hotmail.coin’” (to be
served on the national headquarters of MSN Hotmail, Inc., 1065 La Avenida, Building 4, Mountain
View, California 94043) and “paul @bargaintown.com” (to be served on Paul T. St. James and/or
One Call Communications, Inc., 801 Congressional Boulevard, Cannel, Indiana 46032).

d. On/In the electronic devices described as follows:- Any computer that may
contain the storage of @a including, but not limited to, type written notes and photo image(s),
computer hard drives, media, discs, tapes and all other storage devices.

e. In the vehicles described as: (1) Anthony J. Maldonado’s 1998 Jeep Cherokee,
Arizona license plate "611EAW™; and (2) Paul T. St. James’ 1995 Dodge pickup, New Jersey license
plate GL 200S.

3 Said property or things age believed to be possessed with the intent 10 use as a means

of committing Fraud, Theft of Services, Illegal Control of an Enterprise, Money Laundering and 74

£
Nt

Conspiracy. Said property or things include any item constituting evidence which tends to show that
Anthony J. Maldonado, Paul Thomas St. James, customers thereof, and others known and unknown,
have committed said offenses.

4. Said property or things are described as follows:

a Any and all electronic data processing and storage devices, computers and
computer systems including central processing units; internal and peripheral storage devices such
as fixed disks, external hard disks, floppy disk drives and diskettes, tape drives and tapes, optical
storage devices or other memory storage devices; peripheral input/output devices such as keyboards,
printers, video display monitors, optical readers and related communication devices such as modems;
together with system documentation, operating logs and documentation, software and instruction
manuals, handwritten notes, logs, user names, passwords and lists.

b. All of the records below, whether stored on paper, on magnetic media such
as tape, cassette, disk, diskette or on memory storage devices such as optical disks, programmable
instruments such as telephones, “electronic address books”, calculators or any other storage media,
together with indicia of usc, ownership, possession or control of such records.

3
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i Legal documents ihcluding purchase or lease agreements tending to
show occupancy and/or ownership of: (1) 5128 E. Roberta Drive, Cave Creek, Arizona; and (2) 3401
W. Buckeye Road, Suite 3, Phoenix, Arizona.

ii. Any and all documents relating to the e-mail account
“baud_father@hotmail com” and the screen name “baud father”, including but not Iimited to
electronic mail, personal identification, bills;, receipts, canceled mail, bank statements, etc.

iii.  Any and all documents including e-mail and chat logs related to
account(s) with any Intemet, “On Line” or Bulletin Board Services including but not limited 1o bills,
receipts, canceled checks, bank statements, applications and advertisements.

iv.  Any and all diaries, logs, notations, telephone/address books,
telephone answering machine tapes, correspondernce and/or any other documentation tending to show
any comrespondence with any companies or person supplying, purchasing, distributing or trading
satellite television equipment, including but not limited to devices used to alter satellite telcvxsxon
access cards.

v.  Financial Records - People involved in Fraudulent Crimes often
generate a substantial volume of cash. The profits generated by fraudulent means are used to
purchase luxury items, vehicle, major appliances, jewelry and real property. These records are
invaluable in determining how much profit the perpetrator is making above legitimate reported
income and locating how these people utilize the profits from illegal transactions. These records
include bank accounts, statements deposits and withdrawals, loan agreements, sales receipts,-
investment agreements, income tax records, money wire transfer receipts, etc. It is known that these
records are often stored in paper form. Itis further known that these records may also be stored in
the form of electronic or magnetic media on recording tapes, microchips, diskettes, disk, disk drives
and other electronic and magnetic media storage devxcu

vi.  Anyand all satellite equipment including receivers, dishes and access
cards; any and all devices and equipment capable of being used to alter, modify or program satellite
access cards including but not limited to descramblers, programmess and encoders.

vii.  U.S. Currency - People involved in Fraudulent Crimes oftert obtain
cash funds or negonablc items obtained by fraudulent means that are turned into cash funds during
the facilitation of this crime. U.S. Currency transactions by the perpetrator can often go
undocumented and represent !angibk assets for the perpetrator(s). Currency can then be reinvested
to make the money appear “legitimate”, and is often used to obtain personal assets, etc!

viii.  Postal Records and Other Commercial Carrier Records - People who
commit Fraudulent Crimes ofien use the United States Postal Service or other private mail and parcel
services to facilitate their crime. Items retained by the offender include but are not limited to:
Express Mail labels, Commercial Mail Receiving Agency and mail forwarding records, wrapping

4
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material, boxes, blank invoices, etc. Perpetrators often retain copies of the postal or express mail
shipping receipts and invoices in order to maintain their records.

ix.  Telephone Records / Name and Address Records ~ Telephone bills
provide a record of all long distance toll calls which aid in the identification of co-conspirators and
the frequency they are contacted. It is known that these records are often stored in paper form. It
is further known that these records may also be stored in the form of electronic or magnetic media
on recording tapes, microchips, diskettes, disks, disk drives and other electronic and magnetic media
storage devices.

X International travel records including itineraries, tickets, receipts and
passports. .
The following facts establish probable cause for believing that grounds exist for the
issuance of a search warrant for the afémmcntioncd items:

5. This affidavit is based on ‘investigation conducted by mysclf and other law
enforcement agents, by individuals working for and on behalf of the victims, DirecTV (also known
as DSS) and Echostar Technologies Corporation (also known as DISH), and by Motorola Computer
Group internal investigators. I am familiar with the facts and circumstances of this investigation,
and 1 believe there is probable cause to bélieve that certain items described above, which constitute
evidence and fruits of violations of various Arizona criminal statutes, will be found on the subject
persons, at the subject locations, on/in the subject electronic devices, and within the subject vehicles
and e-mail accounts described above.

DESCRIPTION OF DIRECTV AND ITS TECHNOLOGY

6. During this investigation, I spoke with representatives of DirecTY and leamned the

following mformation about the DirecTV satellite system:

a DirecTV, a California corporation, has invested more than $1 billion to

develop the United States’ first direct broadcast satellite system. DirecTV delivers approximately
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210 channels of digital entertainment and informational television programming to homes and
businesses in the United States equipped with DirecTV hardware consisting of an 18-inch satcilitc
dish, an integrated receiver/decoder ("IRD") and a DirecTV moMng access card which is
necessary to operate the IRD. DirecTV's programming currently includes major cable networks,
major studio movies and special event programming offered on a pay-per-view basis, and a variety
of other sports and special interest programs and paﬁkaga.

b. NDS Ametic\a;, In.c. (NDS) is a developer aﬁd supplier of proprictary
encryption and "smart card” tcchnology‘. Among other lhing;s, NDS produces the programming
access card that allows birecTV to scramble and unscramble satellite transmissions. The access
cards, which are manufactured outsi;ie the Un.jted States, are sold to consumers as an integrated
component of the IRD, a.md each access card is assigned a unique electronic serial number.

c. All pmgannnipg distributed byl DirecTV is delivered to DirecTV's broadcast
centers in Castle Rock, Colorado and Los Angeles, California. At the broadcast ce{uers, DirecTV
digitizes and compresses the programming: The resulting signal is éncrybtcd ': (clccubnicz;uy
scrambled) by DirecTV to prevent unamhoﬁzed reception. DirecTV then transmits the signal from
the broadcast centers to five satellites located in stationary orbit approximately 22,300 miles above

) the equator.

d. The satellites relay the encrypted signal back to carth, where it an be recéived
by DirecTV's subscribers equipped with satellite receiving dishes and IRﬁS. The signal is received
by the dish and transmitted by wire to the IRD. The IRD (a box approximately the size of a VCR)
acts like 2 computer to process the incoming signal using the credit card sized access card. The

access card is inserted into the IRD through a slot in the IRD.
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e. ° TheDirecTV access card is sold as an integrated component of the IRD. After
a subscriber installs the dish and IRD at his or her home, business, etc. and purchases one or more
programming packages, DirecTV electronically activates the subscriber's access card by sending a
signal through the satellite data stream. The access card acts as a reprogrammable microprocessor
and uses "smart card” technology to: (1) control which DirecTV programming the subscriber
receives; and (2) capture and transmit to DirecTV the subscriber’s pay-per-view purchases.

f. Thé access card is a key component in DirecTV's security and accounting
systems, as more specifically described below:

. i Security System: To prevent unauthorized signal reception and
program viewing, DirecTV's transmissions of television programming are encrypted at M@Ws
broadcast/stgnal npiink centers. The access card enables the subscriber's IRD to decrypt the signals
thereby permitting viewing of programs in accordance with the subscriber’s authorized subscription /’ ~
packag; and pay-per-view purchases. \

" Accounting System: The access card also handles the tracking of

DirecTV pay-per view pmgran@g Pay-per-view ptﬁchases are made using a remote control a;wd

are recorded on the microprocessor in the subscriber's acec'ss card. The access card periodically

transmits this viewing history by initiating a telephone call (by means of a modem witpin the IRD)

to DirecTV's Conditional Access Management Center ("CAMC™) in Castle Rock. From Ihe CAMC,
the information is forwarded to DirecTV's billing system.

E Begimning in 1995, devices have been available which allow the unauthorized

unscrambling of DirecTV programming services without payment of the required fees. These

devices have included counterfeit access cards consisting of printed circuit boards with computer
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chips mounted on them. It is also possible to reprogram the microprocessor imbedded in the original
access card to allow unauthorized and completely free viewing of all DirecTV programming. These
products have been advertised on the Internet, in local newspapers, in underground satellite
publications and by word-of-mouth. They are also frequently sold by retail satellite equfpmcnt
dealers. As a result of the theft of satellite television services through the use of counterfeit access
cards and reprogrammed original access cards, DirecTV has experienced significant costs and losses
associated with Jost programming revenue, card replacement, investigati'vc expenscs, legal expenses,
and periodic glet;tmnic signal updates. As an illu.%tmion, the cost for replacing DirecTV's first

generation access card was in excess of $25 million.

DESCRIPTION OF ECHOSTAR ’I'ECHNGLOGIES CORP.(DISH) & ITS TECHNOLOGY
7. During this investigation, x spoke with representatives of Echostar Technologies and
leamed the following information about the Dish Network ;alenitc system:

a Dish Network delivers approximately 700 channels of digital entertainment
and informational television programming to homes and business in the United ‘States and itg
territories. Dish Network utilizes hardware to acqomplish the transmission of its signal. The
hardware includes an 18-inch sateflite dish, an Intcgratcd Receiver/Decoder (“IRD”) and a Dish
Network smart-card which is necessary to operate the IRD. Dish Network's programming curreatly
includes major cable networks, major studio n;ovies and sl;qcial event pr;)gmmmin‘g offered ona
pay-per-view basts, and a variety of other éports and special interest programs and packages. .

b. Nagravision is a conditional access system provider and sopplier of
proprietary encryption and smart-card technology. Nagravision produces the smart-card that allows

Dish Network to encrypt and decrypt satellite transmissions. The smart-cards, which are
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manufactured outside the United States, are provided to consumers as an integrated component of
the IRD. Each smart-card is assigned a unique electronic serial number w.hich must be properly
married to the IRD for proper functioning. Dish Network retains legal ownership of its smart-cards
at all times,

c. All programmiing distributed by Dish Network is delivered to Dish Network’s
up-link center in Cheyenne, Wyoming. At the up-link center, Dish Network digitizes and
compresses the programming. The fesulting signal is encrypted by Nagravision to prevent
unauthorized reception. Dish Network then transmits the signal from Cheyenne to six satellites
Jocated in geo-synchronous orbit over the continental United States.

d The satellites relay the encrypted signal back to earth where it can be received
by Dish Network’s subscribers equipped with satellite reccivingldishcs and IRD’s. The signal is
received by the dish and transmitted by wire to the IRD. The IRD acts as a computer to process the
incoming encrypted signal utilizing the smmt—cani The smart-card is credit card sized, and is loaded
into a slot in the IRD.

e After installation of the dish and IRD at a residence or business, Dish Network
electronically activates the subscriber's smart-card by scndi.ng a signal through the satellite data

stream. The amount and type of programming activated depends on the services ordered and paid

for by the subscriber. The smart-card acts as a re-programmable microprocessor that controls which

programs will be decrypted based on the programming package or other programming specifically
purchased by the subscriber.
f. The smart-card is a key component of Dish Network's security and accounting

systems as described below:
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i Security System: . To prevent unauthorized signal reception and
programming, Dish Network transmissions of television programming are encrypted at Dish
Network’s up-link facilities. The sman.-card enables the subscriber’s IRD to decrypt the signals and
permits vicwing in accordance with the subscriber’s authorized subscription package and pay-per-
view purchases.

i.  Accounting System: The smart-card also handles the tracking of Dish
NcMrk pay-per-view programming. Impulse pay—per’viéw purchases are made using a hand—help
remote control device and are recorded on the microprocessor in the subscgit}ef’é sma!t:ﬂcar‘d. At
periodic intervals, the IRD transmits the viewing history by initiating a telephone call (via modem
within the IRD) to Dish Network's up-link facility. The collected informarion is then transmited
to Dish Network’s billing center. |

g Statingin 1998, devices have beon available which allow the decryption of
Dish Network’s programming services without authorization and without paymg;t’ of the hec_éssary
fees. Devices utilized o obtain unauthorized reception include, but are not limited to,';mn-cm
software, “programmers”, “un-loopers”, emulators, “blockers”, “AVR’s”, and computms vThcsc
products have been advertised on the Intenet, in ](A:‘calr publications and in undergmund sétellitc
publications. They are often sold by retail satelitc equipment dealers as well. The resulfof the theft
of satellite television services through the use of altered smart-cards and oth;r WOMng
equipment has cost Dish Network significant Iolsscs in rr:vcnu;. These losses include lost
programming revenue, investigative expenses, legal expenses and card replacement costs. Dish

Network has also incurred costs for having to periodically update its signal to curtail these activities. -
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INVESTIGATION

8. In November, 2000, representatives of DxchV's Signal Integrity Office advised the
FBI of an ongoing investigation into the programming, distribution and possession of illegally
modified access cards for the DirecTV satellite system. The primary target of the investigation was
Anthony J. Maldonado, a network engineer for Motorola Computer Group in Tempe, Arizona. To
facilitate its investigation in Phoenix, DirecTV retained the services of retired FBI Agent Al Zumpf,
a private investigator for GBI and Associates. Subsequent to opening their case, DirecTV learmed
ﬁlat Rick Pitocco of Motorola's Global Security Office was also investigating the matter. Thereafter,
Motorola agreed to cooperate with the DirecTV investigation.

9. The resuits of the collective investigations by the FBIL, DirecTV, Echostar
Technologies (DISH), and Motorola revealed that Anthony J. Maldonado was illegally modifying
and distributing DirecTV access cards. It was further determined that beginning in approximately
September, 2000, Maldonado and his partner, Paul T. St. James, began modifying and distributing
illegal access cards for the DISH satellite system via a Mexican based Internet Website.

10.  Duning the course of the investigation, Pitocco provided the following e-mail
messages to/from Maldonado's Motorola e-mail account:

i Date: March 23, 2000 .
From: Tony Maldonado
To:  Paul St. James; Chris Crawford; Gerado Hernandez; J.1. Lee;
Henry Chung;Jim Jones; Troy Young; Norman Collins.
Re:  Swff -
"Hope this helps you guys, with your TV viewing!!! T will be
doing some mods but if (you) guys could help it would be great!!!" Attached to the e-mail was

information regarding IRD receivers, reboot procedures and ways to prevent DirecTV from "writing
to your receiver”. The author of the document is listed as “The Baud Father”.

11
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The following c-mails are related:

Date: July 10,2000

From: Tony Maldonado

To: Al Berumen; Crs Crawford; J.1 Lee; Troy Young
Re:  Swff

"I have some stuff for sale to help with viewing pleasure...250

eggs, for one piece of ham, ready to go.”

beginning."

Date: July 11, 2000 (6:02 AM)
From: Troy Young

To: Tony Maldonado

Re:  Swff

"Are you talking about the H* Hack?...”
(Note: H* refers to DirecTV access cards)
Date: July 11,2000 (8:51 AM)
From: Tony Maldonado
To:  Troy Young
Re: Swff
T have extra H cards...”
Date: August 25, 2000
From: Tony Maldonado
To:  ‘paul@bargaintown.com’

Re:  DSS History

"Here is a little history lm;on about the DSS system from the

Attached to the e-mail was an eight page narrative detailing

the dev;elopnlent of the DSS (DirecTV) system including a discussion of encryption methods and the
history of "hacking” DSS/DirecTV access cards.

tv.

HIGHLY CONFIDENTIAL

Date: September 26, 2000

From: Paul St. James [paul @bargaintown.com]
To:  Tony Maldonado

Re:  Canada Info.

This e-mail consisted-of an itinerary for a ﬁip to Toronto,
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Canada. The e-mail indicated that both Maldonado and Paul St. James were scheduled to make the
trip on September 7, 2000. The e-mail is signed by “Paul St. James (602)233-2003".

) {Based on discussion with DirecTV and DISH security
personal, it is kmown that many of the top tier hackers who have been responsible for compromising
DirecTV and DISH access cards reside in Canada.)

v. Date: October 21, 2000
From: Paul St. James {paul @bargaintown.com}
To:  Tony Maldonado
Re:  Disclaimer

"1 think this should be added to all order forms. I stole the
language from another site that does (off color type stuff)... ‘Tunderstand that I must be at least 21
years of age to order any satellite cards or programming from Kobalt.com and that I am responsible
to know whether or (sic) these cards or programming are legal in the area I am asking Kobalt.com
to send thisthese cards. I am also not part of any task force or government agency working against
satellite pirates and I further agree that anything I receive from Kobalt.com can not be used as.
evidence in any form. I agree to take full responsibility for this/these satellite cards/programming.”™

vi. Date:  October 23, 2000
From: Paul St. James [panl @bargaintown.com]
To:  Tony Maldonado
Re: ToDolList

*..4. Get last name so we can wire money, 5. Put website on

laptop..."

vii. Dater October 26, 2000 :
From: Paul St. James [paul @bargaintown.com]
To: Tony Maldonado
Re:  New Address

“Kobalt

282 North Grand Court Plaza
PMB 144

Nogales, AZ 85621"

viii. Date: November 2, 2000
From: Paul St James [paul @bargaintown.com]
To:  Tony Maldonado
Re:  Foreign system

“,..Jf 1 um my Dish 500 (DISH satellite system) towards the
13
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foreign station sat (satellite) today, will I see those stations or do you have to'do a further
modification?. .. (I have a guy who wants 10 units if I can show him these stations).”

ix. Date: November 10, 2000
From: Troy Young
To:  Tony Maldonado
Re: H

"...are your still doing H (DirecTV) cards. If so I have a new
one for you to do..."

X. Date: December 5, 2000
From: Tony Maldonado
To: Al Berumen; Chns Crawford; J.I lee; Joe Balderrama;
Norman Collins; Pete Goolsby; Troy Young
Re:  New Site

"My new site for dishes, pass it around
hup:/fwww kobalt.com.mx. Thanks."

xi. Date: December 18, 2000
From: Tony Maldonado
To:  “Bargaintown’

“Paul here is the address to ship the 4922 unit (DISH system).
He wants us to make up an address and not use Bargaintown address. He sent me 525.00 cash for
the unit.... You will get 8 FedEx package on Monday moming for the 4922 receiver. I sen(t) it under
Richard Weinstein I think and enclosed cash. The address to send it to is; Andrew Lucin, 28005
Pontevedra Drive, Rancho Palos Verdes, California 90275, (310)832-8641. I also included funds
to ship it to him. If you could send that out on Monday and send me a track # that would be great.
I will have more orders coming to you this weck. Also could you label it CMOS Ltd for the shipper
and make up an address in CA. Thank you.”

xii. Date: January 26, 2001
From: Tony Maldonado
To:  ‘Bargaintown’
Re:  Texas

*“Here is the phone for the guy in Texas, I already gave them
Bargaintown’s name. They should know the story about the B stock. Bulverde Home Theater, 2749
Bulverde Rd, Bulverde, Texas 78163, (800)358-5894..."

1. On November 26, 2000, Al Zumpf of GBI and Associates, working on behalf of

14
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DirecTV and DISH, obtained a five-page printout.of the Intemnet website http://www.kobalt.com.mx.
The site advertises various DISH systems for sale and includes the following statements:

a. Complete Satellite Systems ~ Programmed

b. These Dish Network receivers are fully enabled to view ALL channels!!

c. Apply future patches, fixes or extract keys from card 50.00 US

d. Thank yon for viewing our site, this is our debut on the world wide web. We
had been an underground company but decided to take our product public...The Dish Software is an
autoroll 3m and has been running since October 1999. Due to the nature of this business we will
be offering a 6 month warranty on the access card only. If the card goes down we will attempt to
fix it and return the card to you ASAP!! After the warranty period has expired there will be a flat
50.00 repair/reprogramming fee.

e DISCLAIMER. By entering this site I promise that I will NOT be using any
of these devices to steal DirecTV or Dish Network programming. 1 Ilive in the USA, I realize T am
committing a CRIME by using these devices on DirecTV or Dish Network cards. Furthermore I am
well aware that these devices are for educational use and not to be used to defraud any business
legally selling programming in my area. .

12."  n November, 2000, using the undercover screen name of “Susiek1010@aol.com™, -
Zumpf initiated a covert purchase of a DISH system via the Internet Website www.kobalt.com.mx.
Zumpf also tequestec.l a modified DirecTV access card for hi; "p';ntnts". The following e-mail
correspondence is related to the transaction: |

a. Date: 11/28/2000 (7:41 PM)
From: baud_father@hotmail.com (Baud Father)
To:  Susiek1010@aol.com

"...we currently have the 4922 and 2700 in stock (DISH Network
systems)...4922 system is 600.00 US 2700 system is 450.00 US...cash or international US postal
money order...All money orders must have all carbon copies intact and the name must be left
blank...We will send all products by UPS from the US since our mail system here in Mexico is very
slow and not reliable_..] understand that I must be at least 21 years of age to order any products from
Kobalt.com.mx and that [ am responsible to know whether or not these cards or programming are
legal in the area ] am asking Kobalt.com.mx to send this/these products. Iam also not part of any
task force or government agency working against satellite pirates and I further agree that anything
I receive from Kobaltcommx can not be used as evidence in any form. I agree to take full
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responsibility for this/these satellite products/programming. Kobalt 282 North Grand Court Plaza,
PMB 144, Nogales, AZ 85621..."

b. Date: 11/28/2000 (8:57 PM)
From: Susiek1010
To:  baud_father@hotmail.com

"...Also, I have a DSS (DirecTV) access card that I would like to have
modified to reeeive all channels. Can you do this for me? Td like to give the card to my parents as
a Christmas present..If you can do this, what would be the cost? Should I send the card to your
Nogales address...”

c. Date: 11/30/2000
From: baud_father@hotmail.com (Baud Father)
To:  Susiekl010@aol.com’

"We ship same-day UPS ground so depending on where you live it
could take 2 to 5 days. If you want one I will make sure it's there by Christmas, we want to make
everyone happy. Ireally don't do DSS (DirecTV) but if you buy a DISH system I will program an
H card_..for 50.00 US...We do warranty all DISH cards from going down.”

d Date:  12/8/2000 |
From: baud._father@hotmail.com (Baud Father)
To:  Susiekl010

"...We have been éclling these things like crazy..."

13.  On December 7, 2000, Zumpf sent a $500 International Postal Money Order,
#74053414337, and a DirecTV access card, #000060964012, to the Kobalt, 282 North Grand Court
Plaza, PMB 144, Nogales, Arizona 85621. $450 was for the illegally modified Dish System, and
$50 was for the modification  of the  DirecTV access  card.

14.  On December 14, 2000, Zumpf received two UPS packages/boxes shipped from
Everyday Mail, 282 N. Grand Court Plaza Drive, Nogales, Arizona. The boxes were wrapped in
brown packaging paper and were shipped to “Susie Kelly”, Zumpf s undercover alias. The first

package weighed approximately 16 pounds and contained a DISH Network satellite dish and various
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equipment. The second package contained: (1) a DISH Network integrated receiver/decoder (IRD),
model 2800, serial number RDECVK20965G; (2) access card “S 00 0932 0682 92" for the DISH
System; and (3) DirecTV access card "0001 6345 9522 which was contained in a small plastdc bag :
within the box (Note: as detailed in paragraph 13 above, Zumpf originally sent Kobalt DirecTV
access card #000060964012).
a Affixed to the first box containing the satellite dish was the following UPS
mailing label:
From: Shipping & Receiving Dept.
Bulverde Home Theater
2749 Bulverde Road
Bulverde, TX 78163
To: Paul Thomas St. jamcs
(602)233-2003
3401 West Buckeye Road, Suite 3
Phoenix, AZ 85009
The label noted that the box was “2 of 507, and indicates that the box was first
shippf:d from Bulverde Home Theater in Texas to Paul St. James at 3401 W. Buckeye Road, Suite
3 in Phoenix. The box was then apparently shipped from Everyday Mail in Nogales, Arizona to Susie
Kelly, Zumpf’s undercover alias.
b. Zumpf forwarded the DirecTV access card, “0001 6345 95;2", to NDS
Americas, Inc. who conducted a forensic evaluation to determine if the card had been illegally
modified. - On December 19, 2000, NDS advised that said access card “was illicitly modified for the
primary purpose of satellite signal theft”.
¢ Zumpf forwarded the Dish System access card, “S 00 0932 0682 92", 10 Russ

Densmore, Security Manager at Echostar Technologies Corp. (the owner of DISH). Densmore sent
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the card to NagralStar, the manufacturer of its access cards, and a forensic evaluation was conducted
to determine if the card had been illegally modified Nagra|Star advised that access card “S 00 0932
0682 92” had “been tampered with to receive services without legal subscription...all indication of
analysis signifies that alteration to coding was conducted to steal and receive unauthorized satellite
signals.”

15.  Asnoted in paragraph 10 above, several e-mails were sent to or received from “Paul
St. James™ at the e-mail address paul @bargaintown.com™. A review of the Qwest Business White
Pages revealed a listing for Bargaintown Liquidators at 3401 W. Buckeye Road, Phoenix, Arizona,
phone number (602)233-2003 (the same p:hone number used by Paul St. James in the 9/26/00 e-
mail). This phone number is also printed on the windoc“gv of Bargaintown Liquidators, 3401 W,
Buckeye Site 3 in Phoenix. In addition, the Discovery database which provides crodit header
information, contained a lsting, dated 472000, for Paul T. St James at 3401 W. Buckeye Road, Suite
3, Phoenix, Arizona. ; ) |

16. A search of Maricopa County property | records revealed that, Anthiony Joseph
Maldonado purchased the residence at 5128 E. Robenta Djrive. Cave Creek, Arizona 8552;1 m May,
1999. |

17. On December 20, 2000, Zumpf advised that telephone number 602-2.33-2003 was
listed as the business telephone of DirecTV subscriber Pat Clark, 2104 E. Sapium W;y, Phoenix,
Arizona 85048. :

18.  During the iuvestigaﬁoq, 1 retrieved the fol?owi‘ng items from a garbage can located

at Maldonado's residence, 5128 E. Roberta Drive, Cave Creek, Arizona:
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Date Retx;ieved: December 20, 2000

a Five-page printout of Intemnet web-page
“hitp://www bulverdehometheater.com/index.htm”. The piintout advertises electronics for sale from
Bulverde Home Theater, phone number (800)358-5894. Page one of the printout i-ncludcs
advertisements for Dish ﬁetWork and DirecTV satellite systems. A date on the pages indicates the
material was printed on 11/21/2000.

Date Retrieved: January 4, 2001

b. The following information from an empty Dish Network satellite system box:

i Smart Card Number: S000761638696

ii. Serial Number: RDECTK1381E

iii.  Receiver Caid #: R0027994152

iv. Product Data: 4922T -

(Russ Densmore of Echostar Technologies advised that as of March 5, 2001,
the above receiver and smart-card are listed as “stock-shelved”. A listing of “stock-shelved”
indicates that the receiver and smart-card have not been activated for service by Dish Network. The

receiver and smart-card were originally shipped to Costco Wholesale in Tolleson, Arizona.)

Date Retrieved: January 18,‘ 2001

c. NEBS Service & Repair catalogue cover addressed to "Anthony Joseph
Maldo(sic) The Baud Father”, 5128 E. Roberta Drive, Cave Creek, Arizona §5331. -

d. One half of a "CitiBusiness” solicitation letter addressed to "Anthony J.
Maldonado The Baud Father”, 5128 E. Roberta Drive, Cave Creek, Arizona 85331.

c. Advanta credit card solicitation letter addressed to "Anthony Maldonado

Owner Baud Father”, 5128 E. Roberta Drive, Cave Creek, Arizona 85331.
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. DHL air bill and $48 invoice from Video Printer Inc., Morganville, New
Jersey for a "Sony NP-FM50 Battery”
19.  OnJanuary 19, 2001, surveillance was conducted of Bargaintown Liquidators, 3401
W. Buckeye Road, Suite 3. The following noteworthy items were observed:
(All times are approximate)

a 4:30pm:  Anunidentified male was obsetved peering into the passenger
side of a grey truck. The truck was subsequently determined to be 2 Dodge pickup bearing New
Jersey license plate GL 2008 registered to Paul St. James. The male walked from the truck and
entered the south (left) roll-up door located on the north side of the entrance to Suite 3.

b. 4:32 pm: An unidentified male wearing a yellow shirt was observed
throwmg trash into a dnmpstcr from the north (dght) roll—up door located on the north side of the
entrance to Suite 3.

c. 4:46pm: - An unidentificd male wearing 2 white shirt and red baseball
cap was observed throwing a pallet into a dumpster from the north (right) roll-up door located on the
north side of the entrance to Suite 3.

4 4S4pm An unidentified individual was observed exiting the south (eft)
roll-up door, located on the north side of Suite 3, and pla/:mg something in back of the grey truck.
The individual then retumed msnde the building through t.hc roll-up door

e. 5:15 pm: Acmversxon van arrived and parked next to the greyi)ichxp_
The van was subsequently determined lo bear Arizoria license plate 373EPD registered to Panl
Thomas St. James.

f. 5:23 pm: Both roll-up doors on north side of Suite 3 were closed.

[:4 5:28 pm: A Jccp Cherokee arrived and parked next to the grey truck and
the conversion van. An unidentified inale was observed exiting the Jeep and entering Suite.3. The
Jeep was subscquently determined to bear Arizona license platc 611EAW registered to Anthony
Maldonado.

h. 6:45 pm: The grey truck, Jeep Cherokee and conversion van exit the
location.

20.  On February 21, 2001, 1 entered the public lobby of Suite 3 and observed the
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following:

a An "L" shaped glass display case on the south and west walls of the suite;

b. A DSS/DirecTV satellite dish affixed to the wall above the display case;

c. A hallway and what appeared to be a series of offices on the north (right) side F
of the hall; on the south (left) side of the hallway, a room containing a copy machine was observed.

21.  OnMarch 5, 2001, Jim Whalen of DirectTV, Signal Integrity Division, advised the
following:

“On January 21, 2001, DirecTV and NDS Americas, Inc. lannched an electronic
countermeasure (ECM) through the data stream for the purpose of deactivating illegal Period 2
access cards. This ECM was the most effective countermeasure ever sent by DirecTV and NDS. It
effectively disabled thousands of illegally modified H cards and rendered them vseless. However,
shonly thereafter, the Period (HU) access card was compromised and those involved in H card piracy
moved to illegally modifying the HU card. It should also be noted that the H card can still be
effectively utilized if used in conjunction with an emulator board and computer. The emulator board
is a device which plugs into an Integrated Receiver-Decoder and acts like a genuirie H card even G
though it isn’t. The emulator board circumvents the DirecTV/NDS ECMs and allows for illegal L >
satellite reception of all DirecTV programming. Electronic countermeasures are launched daily in ‘]
an effort 1o combat satellite piracy and have a limited impact on the criminal activity.”

22.  Your affiant requests that a search warmrant be issued commanding an immediate
search to be made of the persons, locations, vehicles, e-mail accounts, and/or electronic devices
described herein for the property and things herein described and that the same be retained in the
custody of affiant or in the custody of the agency which affiant represents and disposed of according

to law, pursuant to AR.S. 13-3920.
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23, Ttis anticipated that representativas from DirecTV and Echostar Technologies will

be present at the search sites acting as technical advisors to law enforcement agents.

Fedcgj Buorean of Inves&aﬁon

Subscribed and sworn to before me this 2 2 day of March, 2001.
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GBI & Associates »

3030 N. Third Street
Suite 200
Tek 602-241-8555
Fax: 602-241-8544
Phoenix, Arizona 85012
¢ mail: ghiassociates@att.net
Web: www:gbiassociates.com

December 7, 2000

Mr. Russ Densmore
Security Manager

Echostar Technologies Corp.

90 Inverness Circle East
Englewood, CO 80112

Re: Anthony J. Maldonado
GBI File 200-43A

Dear Mr. Densmore:

Enclosed is Dish Network access card S 00 0598 0753. ThisisthémbbedDishcm'dyou
firrnished i conjunction with oer investigation in captioned matter. The card bad been provided
toMaHonadnwboaﬂegedlymWitwﬂkganymeiwanpid:thworkdmh_

Also enclosed is an original evidence inventory form to maintain “chain of custody’
Please advise the results of your laboratory examination of the card.

Thank you for your assistance in this matter.
Very truly yours,
Al Zyumpf z

Managing Partner

1 cc: James F. Whalen, Signal Integrity, DirecTV
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DISH NETWORK EVIDENCE INVENTORY FORM

A. FILE NUMBER CAZ - 34

B. SOURCE OF PROPERTY___ //_ Zy”

C. PROPERTY RETAINED:

1tem No. Dmnﬁon Container Quantity Date

e Seo oS9 075> alwe 14 iz/afo0
2 Aol P ”
T ST 82T
D. CHAIN OF CUSTODY
Date Received Signature Item No. No. of items
12/5 /o0 2( Zenpy, 4 2
(z/eleoe AN v . / /_
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2/t o1 {/4 m44/ = / /
2 /Mler . A o / /
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